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Re: Response to Copyright Office's Questions Posed in the 2009 Section
1201 Anticircumvention Rulemaking

Dear Mr. Kasunic:

CTIA - the Wireless Association® respectfully submits the following responses to
the questions asked in your June 23, 2009 letter relating to cell phone unlocking.

1. Virgin Mobile USA testified that due to the inexpensive nature of the chip
used on many of its subsidized handsets, there was no practical or cost­
effective way to use separate technological measures to protect (1) the
firmware and (2) the copyrighted works (such as ringtones, wallpaper or
screensavers) contained on its handsets. Do any other manufacturers use
the same or substantially similar chipsets but with separate protection
measures on (2)? Are equally or nearly-equally inexpensive chipsets
available that can accommodate such separate technological measures? In
other words, in order to control cost, is it necessary to protect different
copyrighted works contained on such handsets with one technological
protection measure that controls access?

CTIA Response: This question is not susceptible of a simple answer. Chipsets
must be designed and then developed and optimized for specific uses on specific
devices. Power consumption and computing demands vary from device to device.
Evaluation of the capability of any given chipset on any given device involves a
significant engineering exercise that CTIA and its members are not able to
undertake. Further, CTIA is not aware of the identity of the chipsets used by Virgin
Mobile, the performance demands imposed by Virgin Mobile's devices, or the level
of performance specified by Virgin Mobile, as this information is confidential.
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More fundamentally, the question appears to reflect a misunderstanding of
important principles of digital security on mobile devices, as it appears to assume
that where additional DRM-based security is applied to content, beyond the security
that locks the phone, the added security is a "separate technological protection
measure" from that applied to the phone's operating system (e.g., encryption that is
separate from the operating system). CTIA's understanding is to the contrary­
even where added technological protection measures are used, they are often
measures that are layered on top of the operating system and that are implemented
and enforced by the operating system. This is true even on phones provided by
carriers other than Virgin Mobile. In other words, with respect to significant
copyrighted content on a wide variety of phones, technological protection is based
on usage rules imposed by the content provider that are enforced by the phone's
operating system, or by applications that are, in turn, protected by the operating
system. Moreover, these technological protection measures often do not involve
encryption, so the content remains in the clear. A hack of the security protecting the
operating system can open the door to this content. The phone lock protecting the
operating system may be thought of as the keys on the door of a house. Once the
door is unlocked, and the operating system is exposed, the contents of the house
may be available for the taking.

While it is possible in some circumstances to use encryption-based technology to
provide additional protection for certain content, the obligation to decrypt the
content each time it is accessed imposes additional power and processing burdens
on the device that can degrade the consumer experience (e.g., by limiting battery
life). As a result, encryption-based technology often is disfavored.

Further, even where content encryption is used, layering of security technology is an
important strategy to protect content. In other words, the phone lock often provides
added protection to encrypted content by limiting access to the operating system
and, in turn, to the content or to encryption keys that may be present on the device.
As a legal matter, there is nothing in section 1201 that obligates copyright owners or
their partners to rely on a single layer of security, and there is nothing in section
1201 that permits circumvention of a first layer of security as long as a second layer
is present. As a matter of good security practice, it would make no sense to limit
copyright owners to the use of a single layer of security protected by the
prohibitions of section 1201.
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2. At the hearing in Palo Alto, representatives of Virgin Mobile USA stated
that more information would be supplied to the Register in regard to the
following question:

MR. CARSON: Which of your exclusive rights under Section 106 of
Title 17 of the U.S. Code are being infringed when the customer takes
that handset, switches to another service and uses the user interface,
listens to the ring tones, whatever?
MR. LURIE: I'd like to have this filed under written submission.

Please respond to this question.

CTIA Response: CTIA understands this question to be directed to Virgin Mobile.
The copyright interests protected by mobile phone locks are discussed in Part V.B.
ofCTIA's written comments.

3. Do carriers, other than Virgin Mobile USA, use separate technological
protection measures to protect (1) the firmware, bootloader, or operating
system and (2) other copyrighted works contained on, or capable of being
added to the handset, e.g., ringtones, music, motion pictures, or software
applications? If so, which carriers?

CTIA Response: As discussed above, in response to question 1, this question
appears to reflect a misunderstanding of important principles of digital security on
mobile devices, as it appears to assume that, where additional DRM-based security
is applied to content, beyond the security that locks the phone, the added security is
a "separate technological protection measure" from that applied to the phone's
operating system (e.g., encryption that is separate from the operating system). It is
CTIA's understanding that even where "separate technological protection measures
are used," it often is not independent of the operating system. Rather, it is often the
case that content made available to many mobile phones is protected by the phone's
operating system. The discussion in response to question 1 describes the
significance of this fact in more detail.

To the extent that the term "separate technological protection measures" is intended
to include rules-based technological protection measures enforced by the operating
system, many carriers employ such measures, including, without limitation, AT&T
and Verizon Wireless.
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To the extent that the term is limited to technology, such as encryption-based
technology, that may be independent of the operating system, a number of carriers
also employ such measures for certain content on certain devices.

As discussed in response to question 1, even where content encryption is used,
layering of security technology is an important strategy to protect content. In other
words, the phone lock often provides added protection to encrypted content by
limiting access to the operating system and, in tum, to the encrypted content or to
encryption keys that may be present on the device. As a legal matter, there is
nothing in section 1201 that obligates copyright owners or their partners to rely on a
single layer of security and there is nothing in section 1201 that permits
circumvention of a first layer of security as long as a second layer is present. As a
matter of good security practice, it would make no sense to limit copyright owners
to the use of a single layer of security protected by the prohibitions of section 1201.

4. Which carriers unlock handsets for the owners of the handset, so that
handset owner can switch carriers? Under what circumstances or
conditions are the handsets unlocked, if any?

CTIA Response: Many of the nation's largest carriers voluntarily unlock phones at
no charge when asked to do so by a bona fide customer. These include T-Mobile
and AT&T. The carriers' specific policies vary. As discussed in CTIA's written
comments (at 28,38), one of the nation's largest carriers, Verizon Wireless, does
not lock its post-paid phones (roughly 96% of its phones). A second major carrier
will unlock a customer's phone if the customer is in good standing and has been a
customer for at least 90 days. A third major carrier will unlock a customer's phone
at the end of the customer's contract term and in certain other circumstances.

5. Which carriers will lock a handset in some way in the course of providing
service for an unlocked phone or an unsubsidized phone, if any?

CTIA Response: Although CTIA has not been able, in the time provided, to
conduct a poll of all of its members, CTIA is not aware of any carrier that will lock
an otherwise unlocked handset in the course of providing service.

It is CTIA's understanding that phones sold by carriers are sold in the same
configuration regardless of whether the phone is subsidized. This may mean that
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some unsubsidized phones are locked. Although carrier policies vary, unsubsidized
phones are more likely than subsidized phones to be sold without a term contract,
which, depending on carrier unlock policies, could make the phone a candidate for
unlocking if the customer requests.

* * *
eTIA appreciates the opportunity to participate in the rulemaking and would, of
course, be happy to answer any further questions or clarify its responses.

Respectfully submitted,

Bruce G. Joseph
Counsel for CTIA - the Wireless Association®
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