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Pursuant to the Notice of Inquiry of Exemption to Prohibition on Circumvention of Copyright
Protection Systems for Access Control Technologies’ (“NOI”), the Electronic Frontier
Foundation (EFF) submits the following comments and respectfully asks the Librarian of
Congress to exempt the following classes of works from 17 U.S.C. § 1201(a)(1)’s prohibition on
the circumvention of access control technologies for the period 2012-2015:

Proposed Class #1: Computer programs that enable wireless telephone handsets
(“smartphones”) and tablets to execute lawfully obtained software applications, where
circumvention is undertaken for the purpose of enabling interoperability of such applications
with computer programs on the handset or tablet.

Proposed Class #2: Computer programs that enable lawfully acquired video game consoles to
execute lawfully acquired software applications, where circumvention is undertaken for the
purpose of enabling interoperability of such applications with computer programs on the gaming
console.

Proposed Class #3: Audiovisual works on DVDs that are lawfully made and acquired and that
are protected by the Content Scrambling System, where circumvention is undertaken for the
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Tim Hwang in the Samuelson Law, Technology & Public Policy Clinic under the supervision of Clinic Director
Jason Schultz. We also thank Professor Rebecca Tushnet, Professor Francesca Coppa, and Rachael Vaughn for their
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purpose of extracting clips for inclusion in primarily noncommercial videos that do not infringe
copyright, and the person engaging in the circumvention believes and has reasonable grounds for
believing that circumvention is necessary to fulfill the purpose of the use.

Proposed Class #4: Audiovisual works that are lawfully made and acquired via online
distribution services, where circumvention is undertaken for the purpose of extracting clips for
inclusion in primarily noncommercial videos that do not infringe copyright, and the person
engaging in the circumvention believes and has reasonable grounds for believing that
circumvention is necessary to fulfill the purpose of the use, and the works in question are not
readily available on DVD.

I. The Commenting Party

The Electronic Frontier Foundation (EFF) is a member-supported, nonprofit public interest
organization devoted to maintaining the traditional balance that copyright law strikes between
the interests of copyright owners and the interests of the public. Founded in 1990, EFF represents
thousands of dues-paying members, including consumers, hobbyists, computer programmers,
entrepreneurs, students, teachers, and researchers, who are united in their reliance on a balanced
copyright system that ensures adequate protection for copyright owners while facilitating
innovation and broad access to information in the digital age.

In filing these comments, EFF represents the interests of the many U.S. citizens who have
“jailbroken” their cellular phone handsets, tablets, and video game consoles—or would like to do
so—to use lawfully obtained software of their own choosing, as well as the tens of thousands of
noncommercial remix video creators who have or would like to include clips from audiovisual
works on DVDs and Internet-based sources in their work.

I1. Proposed Class #1: Circumvention Necessary for “Jailbreaking” Smartphones and
Tablets

Proposed Class: Computer programs that enable smartphones and tablets to execute
lawfully obtained software applications, where circumvention is undertaken for the
purpose of enabling interoperability of such applications with computer programs on the
smartphone or tablet.

A. Summary

Over the past three years, smartphones and tablets have become some of the most popular
consumer electronic devices in the world. Unfortunately, manufacturers continue to impose
firmware-based technological restrictions that hamper the development and use of independently
created software applications that have not been approved by the device or operating system
(“OS”) maker. These restrictions harm competition, consumer choice, and innovation. In
response, an active community of innovators has continued to develop methods to bypass these
constraints, giving consumers the freedom to modify and enhance their devices through lawfully
acquired applications. Their creative efforts have in turn spawned a vibrant alternative
marketplace that serves consumers and application creators alike. These innovations also benefit
the manufacturers themselves, which continue to adopt many unauthorized innovations into the
official versions of their products.

Courts have long recognized that modifying device-operating software to permit interoperability



with independently created software is a non-infringing use. Consequently, there is no copyright-
related rationale for imposing legal liability on those who circumvent the technological
protection measures that prevent access to the firmware on smartphones and tablet devices. In
the 2009 rulemaking proceeding, the Register of Copyrights recognized that the § 1201
circumvention ban was established to foster the availability of copyrighted works in the digital
environment, and agreed that the prohibition on smartphone “jailbreaking”—the practice of
enabling the phone to become interoperable with unauthorized applications—was “adversely
affecting the ability to engage in the non-infringing use of adding unapproved, independently
created computer programs to their smartphones.”

That reasoning remains valid today. Moreover, it can and should be logically extended to apply
to tablets. In order to ensure that § 1201 does not inhibit reasonable fair uses of these devices,
proponents urge the Librarian to renew the jailbreaking exemption for smartphones granted in
the previous processing, and to expand it to encompass tablets.

B. Factual Background

In recent years, smartphones and tablet devices have become a central feature of the consumer
technology landscape. But the manufacturers of these devices and their operating systems
frequently implement technological protection measures that restrict the software applications
users can run. As the user base for smartphones and tablets continues to expand, these
technological limitations produce commensurately widespread harms to competition, consumer
choice, and innovation.

1. Since the Prior Rulemaking, Smartphones and Tablet Devices Have
Become Ubiquitous.

The last three years have seen dramatic growth in the adoption of smartphones and tablets as
consumers increasingly shift from traditional personal computers to mobile devices. At the
beginning of 2008, market penetration for smartphones was relatively limited, comprising only
10% of American wireless subscribers. This number has dramatically increased in the
subsequent years: in July 2011, the Pew Research Center released a report showing that 35% of
all American adults are now smartphone owners,’ and current projections indicate that
smartphone penetration will reach more than 50% of subscribers by the end of 2011.” In the final
quarter of 2010, more than 100 million smartphones were shipped in the United States alone,
surpassing the number of personal computers sold by almost 8 million units.°

Recommendation of the Register of Copyrights in RM 2008-8, Rulemaking on Exemptions from Prohibition on
Circumvention of Copyright Protection Systems for Access Control Technologies, June 11, 2010 (“2010
Recommendation”)  at 103 available at  http://www.copyright.gov/1201/2010/initialed-registers-
recommendation-june-11-2010.pdf.

Aaron 0, Smartphone Adoption and Usage, Pew Internet (July 11, 2011),
http://www.pewinternet.org/Reports/2011/Smartphones.aspx.

Roger Entner, Smartphones to Overtake Feature Phones in U.S. by 2011, Nielsenwire (Mar. 26, 2010),
http://blog.nielsen.com/nielsenwire/consumer/smartphones-to-overtake-feature-phones-in-u-s-by-2011.

® David Goldman,  Smartphones  have  conquered  PCs, CNNMoney  (Feb. 9, 2011),
http://money.cnn.com/2011/02/09/technology/smartphones_eclipse_pcs/index.htm.



The extraordinarily widespread adoption of smartphones has been driven in significant part by
the launch of Android, a free, open-platform smartphone and tablet operating system introduced
by Google and the Open Handset Alliance in 2007.” The first Android device was distributed in
2008, and the platform is now implemented on smartphones created by dozens of manufacturers.
Today, Android is the best-selling mobile platform in the world.® In October 2011, there were
190 million Android devices in use, with 32.9 million sold in the fourth quarter of 2010 alone—
seven times the number sold in the fourth quarter of 2009.° With an estimated 319,000 programs
currently available in the Android Market,' the size of Android’s application store is rivaled
only by Apple."!

Tablets have enjoyed similar radical popularity over the past two years. Although tablet
computers have existed since the late 1980s,'> the 2010 launch of Apple’s iPad has sparked
extraordinary growth in this sector. While Apple continues to dominate the tablet space with a
70% market share, other competitors have begun to enter the marketplace with similar devices."?
The rapid sales of competitor devices, particularly those running the Android operating system,
attests to the broad-based adoption of tablets in the marketplace.'* Sales of tablets were up nearly
90% from the first to second quarter of 2011, and more than 300% year-over-year."

2. Smartphone and Tablet Makers Continue to Restrict the Software
Applications That Users Can Run, to the Detriment of Consumer Choice,
Competition and Innovation.

Manufacturers continue to implement technological protection measures that restrict the
applications that users can run on their devices.

Industry Leaders Announce Open Platform For Mobile Devices, Open Handset Alliance, (Nov. 5, 2007),
http://www.openhandsetalliance.com/press_110507.html.

Kent German, 4 Brief History of Android Phones, CNET (Aug. 2, 2011), http://reviews.cnet.com/8301-19736 7-
20016542-251/a-brief-history-of-android-phones.

Charles Arthur, Mobile generating equivalent of $2.5bn a year, says Google chief, The Guardian (Oct. 14, 2011),
http://www.guardian.co.uk/technology/2011/oct/14/android-google-ad-revenue.

' Richard Wordsworth, Android Market reaches 500,000 app mark, T3 (Oct. 23, 2011),
http://www.t3.com/news/android-market-reaches-500000-app-mark.

Peter Farago, iOS & Android Apps Challenged by Traffic Acquisition Not Discovery, Flurry Blog (Oct. 31,
2011), http://blog.flurry.com/?Tag=App%20Store.

Harry McCracken, The Long Fail: A Brief History of Unsuccessful Tablet Computers, Technologizer (Jan. 27,
2010) http://technologizer.com/2010/01/27/the-long-fail-a-brief-history-of-unsuccessful-tablet-computers.

See Goldman, supra note 5.

See Clint Boulton, Android Grows Tablet Market Share Against iPad, eWeek Europe (Oct. 24, 2011),
http://www.eweekeurope.co.uk/news/android-grows-tablet-market-share-against-ipad-43480; Phil Goldstein,
Report: Android tablet market share grows from 2.3% to 26.9% in 12 months, FierceWireless (Oct. 21, 2011),
http://www.fiercewireless.com/story/report-android-tablet-market-share-grows-23-269-12-months/2011-10-21.
Jacqui Cheng, Report on tablet growth shows market is ripe for iPad competitor, Ars Technica (Sept. 2011),
http://arstechnica.com/apple/news/2011/09/repot-ipad-share-of-tablet-market-inches-upward-as-android-
suffers.ars.



Manufacturers typically configure a device’s firmware to prevent unauthorized applications from
accessing certain functions of the phone or tablet.'® The firmware is internal software that is
among the first aspects of the operating system to “boot up” when the device is powered on. It is
often responsible for managing the behavior of the device at its most fundamental level. In
practice, firmware restrictions limit user’s ability to customize the device’s operating system, and
can prevent certain applications from functioning properly. Manufacturers often encrypt
firmware to prevent users from changing the default configuration.'”

In response to manufacturer restrictions on firmware, online communities have emerged to
support jailbreaking to enable a device to become interoperable with unauthorized independently
created applications. These communities have grown significantly in the past few years. For
example, Cydia—an online marketplace launched in 2008 for unauthorized applications for
jailbroken iPhones and iPads—now reports 1.5 million visitors to the store every day and $10
million in annual revenue.'® XDA Developers, an online message board community focused on
developing independent programs for Android and other mobile devices, now logs more than
four million registered members."”

In the 2009 rulemaking proceeding, the Librarian of Congress emphasized that “[c]ase law and
Congressional enactments reflect a judgment that interoperability is favored.”” The Librarian
permitted a §1201(a)(1) exemption for jailbreaking, reasoning that such an exemption would
“not adversely affect the market for or value of the copyrighted works to the copyright owner.”*!
These arguments apply with increased force today, as jailbreaking has become more common
and widespread. Further, technological restrictions on smartphones and tablets continue to harm
consumer choice, competition, and innovation.

C. Technological Restrictions on Smartphones and Tablets Harm Consumer Choice
and Competition.

Technological restrictions on smartphones and tablets adversely affect consumer choice by
limiting the applications that consumers are permitted to purchase and run on their devices. For
example, Apple filters the programs that can run on the iPhone and iPad by requiring all
developers to obtain approval before their applications are enabled to run on the device and made
available through the iTunes App Store. Apple has designed iPads and iPhones to individually

' Sarah Morrow, [Updated] Rooting Explained + Top 5 Benefits Of Rooting Your Android Phone, Android Police
(June 26, 2011), http://www.androidpolice.com/2010/04/15/rooting-explained-top-5-benefits-of-rooting-your-
android-phone.
Ivo, So You Want To Know About Bootloaders, Encryption, Signing, And Locking? Let Me Explain, Android
Police (May 27, 2011), http://www.androidpolice.com/2011/05/27/so-you-want-to-know-about-bootloaders-
encryption-signing-and-locking-let-me-explain.
Jijo Jacob, The underground iPhone: Million-dollar jailbreaking industry thrives on legal loophole, International
Business Times (Apr. 7, 2011), http://www.ibtimes.com/articles/131640/20110407/jailbreaking-jail-break-
jailbreakers-underground-apple-ipone-cydia-modmyi-dev-team-toyota-at-t-ios-c.htm.
XDA Developers, http://forum.xda-developers.com/ (last visited Nov. 29, 2011) (member statistics under
“What’s Going On?” section).
Exemption to Prohibition on Circumvention of Copyright Protection Systems for Access Control Technologies,
. 75 Fed. Reg. 43,825, 43,830. (July 27, 2010) (to be codified at 37 C.F.R. pt. 201).

Id.
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check and verify each piece of software before it can run on the device.”> Without a special
encrypted key provided by Apple, these devices refuse to run any unapproved third-party
software.”” Apple does not impose this restriction because it is necessary for its products to
operate. Rather, Apple uses this technological limitation to enforce its business decision to filter
content and extract a 30% commission on application sales.*

This strict technology regime is particularly unfortunate because many of Apple’s application
restrictions are content-based. Apple has censored numerous applications that allow users to
engage in beneficial free speech, even going so far as to ban from its App Store applications that
enable users to make donations to non-profits or feature satire that “ridicules public figures,” per
its license agreement with developers.”” The company has also systematically removed
applications that it considers overtly sexual.”® None of these restrictions improves or ensures the
functionality of iPhones or iPads, nor do they have any apparent relationship to copyright
infringement. More often, they prevent developers from creating applications that compete or
improve upon existing Apple functionality. For example, MyFrame, an iPad application that
provides a new set of tools on top of the native iPad photo display, was banned from the App
Store because it created an alternative graphical experience for the user.”’

Although manufacturers of Android-based smartphones and tablets have not imposed the same
level of control as Apple over the types of software that can be developed and distributed, they
have used technological measures to block functionality and prevent the installation of certain
types of software.”® A particularly good example of how these technological measures constrain
user choice is the NOOK Color (“Nook”), an e-book reader launched by Barnes and Noble as a

22 See John Herrman, /7 Reasons to Jailbreak Your iPhone or iPod Touch NOW, Gizmodo (Aug. 7, 2010),

http://gizmodo.com/5605827/16-reasons-to-jailbreak-your-iphone-or-ipod-touch-now/gallery/1; Maria

Trimarchi, How to Jailbreak an iPhone, How Stuff Works, http://electronics.howstuffworks.com/how-to-

tech/how-to-jailbreak-iphonel.htm (last visited Nov. 30, 2011).

Firmware Unpacking, http://wiki.birth-online.de/know-how/hardware/apple-iphone/firmware-unpacking (last

visited Nov. 29, 2011).

i0s Developer Program—Distribute, http://developer.apple.com/programs/ios/distribute.html (last visited

Nov. 29, 2011).

See Stephanie Strom, Donations Ban on iPhone Apps Irritates Nonprofits, New York Times (Dec. 9, 2010),

http://www.nytimes.com/2010/12/09/technology/09charity.html; Laura McGann, Mark Fiore can win a Pulitzer

Prize, but he can’t get his iPhone cartoon app past Apple’s satire police, Nieman Journalism Lab (Apr. 15,

2010), http://www.niemanlab.org/2010/04/mark-fiore-can-win-a-pulitzer-prize-but-he-cant-get-his-iphone-

cartoon-app-past-apples-satire-police/; Jake Shapiro, Apple’s no-donation policy for apps is a cop-out, Ars

Technica, http://arstechnica.com/apple/news/2010/06/nonprofit-developer-apples-no-donation-policy-is-a-cop-

out.ars (last visited Nov. 30, 2011).

Violet Blue, Apple’s contentious relationship with naughty apps is locked in frigid mode. How did it get there,

and where’s it going?, MacLife (Mar. 30, 2010), http://www.maclife.com/article/feature/apps_and_men.

Cade Metz, Steve Jobs beheads iPad apps for acting like desktops, The Register (June 1, 2010),

http://www.theregister.co.uk/2010/06/01/apple_boots widgety apps_from_ app store; See also Shane McGlaun,

Apple rejects iPhone app for lack of functionality, later releases app with same functionality itself, Slashgear

(Apr. 6, 2011), http://www.slashgear.com/apple-rejects-iphone-app-for-lack-of-functionality-later-releases-app-

with-same-functionality-itself-06144635/ (denying advertising aggregator application because it competed with

Apple’s own offering).

28 John A., What is Rooting on the Android? The Advantages and Disadvantages, Droid Lessons (Feb. 15, 2011),
http://droidlessons.com/what-is-rooting-on-android-the-advantages-and-disadvantages.
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competitor to the more popular Amazon Kindle.” Activity on the Nook is limited to the e-books,
applications, and web browsers that Barnes and Noble permits to run on the device. Yet the
Nook is nothing more than a tablet computer running a restricted version of the Android
operating system. It could operate as a fully functional tablet computer, but is instead confined to
the limited features allowed by the manufacturer. Using a process similar to that discussed
above, developers have created tools that permit Nook owners to jailbreak and expand the
features of their e-readers.’® For instance, one popular application that can be installed on the
jailbroken Nook is K-9, a customized mail client that enables users to check their messages on
the device and supports “push” notifications to users when e-mail arrives.’'

Manufacturers have also consistently failed to support and upgrade the operating systems on
Android smartphones to their most current versions, exposing owners to security
vulnerabilities.”> A recent analysis of Android phone models released in the United States before
July 2010 indicates that a large majority of manufacturers stopped supporting Android within a
few weeks of release, leaving their users open to serious security risks. After one year on the
market, manufacturers supported Android upgrades for only eight of eighteen models. At the end
of their second year, only three of eighteen models were receiving Android support upgrades,
even though the vast majority of these phones were still under contract with users.”

This unfortunate state of affairs presents three problems.* First, it imposes significant costs on
application developers who cannot count on consumers running the latest version of the Android
operating system. Second, it threatens consumers who cannot rely on manufacturer support if a
security vulnerability is discovered in Android, and manufacturer-imposed technological
restrictions render them unable to upgrade the software themselves. Third, it shortens the
lifespan of the devices because owners are forced to purchase new models to avoid these risks.

The 2011 DigiNotar debacle is a case in point. Until recently, DigiNotar was a “certificate
authority”—an organization that issues digital certificates used to authenticate and secure
communications between various services online, such as credit card transactions.” In
September 2011, it was discovered that DigiNotar had been hacked, and that the service had

» David Carnoy, B&N: Nook has 25 percent of U.S. e-book market, CNET (Feb. 23, 2011),

http://news.cnet.com/8301-17938 105-20035277-1.html.
% David Cogen, How To: Root the Nook Color (AutoNooter Method), The Unlockr (Feb. 5, 2011),
http://theunlockr.com/2011/02/05/how-to-root-the-nook-color-autonooter-method.
Ryan Paul, How To Root a Nook Color to transform it into an Android tablet, Ars Technica,
http://arstechnica.com/gadgets/guides/2011/02/howto-root-a-nook-color-to-transform-it-into-an-android-
tablet.ars/3 (last visited Nov. 30, 2011).
See Declaration of Michael Degusta, attached as Appendix A at 1-2; Michael Degusta, Android Orphans:
Visualizing a Sad  History of  Support, The Understatement (Oct. 26, 2011),
. http://theunderstatement.com/post/11982112928/android-orphans-visualizing-a-sad-history-of-support.

1d.
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Id. at 2-4.

3 VASCO Data Security International, Inc. Announces the Acquisition of Diginotar B.V., a Market Leader in
Internet Trust Services in The Netherlands, Vasco,

http://www.vasco.com/company/press_room/news_archive/2011/acquisition_diginotar.aspx (last visited Nov.
30, 2011) (describing Diginotar’s business as a certificate authority).



been issuing fraudulent certificates.’® These phony certificates permitted malicious users to
compromise devices and services that relied on DigiNotar’s list to certify their online
transactions.”’ While current versions of Android updated their information about DigiNotar to
prevent this from happening, older versions left their users in the dark and Android phone
makers with encrypted firmware did not allow them to update the list of valid certificates that
would prevent such fraud from occurring.*®

In situations where an “official” security fix is slow to come or never issues at all, consumers
can remain vulnerable to security risks, buy new phones, or jailbreak their devices and address
the problem themselves. For example, independent security researcher Trevor Eckhart has
discovered a series of serious security vulnerabilities in the implementation of the Android
operating system on HTC phones. While Eckhart has reported these vulnerabilities to HTC, most
of them have not yet been remedied by the manufacturer. To help keep consumers safe, Eckhart
designed software that users can install to fix the problems on their own phones. But given the
technological restrictions on HTC devices, owners must jailbreak or “root” their phones to have
the complete administrative access necessary to install the patches.*

D. Technological Restrictions on Smartphones and Tablets Inhibit Innovation.

Technological restrictions on smartphones and tablets impair innovation in two critical ways.
First, they interfere with the ability of tablet and smartphone owners to install the third-party
software that they would prefer to use. As a consequence, developers face a significantly
diminished marketplace of potential users, and have fewer incentives to innovate and create new
software. Second, these limitations harm competition by restricting the number of developers
who are permitted to offer new alternatives in the marketplace for mobile and tablet software.*’

These restrictions have spurred the emergence of an innovative and dynamic online community
devoted to jailbreaking and writing new programs for smartphones and tablets. For Apple’s i0S
(which runs on the iPhone, iPad, and iTouch), these programs include applications that provide
privacy-enhancing tools for browsing the web, allow users to turn their phone into a push-button
flashlight, and enable users to map the cell phone towers in their vicinity.*' One application,
MultiflOw, provides a seamless and improved experience for managing multiple running

% John Leyden, Inside ‘Operation Black Tulip’: DigiNotar hack analysed, The Register (Sept. 6, 2011),

http://www.theregister.co.uk/2011/09/06/diginotar audit damning_fail/.
37 See Kim Zetter, DigiNotar Files for Bankruptcy in Wake of Devastating Hack, Wired (Sept. 20, 2011),
http://www.wired.com/threatlevel/2011/09/diginotar-bankruptcy/ (describing the certificate failure).
¥ Mark Berry, Android Certificates, MCB Systems (Dec. 21, 2010),
http://www.mcbsys.com/techblog/2010/12/android-certificates/ (showing that Android 2.0 and 2.1 do not allow
the user to update the list of trusted certificates).
Declaration of Trevor Eckhart, attached as Appendix B.
* Brian X. Chen, Rejected by Apple, iPhone Developers Go Underground, Wired (Aug. 6, 2009),
http://www.wired.com/gadgetlab/2009/08/cydia-app-store.
See Covert, http://cydia.saurik.com/package/com.chpwn.covert (last visited Nov. 30, 2011) (privacy for mobile
web browsing); SpringFlash, http://cydia.saurik.com/package/springflash (last visited Nov. 30, 2011) (a push-
button flashlight), Signal, http://cydia.saurik.com/package/com.complicatedstuff.signal (last visited Nov. 30,
2011) (cell-phone tower visualizer)
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applications on the smartphone that users report as better than the existing Apple system.* On
Android, applications that require jailbreaking are part of a similarly diverse ecosystem. These
include applications that enable users to take screenshots on their phones, to explore every file
installed on their device, and safely and easily back up downloaded content.” Another
innovative application on Android, Theft Aware, permits owners to remotely track the location
of a lost or stolen device and wipe the data on the device in an emergency.**

Alternative marketplaces and unofficial software applications also provide device-improvement
tools that manufacturers themselves do not offer to consumers. For example, CyanogenMod, a
custom, open source replacement operating system for jailbroken Android phones, is able to
“overclock” the device’s processor to produce much higher speed and performance.* For the
iPhone, unofficial applications such as Frash allow phone owners to run ubiquitous multimedia
platforms such as Flash, which Apple has banned from i0S.* Other applications also permit
users to customize the appearance of their Apple and Android devices. For example, Theme It,
an unapproved application for the iPhone, enables users to install new themes that change the
appearance and arrangement of the phone’s buttons and menus.*’

Apple itself has benefitted from these unauthorized optimizations by introducing similar, if not
identical, innovations in their products. For example, after the jailbreaking community
successfully launched applications that permitted older versions of the iPhone to record video
using the built-in camera on the smartphone, Apple followed suit.** Similarly, in 2009
jailbreakers were able to successfully configure keyboards to wirelessly connect with the
smartphone.” Months later, Apple again embraced the changes that the jailbreakers had
pioneered..’® This pattern of imitation applies to a host of other innovations introduced by the
jailbreaking community, stretching from the design of the user interface to the management of
applications on the phone.”’

2 Matt Brian, Multiflow schools Apple on how to implement iOS multitasking, The Next Web (Aug. 23, 2010),

http://thenextweb.com/mobile/2010/08/23/multifl0w-schools-apple-on-how-to-implement-ios-multitasking.
* David Ruddock, Top Android Apps Every Rooted User Should Know About, Part 1: Apps 1-8, Android Police
(July 24, 2011), http://www.androidpolice.com/2010/07/13/8-great-apps-every-rooted-android-user-should-
know-about.
CyanogenMod, http://www.cyanogenmod.com/about (last visited Nov. 30, 2011).
JuiceDefender, http://www.juicedefender.com/ (last visited Nov. 30, 2011).
% SQarah Perez, How to Install Flash on your Phone (The Easy Way), Read Write Web (Aug. 9, 2010),
http://www.readwriteweb.com/archives/how_to_install flash on_your iphone the easy way.php; Steve Jobs,
Thoughts on Flash, Apple, Inc., http://www.apple.com/hotnews/thoughts-on-flash (last visited Nov. 30, 2011).
Adam Dachis, Theme it Makes iOS Interface Customization Easy on Jailbroken Devices, Lifehacker (Jan. 25,
2011), http://lifehacker.com/5742512/theme-it-makes-ios-interface-customization-easy-on-jailbroken-devices.
* Skipper Eye, Apple Approves Video Recording on iPhone 3G and 2G, Redmond Pie (Dec. 15, 2009),
http://www.redmondpie.com/apple-approves-video-recording-on-iphone-3g-and-2g-9140225/.
Simon Ng, BTstack Keyboard Hits the Cydia Store to Connect Bluetooth Keyboard and iPhone, Simonblog
(Dec. 26, 2009), http://www.simonblog.com/2009/12/26/btstack-keyboard-hits-the-cydia-store-to-connect-
bluetooth-keyboard-and-iphone/.
Matthew Panzarino, iPhone iOS 4 Tip: Connect a Bluetooth Keyboard to Your iPhone, The iPhone Guru (July 7,
2010), http://www.theiphoneguru.net/2010/07/10/iphone-ios-4-tip-connect-a-bluetooth-keyboard-to-your-
iphone/.
See, e.g., Taimur Asad, Cydia Adds “Manage Account” Feature, Which Shows Every App That Was Ever
Purchased on Cydia, Redmond Pie (Jan. 20, 2011), http://www.redmondpie.com/cydia-adds-manage-account-
feature-which-shows-every-app-that-was-ever-purchased-on-cydia (showing application store purchase history);
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The jailbreaking community has also played an important role in protecting user privacy. For
instance, older versions of the iPhone operating system did not permit users to control the
privacy of the text messages they received. Instead, the operating system would unavoidably
display a preview of the message on the phone visible to anyone standing nearby.’* Jailbreakers
quickly introduced an unauthorized application that allowed users to tweak the privacy settings
for text messages.” Apple launched this feature over a year later in a new version of the
operating system.’* Jailbreakers were also responsible for introducing a fix that prevented Apple
itself from tracking the location of iPhone owners.”

There is a large user demand for these unapproved software and enhanced features. For example,
Cydia, the unofficial marketplace that can be installed on jailbroken iPhones and iPads to permit
users to download and install third party applications, currently lays claim to 4 million
installations by iPhone owners.’® Cydia reported over $10 million in annual revenue in 2011.”
Rock, another unofficial distributor of iPhone and iPad applications that later merged with
Cydia, reported more than $3.3 million in sales.”® This activity is not exclusive to Apple tablets
and smartphones. A popular tool for bypassing similar restrictions on the Android platform has
seen over 1.3 million downloads to date.”® In July 2010, one popular alternative operating system
for the Motorola Droid phone was downloaded 40,000 times in a single week.*

Chip, Did Apple just rip off Cydia Locklnfo app For its Notification center?, GSM Arena (June 7, 2011),
http://blog.gsmarena.com/did-apple-just-rip-off-cydia-lockinfo-app-for-its-notification-center (relating to
aggregated notifications); Goncalo Ribeiro, Did Apple Rip Off This Student’s Rejected Wireless Syncing App
For iPhone From Cydia?, Redmond Pie (June 10, 2011), http://www.redmondpie.com/did-apple-rip-off-this-
students-rejected-wireless-syncing-app-for-iphone-from-cydia/ (regarding wireless syncing); John Herrman, This
Is  How  Multitasking  Should  Work  On  the iPhone, Gizmodo (Nov. 23, 2009),
http://http://gizmodo.com/5411304/this-is-how-multitasking-should-work-on-the-iphone (multitasking
applications on the phone).

32 iPhoneChris, How Has iPhone’s SMS Preview Gotten You Into Trouble?, AppleiPhoneReview (Mar. 5, 2008),
http://www.appleiphonereview.com/news-opinion/how-has-iphones-sms-preview-gotten-you-into-trouble/.

> iPhoneChris, Set SMS Privacy Levels With the Kate App, AppleiPhoneReivew (Mar. 29, 2008),
http://www.appleiphonereview.com/iphone-jailbreak/set-sms-privacy-levels-with-kate-app/.

> iPhoneChris, iPhone 3.0: Now With Text Message Privacy, AppleiPhoneReview (June 17, 2009),
http://www.appleiphonereview.com/news-opinion/iphone-3-0-now-with-text-message-privacy/.

> Matt Brian, Worried About iPhone Tracking? Jailbreak Utility Untrackerd Will Fix That For You, The Next

Web (Apr. 21, 2011), http://thenextweb.com/apple/2011/04/21/worried-about-iphone-tracking-jailbreak-utility-

untrackerd-will-fix-that-for-you/.

See Chen, supra note 38; see also Matt Brian, Cydia and Jailbreak apps: The ecosystem, developers and

increasing revenues, The Next Web (Sept. 24, 2011), http://thenextweb.com/apple/2011/09/24/cydia-and-

jailbreak-apps-the-ecosystem-developers-and-increasing-revenues (claiming 4.5 million weekly users).

Tan Shapira, Once the hobby of tech geeks, iPhone jailbreaking now a lucrative industry, Washington Post (Apr.

6, 2011), http://www.washingtonpost.com/business/economy/once-the-hobby-of-tech-geeks-iphone-jailbreaking-

now-a-lucrative-industry/2011/04/01/AFBJOVpC _story.html.

** Thom Holwerda, Cydia, Rock To Merge, OSnews (Sept. 12, 2010),
http://www.osnews.com/story/23795/Cydia_Rock To Merge.

% Download ROM Manager Android update version 4.0, GetAndroidStuff (Apr. 18, 2011),
http://getandroidstuff.com/download-rom-manager-android-latest-version.

% Greg Kumparak, Hacked Android 2.2 ROM for the Motorola Droid downloaded 40,000 times in a week,
Techcrunch (July 7, 2010), http://techcrunch.com/2010/07/07/hacked-android-2-2-rom-for-the-motorola-droid-

downloaded-40000-times-in-a-week.
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E. Section 1201(a)(1) is Adversely Affecting the Ability of Smartphone Owners to
“Jailbreak” Their Phones.

The sheer size of the jailbreaking community is evidence that many smartphone and tablet users
demand the freedom to customize and install third-party software on the devices they own.
However, in order to permit the device to become interoperable with applications from
alternative sources, users must circumvent technological restrictions implemented by
manufacturers to limit access to the firmware.

Vendors of smartphones and tablets are likely to claim that when users circumvent technological
restrictions, they violate manufacturers’ copyrights in the device firmware. To that end, the
shadow of legal liability from § 1201 discourages users from engaging in legitimate, non-
infringing modification of their devices, and thus hinders the numerous innovators who might
otherwise find a market for their applications.®’

Ultimately, given that the modification of firmware to permit interoperability is a non-infringing
use under the law, the § 1201(a)(1) prohibition on circumvention produces adverse effects on
device owners for pursuing legitimate purposes in jailbreaking their smartphones and tablets.

F. Jailbreaking a Smartphone or Tablet for the Purpose of Running Independently
Created Software Does Not Infringe Copyright.

Courts have long found copying and modification to enable device interoperability non-
infringing under the doctrine of fair use.’” Indeed, in the previous rulemaking, the Register
correctly determined that jailbreaking a smartphone for purposes of making operating systems
interoperable with independently created applications is a non-infringing fair use.’ Nothing in
the factual or legal record since the last proceeding suggests that a change in this position is
warranted. Running lawfully obtained software on a smartphone does not infringe copyright, nor
does the process of jailbreaking a device in order to accomplish this goal run counter to well-
established fair use principles. And, the analysis does not vary where the device in question is a
tablet.

1. The Purpose and Character of the Use
The “central purpose” of the first factor is to determine whether or not the use in question

“merely supersedes the objects of the original creation” or is transformative.** Jailbreaking
firmware is transformative because it expands both the firmware’s functionality and that of the

61 See, e.g., Responsive Comment of Apple Inc. In Opposition to Proposed Exemption 5A and 11A (Class #1), 11-

13, http://www.copyright.gov/1201/2008/responses/apple-inc-31.pdf (claiming 1201 circumvention liability for
jailbreaking during the 2010 rulemaking proceedings).
62 See Sega, LTD. v. Accolade, Inc., 977 F.2d 1510, 1528 (9th Cir. 1992) (finding that Accolade’s copying and
reverse engineering of the Sega’s Genesis video game console for the purpose of creating new Genesis games
was a fair use); Sony Computer Entm’t, Inc. v. Connectix Corp., 203 F. 3d 596, 608 (9th Cir. 2000) (finding that
copying Playstation video game console firmware for the purpose of creating a PC platform that would allow
users to play Playstation games on a computer was a fair use).
2010 Recommendation, supra note 3, at 100.
 Campbell v. Acuff Rose Music, Inc., 510 U.S. 569, 579 (1994).

63
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independently created applications that it allows users to run on their devices. As such, these
uses fit comfortably within the transformative purposes found to be fair in the leading Ninth
Circuit cases on fair use.

In Sega v. Accolade, the Ninth Circuit emphasized the transformative qualities of allowing the
competitor Accolade to study Sega’s code for purposes of interoperability, highlighting that the
“direct use,” the copying of Sega’s code, was made in service of the larger use of developing
new software.”’ Sega sued Accolade for copying the copyrighted code on their video game
console games in an effort to reverse engineer the authentication process that enabled authorized
games to be played on the Sega Genesis Console.®® Accolade argued that this copying was a fair
use because the company had a legitimate interest in gaining access to the authentication
process.®” The court agreed, finding the reverse engineering of copyrighted code in service of the
interoperability of “independently developed” software to be a fair use.”® When enacting the
DMCA, Congress recognized the transformative quality of interoperability when it incorporated
§ 1201(f) to protect reverse engineering and interoperability and “ensure that the effect of [Sega]
is not changed by the enactment of [the DMCA].”®

In Sony Computer Entm’t v. Connectix Corp., the Ninth Circuit expanded upon Sega’s
reasoning.’’ There, Connectix reverse engineered the operation system software of the Sony
Playstation in order to create a platform for Playstation games to be played on personal
computers.”' Sony sued for copyright infringement, but the court held it was a fair use,
emphasizing that the innovation resulting from the creation of new platforms was sufficiently
transformative because it “afford[ed] [users] opportunities for game play in new
environments.”’?

Following Sega and Connectix, the Ninth Circuit has continued to find uses that enable greater
access to information and innovation through interoperability with copyrighted works to be
fair.” In Kelly, the Ninth Circuit again found copying to be fair use, this time allowing a search
engine to copy large photographs and turn them into “thumbnails” for use in searching and
holding that such a use was transformative in spite of nothing new being added to the pictures
themselves.”* Rather, the court held it was enough that the re-sized thumbnails “created a new
purpose for the images and [the use] is not simply superseding.”” The court then emphasized
that the purpose of the “information location” provided a public benefit by “enhancing
information-gathering techniques on the internet.”’® Similarly, in Perfect 10, Inc. v. Amazon.com,
Inc. the court found that the significantly transformative nature of an image search index, and the

6977 F.2d 1510, 1522-23 (9th Cir. 1992).

% Id. at 1514.

7 Id. at 1514-16.

% Id. at 1520.

'S, Rep. No. 105-190, at 32 (citing Sega, 997 F.2d at 1510).

70 Sony Computer Entm’t v. Connectix Corp., 203 F. 3d 596, 606-07 (9th Cir. 2000).
" Id. at 599-600.

2 Id. at 607.

Z See Kelly v. Arriba Soft Corp., 336 F. 3d 811, 818-20 (9th Cir. 2003).

g
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public benefit that search engines provide, outweighed any minimal superseding effect on
speculative markets for mobile downloads of thumbnails.”’

Jailbreaking serves exactly the same transformative purpose as the copying in Sega, Connectix,
Kelly, and Perfect 10—allowing users to add new software to current platforms and introduce
new environments for both new and old applications. It also spurs innovation and improves
users’ ability to protect their personal security and privacy. Following the weight of relevant
authority, the jailbreaking of smartphones and tablets should be considered transformative.

Further, jailbreaking for purposes of installing interoperable software is noncommercial. As the
Supreme Court noted in Sony Corp. of America v. Universal Studios Inc., “private home use
must be characterized as a noncommercial, nonprofit activity.””® The Court held in the absence
of some demonstrable likelihood of harm to the copyright holder, such personal, noncommercial
use was fair use.” Smartphone and tablet owners who jailbreak do not do so for profit, but rather
to enhance their personal use options for their device.*

In addition, jailbreaking smartphones and tablets benefits the public by encouraging the creation
of new software applications and expanded functionality for these devices.®' As discussed above,
the ability to upgrade the device operating system to patch discovered security vulnerabilities can
also potentially expand the lifespan of the device.

Because jailbreaking a smartphone or tablet for purposes of making operating systems
interoperable with independently created applications 1is transformative, personal,
noncommercial, and confers a public benefit, the first factor weighs heavily in favor of a finding
of fair use.

2. Nature of the Copyrighted Work

The second factor, the nature of the copyrighted work, also weighs heavily in favor of fair use.
In evaluating the second factor, courts look to whether a work is creative or functional®” and
whether it is published or unpublished.* In Sega, the Ninth Circuit found the second factor to
weigh in favor of Accolade where copying for reverse engineering purposes was necessary in
order to understand software code’s functional interoperability requirements.*® As that court

77508 F.3d 1146, 1122-23 (9th Cir. 2007).

78 Sony Corp. of America v. Universal Studios Inc., 464 U.S. 417, 448-49 (1984).

" Id. at 454-55.

80 Cf. Sega, 997 F.2d at 1522-24 (finding copying for interoperability to be fair use despite a commercial purpose);

Connectix, 203 F.3d at 606-07 (same).

81 See Sega 977 F.2d at 1522-23 (noting the public benefit that resulted from independent developers engaging in

new creative expression).

Sega, 977 F.2d at 1524 (“The second statutory factor, the nature of the copyrighted work, reflects the fact that

not all copyrighted works are entitled to the same level of protection. The protection established by the Copyright

Act for original works of authorship does not extend to the ideas underlying a work or to the functional or factual

aspects of the work.”).

8 Harper & Row, Publishers., Inc. v. Nation Enters., 471 U.S. 539 (1985); see also Perfect 10, Inc. v. Amazon,
Inc., 508 F.3d 1146, 1167 (9th Cir. 2007) (noting a copyright owner is no longer entitled to enhanced protection
available to an unpublished work once it has exploited the commercially valuable right of first publication).

%977 F.2d at 1526.
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reasoned, “If disassembly of copyrighted object code is per se an unfair use, the owner of the
copyright gains a de facto monopoly over the functional aspects of his work—aspects that were
expressly denied copyright protection by Congress.* Connectix further noted that “If [copyright
owner| Sony wishes to obtain a lawful monopoly on the functional concepts in its software, it
must satisfy the more stringent standards of the patent laws.”

In the last rulemaking proceeding, relying in part on Sega’s reasoning, the Register concluded
that the second factor “decisively favors a finding of fair use.” Noting that the second factor is
“perhaps more important than usual in cases involving the interoperability of computer
programs, the Register noted that bootloaders and operating systems are published, functional
works, and that “[a]s functional works, certain features are dictated by function and in order to
interoperate with those works certain functional elements of those programs, elements that in and
of themselves may or may not be copyrightable, must be modified.” The bootloader is a piece of
software that coordinates the order in which both hardware and other software components are
activated within the phone when it is powered on. Additionally, because it is customary for
operating systems to enable third-party interoperability, the copyright owner’s exclusive rights
are not infringed when a user runs an application without the manufacturer’s consent. Thus,
while jailbreaking may affect a manufacturer’s business model, it does not implicate a copyright
interest.

Thus, the second factor favors a finding of fair use.
3. Amount and Substantiality of the Portion Used

The third fair use factor examines the amount of the copyrighted work used in an effort to
determine whether the “quantity and value of the materials used are reasonable in relation to the
purpose of the copying.” The amount taken only need be “reasonable” and for a legitimate

purpose.

In Kelly, the court emphasized that copying anything less than the entire work would be
insufficient in order to allow users to recognize images in a visual search engine.®® In Perfect 10,
the court similarly concluded that Google’s use of Perfect 10’s images was reasonable in light of
its purpose of communication information to its users. In both cases, the court found this
copying to be fair use. And even in Connectix, where Connectix disassembled Sony’s BIOS
firmware and copied the entire work multiple times en route to reverse engineering that product,
the court found the third factor to be of little importance in light of the purposes of copyright.*
In Sega, the court affirmed that the use of an entire work did not by itself exclude an activity

% 1d.; See also Connectix, 203 F.3d at 605 (finding the second statutory factor to “strongly favor” fair use where

copying was necessary to disassemble and view the ideas contained within firmware).

% 1d. At 605.

8 Campbell, 510 U.S. at 586-87.

% 336 F. 3d at 820-21. See also Field v. Google Inc., 412 F. Supp. 2d 1106, 1120-121 (D. Nev. 2006) (finding the
third factor weighing in favor of neither party because, while Google copied entire pages in its web caching
service, the amount used was necessary to the purpose).

%9203 F.3d at 608.
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from being a fair use.”” Indeed, the limited nature of copying for interoperability purposes made
it a fair use.”’

In the present situation, the amount of firmware copied for the various smartphone and tablet
jailbreaks varies depending on device and version. In each case, however, the amount copied is
necessary and reasonable for the legitimate purpose—ensuring interoperability with third party
applications. In some cases, user modifications to the code are de minimis—fewer than 50 bytes
of code out of more than 8 million bytes are altered in order to achieve interoperability for the
iPhone.”? Under current case law, this reasonable use would reduce the importance of the third
factor and would not preclude a finding of fair use. And in the 2009 rulemaking proceeding, the
Register noted the minimal importance of the third factor: “In a case where the alleged
infringement consists of the making of an unauthorized derivative work, and the only
modifications are as de minimis as they are here, the fact that iPhone users are using almost the
entire iPhone firmware for the purpose for which it was provided to them by Apple undermines
the significance of this factor.””® Thus, the third factor favors a finding of fair use.

4. Market for the Copyrighted Work

The fourth factor considers the direct harms caused by a particular use on the market or value of
a work and the potential harm that might result from similar future uses.”* Typically, courts
require either a demonstration of actual harm or a likelihood that harm will result.”

In Sega, the court emphasized that Accolade sought to become a legitimate competitor in the
field of Genesis games and did not copy any of the elements of the Sega code that led to
commercial success.”® Moreover, consumers were likely to purchase more than one game, so
sales of Accolade games would not directly foreclose Sega sales.”” In Connectix, the court
emphasized the transformative nature of the Connectix platform and concluded that any market
harm to Sony would result from legitimate competition, not unfair copying.”®

By the same token, jailbreaking does not foreclose sales of smartphone or tablet firmware, nor
are users jailbreaking their devices to compete in the marketplace for firmware sales. Apple
admitted in the last rulemaking that jailbreaking had not harmed the sales or licensing of 10S
firmware.” There is no new evidence to the contrary; rather, smartphones and tablets bundled
with their firmware have experienced a universal increase in sales.

The Register concluded in the previous rulemaking that the fourth factor was not designed to
protect manufacturers from potential incidental damage, such as security concerns or device

%997 F.2d at 1526.

N Id.

22010 Recommendation, supra note 3, at 96.
" Id. at 97.

% Campbell, 510 U.S. at 590.

% See, e.g., Sony Corp. of Am. v. Universal Studios, Inc., 464 U.S. 417, 451-52 (1984); Campbell v. Acuff-Rose
Music, Inc., 510 U.S. 569, 590-92 (1994).
%977 F.2d at 1523.

7 Id.

%203 F.3d at 607.

22010 Recommendation, supra note 3, at 99.
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integrity, that might arise from users jailbreaking their devices.'” Because tablets and
smartphones share a similar relationship to technological restrictions, firmware, and business
objectives, and because these uses are transformative and have no adverse effect on the market
for device firmware, the fourth factor weighs in favor of permitting these uses.

All four factors, including the important first and fourth factors, weigh in favor of a finding of
fair use. Jailbreaking smartphones and tablets for the purpose of installing legitimate

interoperable software is non-infringing.

G. The Four Nonexclusive Statutory Factors (Smartphones and Tablets)

Section 1201(a)(1)(C) sets out several nonexclusive factors to be considered when evaluating
proposed exemptions. These factors are guided by a careful balancing test between the harm
identified by the proponent of an exemption and the adverse effects that might result from
proposed exemption. However, the Register has previously acknowledged that the importance of
these factors is diminished where the technological protection measures reflect a “business
decision that has nothing to do with the interests protected by copyright.”'®" While this applies to
technological protection measures in both smartphones and tablets, an analysis of these factors
weighs in favor of granting an exemption and highlights the public benefits that would follow.

1. The Availability for Use of Copyrighted Works

In considering this statutory factor, the Register examines whether “the availability for use of
copyrighted works would be adversely affected by permitting an exemption.” The Register also
“consider[s] whether a particular [non-infringing] use can be made from another readily
availellobzle format when the access-controlled digital copy of that 'work' does not allow that
use.”

The availability of firmware for smartphones or tablets would not be adversely affected by
permitting an exemption that allows users to jailbreak their devices to enable interoperability.
The firmware on these devices is not sold separately. It is generally bundled with the hardware
that the user purchases. For both 10OS devices and the numerous platforms available using
Android, the success of the physical device has grown despite jailbreaking.'*®

The Register previously agreed that jailbreaking to allow for interoperable software would
increase the availability of applications for smartphones “while simultaneously being unlikely to
interfere with the availability of smartphone operating systems or other works currently being
used or created for wireless communications devices”' ** This is likely to be the case for tablets

100 71

1% Recommendation of the Register of Copyrights in RM 2005-11, Rulemaking on Exemptions from Prohibition on
Circumvention of Copyright Protection Systems for Access Control Technologies, November 17, 2006 (“2006
Recommendation™) at 52 available at http://www.copyright.gov/1201/docs/1201 _recommendation.pdf.

"2 Id. at 21-22.

195 Apple Reports Second Quarter Results, Apple, Inc., (Apr. 20, 2011),
http://www.apple.com/pr/library/2011/04/20Apple-Reports-Second-Quarter-Results.html.

1042010 Recommendation, supra note 3, at 102.
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as well. As such, both the devices and their firmware are likely to be in even greater demand as
their functionality is expanded by new applications.

Conversely, the lack of an exemption may decrease the appeal of smartphones and tablets for
many consumers and innovators. '®> Owners of smartphones and tablets currently have no
alternative to jailbreaking where the firmware restricts the types of applications that they can run.
Without an exemption, users concerned about § 1201 liability will be narrowly confined to the
functionality of applications distributed only through authorized channels, and will be unable to
avail themselves of the many kinds of third party applications currently on the market.

2. The Availability for Use of Works for Nonprofit Archival, Preservation,
and Education Purposes

There is no reason to believe that the availability of smartphone or tablet firmware for nonprofit
uses will be harmed by an exemption that permits jailbreaking to enable interoperability.
Consistent with the Register’s conclusion regarding smartphones in 2010, this factor appears to
be neutral.'*

3. The Impact on Criticism, Comment, News Reporting, Scholarship or
Research

There is no reason to believe that an exemption that permits smartphone and tablet users to
jailbreak their devices would curtail the availability of criticism, comment, news reporting,
teaching, scholarship, or research.

To the contrary, smartphone and tablet jailbreaking have spurred both valuable commentary and
important security research. For example, one prominent jailbreak for iOS has lead a vibrant
discussion of, and corrections to, a security vulnerability in the process by which Safari, the
1Phone’s native web browser, opens PDF files. This vulnerability posed a risk to the security of
all 10S users but was “patched” by security researchers in the jailbreak community before Apple

195 See, e.g., Ben Lang, Apple Won’t Fix My iPhone, But Jailbreaking Will, Carrypad (Aug. 7, 2011),
http://www.carrypad.com/2011/08/07/apple-wont-fix-my-iphone-but-jailbreaking-will/ (explaining that he would
use Android if he couldn’t jailbreak his iPhone: “[I]t’s upsetting that Apple tries to block jailbreaking at every
update. Jailbreaking has saved me money, provided support where Apple could not, and provides a bunch of
functionality that I use daily that Apple’s iOS doesn’t support by default.”’); see also Discussion Thread:
jailbreaking ipod, http://www.spacetimestudios.com/showthread.php?40782-jailbreaking-ipod/page2 (last visited
Nov. 30, 2011) (“Personally, if I couldn't jailbreak my iPhone anymore, I wouldn't even buy it anymore.
Jailbreaking allows you to add A LOT of functionality, with little effort.”); CyDevice,
http://cydevice.net/archive/index.php/thread-2058-2.html (last visited Nov. 30, 2011) (“I really don't think I would
have an iPhone if I couldn't jailbreak. I probably wouldn't be able to justify the cost or be satisfied with the level
of utility I'd get with a stock iPhone.”); Akshay Masand, iOS 5 Multitasking Gestures Not Compatible With
Original iPad — Frustrates Many Users, modmyi (Oct. 15, 2011), http://modmyi.com/content/5575-i0s-5-
multitasking-gestures-not-compatible-original-ipad-frustrates-many-users-comments2.html  (referring to a
commenting user who writes “I honestly, wouldn't even want my iPad or iPhone 4 if I couldn't jailbreak them.
Both are very boring and too restricted without the jailbreak.”); Sebastian, My (Belated) First Impressions of the
iPad, idownloadblog (June 12, 2010), http://www.idownloadblog.com/2010/06/12/my-belated-first-impressions-
about-the-ipad/ (quoting a commenting user who writes “I wouldn't have the iPad if I couldn't jailbreak.”).
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addressed it, leading some users to jailbreak their devices specifically to alleviate this risk.'”’
Absent the ability to jailbreak, researcher might have been afraid to publicly discuss the security
vulnerability. Moreover, major conferences and other security research fora are including
jailbreaking-related presentations.'” Thus, the record suggests that an exemption allowing
jailbreaking for interoperability purposes will increase security research that is particularly
important in light of the sensitive data, such as online banking and enterprise transactions, that
many users engage in every day. '’

4. The Effect on the Market for, or Value of, Copyrighted Works

Nothing in the factual record suggests that this factor has changed since the prior rulemaking
with respect to smartphones. As we explained in our analysis of the fourth fair use factor,
allowing users to jailbreak both smartphones and tablets will have no independent negative
impact on the actual market for the firmware bundled with the machines.'"”

Instead, the proposed exemption is likely to stimulate the market for such works by providing
developers with incentives to develop third party applications, thus making these devices—
together with their copyrighted firmware—more attractive to consumers.''' Since the last
rulemaking proceeding, for example, we have seen a dramatic increase in the development and
use of third party smartphone and tablet applications, at least some of which can be traced to the
Copyright Office’s decision to allow the proposed exemption, and which may not otherwise have
occurred.''? As such, a renewed and expanded exemption may increase the value of such
firmware.

5. Other Factors

Manufacturers have not put firmware restrictions on smartphones and tablets to protect the
copyrighted firmware. Rather, they exist to preserve various aspects of the manufacturers’
business interests—interests the Register has already determined to be unrelated to the purpose
of this proceeding. In both 2006 and 2010, the Register frowned on firmware manufacturers
advancing copyright claims in their functional computer programs to support anti-competitive
business practices.

The Register recognized in 2006 that “when application of the prohibition on circumvention of
access controls would offer no apparent benefit to the author or copyright owner in relation to the

197 Adam Dachis, Jailbreak Your iOS 4 Device to Protect Against Its PDF Exploit, Lifehacker (Aug. 6, 2010),
http://lifehacker.com/5606484/jailbreak-your-ios-4-device-to-protect-against-its-pdf-exploit.

% 2011 ACM CCS Workshop on Security and Privacy in Smartphones and Mobile Devices,
http://www.cs.ncsu.edu/faculty/jiang/ccs11_workshop/ (last visited Nov. 30, 2011).

192010 Recommendation, supra note 3, at 103.

199010 Recommendation, supra note 3, at 98.

" See, e.g., Sega, 977 F.2d 1510 at 1531 (Noting that the consumer appetite for video games is large enough to

support markets for both original and competing content, but that at any rate, “[A]n attempt to monopolize the

market by making it impossible for others to compete runs counter to the statutory purpose of promoting creative

expression” and does not cut against fair use.)

See Testimonials of consumers who would not have purchased their smartphones and tablets if they were not able

to jailbrake the devices, supra note 77.
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work to which access is controlled, but simply offers a benefit to a third party who may use
§ 1201 to control the use of hardware which, as is increasingly the case, may be operated in part
through the use of computer software or firmware, an exemption may well be warranted.”'"
Again in 2010, she stated that “while a copyright owner might try to restrict the programs that
can be run on a particular operating system, copyright law is not the vehicle for imposition of
such restrictions, and other areas of the law, such as antitrust, might apply. It does not and should
not infringe any of the exclusive rights of the copyright owner to run an application program on a
computefmover the objections of the owner of the copyright in the computer’s operating
system.”

Here, this same analysis supports the granting of an exemption in favor of both smartphone and
tablet owners who want to run lawfully obtained software of their own development or choosing.
Granting the exemption will not impair the legitimate copyright interests of those who create the
firmware. At the same time, an exemption would vindicate the ‘“strong public interest” in
fostering competition in the software market, thereby encouraging innovation, and expanding
consumer choice.

III.  Proposed Class #2: Circumvention Necessary for “Jailbreaking” Video Game
Consoles

Proposed class: Computer programs that enable video game consoles to execute lawfully
obtained software applications, where circumvention is undertaken for the sole purpose of
enabling interoperability of such applications with computer programs on the gaming
console.

A. Summary

Modern video game consoles are increasingly sophisticated computing devices. They are capable
of running not only games, but entire computer operating systems. However, all three major
video game manufacturers—Sony, Microsoft, and Nintendo—have deployed technical
restrictions that force console purchasers to limit their operating systems and software
exclusively to vendor-approved offerings, even where there is no evidence that other options will
infringe copyrights. This severely constrains not only consumer choice and the value of the
console to its owner, but also the incentives for independent developers to create copyrightable
systems and software that would expand the 