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Before the
UNITED STATES COPYRIGHT OFFICE
Library of Congress

)

Exemption to Prohibition on Circumvention of Docket No. 2014-07
Copyright Protection Systems for Accegs

Control Technologies ) Proposed Class 22: Vehicle Software-
) Security and Safety Research
)

COMMENTS OF GENERAL MOTORS COMPANY LLC

SUMMARY OF THE OPPOSITION TO THE PROPOSED EXEMPTION

General Motors LLC (“GM”) respectfully submits teesomments in response to the
Notice of Proposed RulemakingNPRM”) released by the United States Copyright Office
(“Copyright Office”) in the above-captioned proceeg’ In the NPRM, the Copyright Office
seeks comment on a number of proposed exemptiaihe Digital Millennium Copyright Act’s
("DMCA’s") prohibition against circumvention of tbéaological protection measures (“TPMs”)
that control access to copyrighted wofks.

The Copyright Office should deny the proposed ex@mpfor Class 22. The proposed
exemption is overbroad, and the proponents havedf&d establish @arima facie case that an
exemption for Class 22 is or is likely to be nonimjing. The proponents have also failed to
establish that the challenged TPMs are causingy®ltikely to cause in the next three years, a
substantial adverse impact on users. Becausertpoments of the exemption have failed to
meet theirprima facie burden, the Copyright Office does not need to emanthe relevant
statutory factors; however, consideration of thtassors also supports a decision to deny the
proposed exemption. Importantly, the proposed @tem presents a host of potential safety,
security and regulatory concerns that the prop@ieate not fully considered. Indeed, although
proponents such as Electronic Frontier Foundationcede that Electronic Control Units
("ECUSs") in vehicles raise safety and security camns, they seem to ignore the fact that the
exemption they seek would permit circumvention bé tvery TPMs designed to play an

! Exemption to Prohibition on Circumvention of Comyri Protection Systems for Access Control
TechnologiesNotice of Proposed Rulemaking, 79 Fed. Reg. 73856 (Dec. 12, 20¢NPRM").
2NPRM, 79 Fed. Reg. at 73856.



important role in the carefully considered ovesafety and security framework within a vehicle
and which help to ensure the safety and securjtgmabng other things, those very same ECUSs.
Furthermore, the exemption being sought is broatlvaould allow copying code, modifying
code and distributing code. Even when such efforts are undertaken by weédlnitioned
researchers, wider distribution of such informatgavides third parties, both those with ill will
and those with more benign interests, access t&leshin a way that implicates safety and
security concerns. Thus, if granted, the proposesimption will likely result in significant
safety and security challenges.

Proposed Class 22. Various petitioners have submitted petitions emchments in

support of an exemption for proposed class 22 wivichld allow:®

CIRCUMVENTION OF TPMS PROTECTING COMPUTER PROGRAMSBAT
CONTROL THE FUNCTIONING OF A MOTORIZED LAND VEHICLB-OR THE
PURPOSE OF RESEARCHING THE SECURITY OR SAFETY OFC3UVEHICLES.
UNDER THE EXEMPTION AS PROPOSED, CIRCUMVENTION WOUDLBE
ALLOWED WHEN UNDERTAKEN BY OR ON BEHALF OF THE LAWBL OWNER
OF THE VEHICLE®

Electronic Frontier Foundation (“EFF”) has set lfoifhe most substantive comments and GM
focuses its response on these comments. EFF arathér petitioners are collectively referred

to herein as “Proponents.”

% See Long Comment of Electronic Frontier Foundation Relgay a Proposed Exemption at 2 (“EFF
Comments”).

* EFF Comments at 7.

°In addition to EEF, Dr. Matthew D. Green, Ph.Deksea broader exemption, such as the broad good
faith security exemption as proposed in Class I&5 SAE International (formerly Society of Automativ
Engineers) filed comments taking no position béerfig to assist the Copyright Office in its inguithe
SAE International (formerly Society of Automotiven@ineers) on behalf of the SAE International
Vehicle Electrical System Security Committee (VE3EH comments taking no position but offering to
assist the Copyright Office in its inquiry, and daned comments received through the Digital Right t
Repair website generally expressed the view tlatrésearchers should not be at risk of runninglaib
copyright law when testing the safety of vehicleSge Short Comment of Dr. Matthew D. Green, Ph.D.;
Short Comment of SAE International on behalf of tBAE International Dedicated Short Range
Communication Standards Committee Regarding a Beapdexemption; Short Comment of SAE
International on behalf of the SAE Internationahitée Electrical System Security Committee Regagdin
a Proposed Exemption; various Short Comments stdahttirough the Digital Right to Repair website.

® NPRM at 73869.



EFF’s petition and comments in support of propadads 22 broadly seek to allow
vehicle owners or others, on their behalf, to aingent TPMs to access all computer programs
that control the functioning of a vehicle, “[incing programs that modify the code or data
stored in such a vehicle and including compilatiohdata used in controlling or analyzing the
functioning of such a vehicle,] for the purposeeadearching the security or safety of such
vehicles” (“Proposed Exemption”)EFF characterizes this exemption as merely allgwin
independent researchers to review software runniagvehicle and “identify flaws in critical
code on which hundreds of millions of Americansetepin their travels*However, the
exemption would also cover the public distributafrcode relating to ECUs that control critical
safety and security systems and systems that comfiymandatory regulations. These systems
control engine functions, braking, speed, steeaimgj airbags, among othefsThe ECUs are
designed to be operated as built by the automatmlieufacturers, and not to be modified by
circumventing TPMs. TPMs are part of a complexusigg and safety structure which prevent
access to highly sensitive vehicle software and £COperating the ECUs as built is important
to protect vehicle safety and security, and for plieimce with regulations. Thus, the
circumvention of TPMs and widespread distributidicade relating to ECUs could impact the
automobile safety, security and regulatory landscap

For these reasons, the Copyright Office should dkeeyroposed Exemption.

Il. INTRODUCTION
A. GM'’s Interest in this Rulemaking

GM, its affiliates and their joint ventures manufae vehicles in 30 countries, and the
company is a leader in the world’s largest andefsgjrowing automotive markets. GM, its
affiliates and their joint ventures sell vehiclesdar the Chevrolet, Cadillac, Baojun, Buick,
GMC, Holden, Jiefang, Opel, Vauxhall and Wuling das. OnStar, LLC (*OnStar”) is an
affiliate of GM that provides in-vehicle connectedfety, security and mobility telematics
solutions and advanced information technology, Wlaice available on almost all of GM’s U.S.

vehicles. OnStar’s suite of services include aatticrcrash response, stolen vehicle assistance,

’ See Petition of Electronic Frontier Foundation at ERF Petition”); EFF Comments at 1.
® EFF Comments at 2.
° http://www.ni.com/white-paper/3312/en/



remote door unlock, turn-by-turn navigation, ve@idiagnostics, hands-free calling and 4G LTE
wireless connectivity®

GM urges the Copyright Office to carefully considbe potential inadvertent risks to
vehicle safety and security, if the Proposed Exéngs granted. As detailed below, TPMs play
a critical role in ensuring the safety and securaty well as the regulatory compliance of the
modern car. Allowing circumvention of such TPMsltansequences in these areas.

B. The Purpose of TPMs in the Modern Car

The Role of TPMs in GM Vehicles and the Risks Presented by Circumvention. Today’s
automobiles include, on average, 30 purpose-bu@tU& with functions that range from
controlling the radio to regulating vital enginedasafety functions: Many of these systems are
critical to the vehicle safety and security and pbamce with mandatory federal vehicle
regulations. Automobile manufacturers (“OEMs”) doyp TPMs in vehicles to help protect
them from tampering and hacking. The type of TP8¢didepends on the availability of the
evolving technology and the type of control systevolved 2

The security that protects the software operatimg ®ehicle’s ECU is ever more
important in today’s interconnected world. VehiBlEUs are connected by networks that enable
interaction between various systems, and, for talesrequipped vehicles, various remote
features. The software operating each ECU is ghyefalibrated to ensure the safe and secure
operation of the vehicle. In vehicles with connddiglematics systems, ECUs are interconnected
via vehicle networks that enable various remoteufes. For example, interconnected OnStar
services include system diagnostic and securityifea such as Remote Door Unlock, Remote
Ignition Block and Stolen Vehicle Slowdowh.GM engineers use TPMs to make these systems

safe and secure.

19 More information on GM and its affiliates, inclmgi OnStar, can be found at http://www.gm.com.

! See http://www.nytimes.com/2010/02/05/technology/05#i@aics. htmy
http://spectrum.ieee.org/transportation/systensthr-runs-on-code

2 Examples of TPMs used by GM include seed/key accestrol mechanisms, firmware signing, and
sensitive data encryption.

* Remote Door Unlock enables OnStar to open a \e&hidoors without a key. Remote Ignition Block
allows OnStar to send a remote signal to blocketigine of a vehicle that has been reported stoten f
starting. Stolen Vehicle Slowdown sends a sighat gradually slowslown a stolen vehicle, enabling
police to apprehend the individual who stole iSee OnStar Services, available at
https://www.onstar.com/us/en/services/services.html
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With TPMs as part of systems protecting vehicletsafsecurity and regulatory
compliance, it would be inappropriate to permititis#cumvention. Circumvention of TPMs
increases access to, and as noted by Propopehtissation of, sensitive information relating to
the operation of ECUs which in turn increases tlkesrto safety and security and other systems
that an owner trusts — the risks that TPMs wereiipally designed to mitigate. Thus, the
Proposed Exemption weakens a vehicle’s carefulyoted safety and security framework of
which TPMs are an integral part and accordinglyaases the vehicle safety and security
challenges.

TPMs also ensure that vehicles meet federally maddsafety and emissions standards.
For example, circumvention of certain emissiongiatied TPMs, such as seed/key access control
mechanisms, could be a violation of federal lanotadly, the Clean Air Act (“CAA”) prohibits
“tampering” with vehicles or vehicle engines ondeyt have been certified in a certain
configuration by the Environmental Protection AgenCEPA”) for introduction into U.S.
commerce!* “Tampering” includes “rendering inoperative” igrated design elements to
modify vehicle and/or engine performance withoumptying with emissions regulations. In
addition, the Motor Vehicle Safety Act (“MVSA”) phibits the introduction into U.S. commerce
of vehicles that do not comply with the Federal dtovehicle Safety Standards, and prohibits
manufacturers, dealers, distributors, or motor elehiepair businesses from knowingly making
inoperative any part of a device or element of glegnstalled on or in a motor vehicle in
compliance with an applicable motor vehicle stadd&rThe disclosure of information relating
to the ECUs controlling functions relating to fusdnsumption and emissions threatens to
undermine this regulatory landscape.

Even now, hackers as well as more benign car eladtasand hobbyists share
modifications online and this online dialogue vaitily increase if an exemption is granted that
furthers this discussion and provides access tonmtion that can present a risk to vehicle
safety and regulatory complianteAll of this affects the overall security of a vele and could

442 U.S.C. § 7522(a).

542 U.S.C. § 7522(a).

®49 U.S.C. 88 30112(a)(1), 30122(b).

1 See eg., Car Hacker’'s Handbook availabletitp://opengarages.org/handbgok/
http://boingboing.net/2014/07/16/car-hackers-handdumt EFF Comments at 23.




threaten safety and regulatory compliance as wsetha value of and continued availability on

the market for certain vehicle software.

Alternatives to Circumvention of TPMsin GM Vehicles. GM understands the value and
importance of security research and identifyingusg vulnerabilities within the automotive
industry. However, unlike in a cell phone or cotgguECUSs in vehicles control the functioning
of automobiles with passengers on public roadsileN®M and other automotive manufacturers
("OEMSs”) undertake great efforts to ensure thaséhECUs are secured, the Proposed
Exemption enables public dissemination of highlys#t#éve information about the operation of
these ECUs and creates a myriad of possible sasktsy GM does, however, strongly
encourage research for security and safety purpbsesvithin a controlled environment that
does not present such risks. Therefore, GM, aneraar manufacturers, partner with third
party researchers to identify and address secuuityerabilities. In fact, it is quite common for
automobile manufacturers to contract with thirdtypéesters and researchers for work on various
parts of the vehicle. These arrangements can &e tappublic participation, such as in standard-
setting organizations, or can be restricted whetlidgential information, such as the detailed

operation of TPMs and ECUSs, is required for appgetpresearch or evaluation.

In view of 1) Proponents’ failure to establisprama facie case for the Proposed
Exemption as detailed below; 2) the potential rigkgehicle safety and security; and 3) the
potential risks to the U.S. regulatory systemsgie=i to protect vehicle safety and the

environment, GM respectfully submits that the PsgabExemption should be denied.

[l PETITIONERS HAVE FAILED TO MAKE OUT A PRIMA FAC/E CASE IN
SUPPORT OF THE EXEMPTION

The Proponents have failed to meet the burdentabkshing gorima facie case in
support of the Proposed Exemption. Pursuant td.5/C. 1201(a)(1)(C), Proponents of an
exemption from the prohibition on circumvention b burden of establishing that “persons
who are users of a copyrighted work are, or aedyliko be in the succeeding 3-year period,
adversely affected by the prohibition . . . in thebility to make non-infringing uses . . . of a



particular class of copyrighted work$.”Thus, to establishgrima facie case for the proposed
class, Proponents must demonstrate that 1) theaffeesed by the prohibition on circumvention
are or are likely to be noninfringing and 2) thelpbition is causing, or in the next three years is
likely to cause, a substantial adverse impact osetuses® The proponents “must prove by a
preponderance of the evidence that the harm allsgedre likely than not.*

A. Exemption Proponents Have Failed to Establish thathe Uses Affected by the
Prohibition on Circumvention are Noninfringing.

Neither EFF, nor the other proponents, have dematest that the uses for which they
seek an exemption are noninfringing under eitheleud7 U.S.C. § 117 or 17 U.S.C. § 107.
Further, Proponents must demonstrate that thetaffacse is or is likely noninfringing, not
merelyplausibly or conceivably noninfringing and “there is no ‘rule of doubt’ faning an
exemption when it is unclear that a particular issfair use " Given this framework for
evaluating whether the uses are affected and tredlrategory of uses covered by the Proposed
Exemption, EFF has failed to establish that useebicle software for security and safety

research is likely to be noninfringing.
1 The Affected Uses Are Not Noninfringing Under 17 U.SC. § 117

17 U.S.C. 8§ 117 permits “owners” of computer progsato make a copy of such
computer program, if the copy is 1) created assaemial step in the utilization of the computer
program in conjunction with a machine and usedarother manner, or 2) for archival purposes

only and all archival copies are destroyed in thené that continued possession of the computer

'8 Copyright Office, Exemption to Prohibition on Qimvention of Copyright Protection Systems for
Access Control Technologieldptice of Inquiry, 79 Fed. Reg. 55687, 55689 (2014) (“2014 NOI”).

% Section 1201 Rulemaking: Fifth Triennial Procegdio Determine Exemptions to the Prohibition on
Circumvention of Copyright Protection Systems foccAss Control Technologies at 7 (Oct. 2012),
available at http://copyright.gov/1201/2012/Section_1201_Rulkimg.2012_Recommendation.pdf
(“2012 Recommendation”).

?1d.; Exemption to Prohibition on Circumvention of Coigyt Protection Systems for Access Control
TechnologiesNotice of Inquiry, 79 Fed. Reg. 55687, 55689 (2014)(“2014 NOI")itgtRulemaking on
Exemptions from Prohibition on Circumvention of @dght Protection Systems for Access Control
Technologies at 10 (2010)available at http://www.copyright.gov/1201/2010/initialed-regiss-
recommendation-june-11-2010.(#2010 Recommendation”)).

L see 2014 NOI at 55690 (citing 17 USC 1201(a)(1)(C)1@ Recommendation at 10; 2014 NOI at
55690 (citing 2012 Recommendation at 7).



program should cease to be rightful. Here, Propenkave failed to demonstrate that vehicle
owners are the owners of the computer program$eanvehicle or that the broad category of
affected uses fall within the narrow categoriesisd specified in Section 117.

a) Proponents Have Failed to Demonstrate That Velialaers
“Own” the Computer Programs in Vehicles

Proponents incorrectly conflate ownership of a ekehwith ownership of the underlying
computer software in a vehictéThe Registrar has admitted that the state ofalverégarding
software ownership under Section 117 is uncleatrfmirky” as conceded by EFEJ. In fact, in
the context of analyzing wireless handset softwaveership under 8 117, the Registrar went so
far as to conclude that “the lack of certaintyhe taw makes it impossible for proponents to
have established their case. .2%"and that “[e]ven if proponents had submitted egrents to
support a claim that wireless handset softwarevizeal rather than licensed, the uncertain state
of the law would still preclude the Registrar fraleveloping conclusions sufficient to permit
determination of the software ownership isstre Although we currently consider ownership of
vehicle software instead of wireless handset soéwhe law’s ambiguity similarly renders it
impossible for Proponents to establish that veloglaers own the software in their vehicles (or
even own a copy of the software rather than hdieense), particularly where the law has not
changed. Indeed, EFF relies on shme two cases considered in the 2012 Recommendation,
Krausev. Titleserv, Inc. and Vernor v. Autodesk Inc., when the Registrar concluded that the law
was too uncertain to determine whether softwareava®ed?® We briefly revisit these cases
below.

In Krause, the court determined that formal title alone wasthe sole consideration to
establish ownership in a copy of a computer progtarhinstead considered several factors to
determine whether “sufficient incidents of ownepstexisted to establish ownership, including:
1) whether substantial consideration was paidHercopy, 2) whether the copy was created for

the sole benefit of the purchasers, 3) whethectipy was customized to serve the purchaser’s

% See EFF Comments, 12-16.

23 32 2012 Recommendation at 92; EFF Comments at 12.

242012 Recommendation at 92.

%|d.at 92-93.

% Krause v. Titleserv, Inc. 402 F.3d 119, 124 (2nd Cir. 2008grnor v. Autodesk, Inc., 621 F.3d 1102,
1110-1111 (8 Cir. 2010).



use, 4) whether the copy was stored on propertyedviny the purchaser, 5) whether the creator
reserved the right to repossess the copy, 6) whetbecreator agreed that the purchaser has the
right to possess and use the programs foreverdiegarof whether the relationship between the
parties terminated, and 7) whether the purchassrfiga to discard or destroy the copy anytime
it wished?” The Court invernor held that “a software user is a licensee rathem #n owner of

a copy where the copyright owner 1) specifies thatuser is granted a license, 2) significantly
restricts the user’s ability to transfer the softsyaand 3) imposes notable use restrictichs.”

EFF cannot and does not demonstrate that vehiatei®own a copy of the computer
software that controls a vehicle’s ECUs based erKtlause factors. Quite to the contrary, EFF
itself has identified various license agreemenas tlemonstrate that vehicle manufacturers do
not sell copies of their software, but insteadr&ethe software in the cars they S&IEFF
points to a sole purchase agreement, Tesla's \&Rgtchase Agreement to arguably
demonstrate that the owner of this car owns a obplye software in the car because “they
possess a copy of the software inside, and thainrdte ability to transfer and dispose of the
software freely along with the vehicl&®” However, in contrast to this one example, EFélfits
points to five other examples of instances wheren@nufacturers license their software and
place restrictions omter alia the use, modification, adaptation, translatiom/andisassembly
of the software in their vehiclés.

Thus, the record demonstrates that a vehicle odmes not own a copy of the relevant
computer programs in the vehicle undfernor as well. EFF attempts to distinguigernor by
arguing that the software at issue was highly feansble and valuable to any architect, while an
ECU comes with the car, is included in the pricéhefcar, and is therefore, more like the sale of
goods¥* However, this distinction is irrelevant to theegtion of whether vehicle owners own a
copy of the software in the car under eitherKhause or theVernor factors. In view of the
foregoing, the Proponents own evidence demonsttiaé¢sehicle owners do not own the
vehicle software at issue, and, thus, the affeasas cannot qualify as noninfringing under 17
U.S.C. § 117.

#2010 Recommendation at 126 (citidgause, 402 F.3d at 124).
2 \/ernor, 621 F.3d at 1111.

2 EFF Comments 13-14.

0d. at 13.

3d. at 13-14.

32 EFF Comments at 14.



b) Proponents Have Also Failed to Demonstrate Thatbgmor
Adapting Computer Programs in Vehicles Is an Esseftep to
Utilization of the Programs in the Vehicles

In addition to failing to demonstrate that vehiolgners are owners of the vehicle
software, Proponents also fail to demonstratetti@treation of a copy or adaptation is “an
essential step in the utilization of the computer program in camgtion with a machine and that it
is used in no other mannet’”

EFF’s discussion of this element is limited, foodaeason, and it citéGause for the
proposition that “a copy made for the express psepaf adding new features and capabilities
that do not implicate a copyright holder’s rightsatifies as an essential step for the purposes of
Section 117 protection” because the modificatioasl@the “software helpful or worth using.”
First, EFF cannot demonstrate that the broad categsecurity research in the Proposed
Exemption is limited to merely adding new featused capabilities, and, further, EFF concedes
that making copies of vehicle firmware “is not ed&sd to using the vehicle software for routine
driving purposes® Additionally, given the various safety, secutyd regulatory compliance
issues implicated by the Proposed Exemption, tipging in this instance has the opposite of

effect from making the software helpful or worthngs

C) Proponents Have Also Failed to Demonstrate thafffexted
Uses are for Archival Purposes Only

Further, EFF has also failed to demonstrate thatRloposed Exemption is for uses
limited to archival purposes only as required by 17 U.S.C. 8§ 117(a)(2). Indeed sHfe harbor
for archival uses provided by 17 U.S.C § 117(ai§2yholly unrelated to the affected uses under
the Proposed Exemption, namely uses for the puspobesecurity and safety research. EFF
unsuccessfully tries to equate allowing a thirdyp&w make a copy of a computer program “for
car hobbyists who do not have the expertise to gmga firmware modification on their own”
or for “research done by those engaging in copgin@daptation to analyze vehicle firmware”

with archival purpose&® Such comparisons are simply unsupported byatheot the record.

¥17U.S.C. §117(a)(1)

% EFF Comments at 15 (citif¢rause, 402 F.3d at 127).
% EFF Comments at 15.

% See EFF Comments at 16.
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2. The Affected Uses in the Proposed Exemption Also Do Not Qualify As
Fair UsesUnder 17 U.SC. § 107

EFF also argues that circumvention for the purpo$ecopying, modifying and
distributing vehicle software code in the courseexdurity and safety research is a fair use under
17 U.S.C. § 107. The Section 107 fair use anahggjgires the consideration of four factors that
on balance weigh against a finding that the afftaiees are fair use: 1) the purpose and
character of the use, 2) the nature of the coptgjfivork, 3) the amount and substantiality of
the portion used, and 4) the market for the copyeid work®” For the reasons discussed below,
Proponents have failed to demonstrate that thetafleuses qualify as fair use.

a) Purpose and Character of Use

The first fair use factor considers whether theppsed use is commercial in nature, and
whether it is “transformative” in that it “adds sething new, with a further purpose of different
character, altering the first with new expressimeaning, or messagé&”"This factor further
considers whether the use is commercial. Here,iEBEeking a broad scope of use — “an
individual may copy the code . . . , modify the ead ., and distribute the code .*. EFF
merely argues that because uses purportedly sgyublia interest, further inquiry into the
purpose and character of the use is not requirdadlaas not discuss these aspects in any real
depth. However, for the reasons discussed abdu€sEpremise that the protected uses serve the
public interest is not well founded. To the contrgranting the exemption, will facilitate
distribution of otherwise sensitive informationaehg to the ECUs that control vehicle functions.
This information can then easily be accessed biiohgals and organizations ranging from mal-
intentioned members of the hacker community to kld searching for information online as
they modify their vehicles. Irrespective of whasishis information, it cannot be denied that it
has the potential to adversely impact safety andrég and the regulatory landscape as it relates

to automobiles.

b) Nature of Copyrighted Work

% See 17 U.S.C. § 107Sony Computer Entertainment, Inc. v. Connectix Corp., 203 F.3d 596, 602 {Cir.
2000).

%2010 Recommendation at 94-95; 2012 Recommendattiédh; 47 U.S.C.§ 107(1).

% EFF Comments at 7.
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Proponents seek access to computer software ihiele#’'s ECUs and EFF claims that
the software must be copied in order to ascertarfunctional aspects of the software.
However, EFF again relies on cases where the Cdeatéesmined that attaining the functional
aspects of the relevant software was necessatiiéqourpose of interoperability. Moreover, in
each case, the party copying the work clearly mieid how reverse engineering copyrighted
software allowed them to identify software codeuiszd for the purpose of interoperability. By
contrast, even if computer programs contain fumetimoncopyrightable aspects, EFF has not
provided a sufficient factual basis to establiskt the affected uses only impact functional
aspects of vehicle software.

To the contrary, the vehicle software in ECUs sghly creative work designed by
specialized engineers that have developed a delisat precise interconnected control system
within a vehicle, subject to a complex frameworlsafety and security needs, regulatory
requirements, and quality, performance and reltgtstandards. This software is a result of
years of research and development and a signifingestment of resources by GM and other
automotive manufacturers. Further, even if sudtwsme included in part certain functional
elements, something which Proponents have not detnaded, this does not obviate the need to
protect the expressive aspects also encompassael work.

C) Amount and Substantiality of Portion Used

Under this factor, courts consider how much ofileek was copied. Even iBega and
Sony, where fair use was ultimately found, this thiadtbr weighed in the copyright owner’s
favor where an entire work was copf@dEFF concedes that all the firmware within an ECU
may be used. However, even where a small portion of a workoipied, its use will not be
considered fair if that portion contains the essemcessential part of the copyrighted w&rkin

view of this, Proponents essentially concede thatfactor weighs against a finding of fair use.

“% See Sony, 203 F.3d at 60@8ega Enterprises LTD v. Accolade, Inc., 977 F.2d 1510, 1526 {Cir. 1992).
* EFF Comments at 10.

*?Harper & Row, Publishers, Inc. v. Nation Enters., 471 U.S. 539 (1985)(copyright analysis considers
analysis of “the portion used in relation to theymaghted work as a whole”)

12



d) Market for the Copyrighted Work

The final fair use factor considers whether thethseatens the potential market for, or
value of, a copyrighted worf®’Moreover, it addresses whether “unrestricted aidgspread
conduct of the sort engaged in by the defendantildvoegatively impact the value of
copyrighted works®* For the reasons set forth below, the answerésaunding yes.

Safety is a primary factor motivating the purchgsitecision of a potential vehicle owner.
Vehicle safety and regulatory compliance are atgaal factors for car manufacturers in the
automotive industry. Therefore, the fact that ehfirmware is sold as part of a car and not as a
standalone product does not eliminate the harmmtarufacturer’s copyright interests if a
vehicle owner, or those acting the owner’s behlsibermitted to circumvent TPMs to engage in
security research, but then widely disseminatesdlde in such a manner that it may be used by
bad actors for intentional malicious reasons obéryign hobbyists for purposes which could
create inadvertent risks to safety, security agdletory compliance. Allowing individuals to
access, analyze, modify and then publish codedbrcle software risks increasing, not
diminishing, vehicle safety and security challengEarther, such increased challenges directly
and negatively impact the value of the copyrighieak.

There is no “rule of doubt” favoring an exemptiohem it is unclear whether a particular
use is noninfringing® Here, lack of clarity abounds. In view of thegigoing, EFF has failed to
set forth gorima facie case that the broad categories of diagnosis,rrapdimodification

activities that could fall within the Proposed Ex#ion are noninfringing.

B. GM'’s TPMs and the Prohibition on Circumvention Do Not Have a
Substantial Adverse Impact

Even assumingrguendo that Proponents could demonstrate that the affacded are
noninfringing, Proponents have still failed to dersiwate that the prohibition on circumvention
has a substantial adverse impact on those norgifigruses. For this reason also, Proponents

have failed to establishmima facie case in support of the Proposed Exemption.

432012 Recommendation at 42.
* Campbell v. Acuff Rose Music, Inc., 510 U.S. 569, 590 (1994).
452012 Recommendation at 7.
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Proponents must demonstrate that the adverse ®tfaased by the prohibition on
circumvention are having “distinct, verifiable, améasurable impacts” occurring in the
marketplace, as an exemption “should not be baselé minimisimpacts.*® The main focus is
on whether a “substantial diminuation” of the aahbility of works for noninfringing uses is
“actually occurring™’ In other words, the Proponents must demonstragefrngponderance of
the evidence that the prohibition on circumventias or is likely to have aubstantial adverse
effect on noninfringing uses of a particular clagsvorks. *®

As discussed above, vehicle owners have alternafitiens that permit security research
and these alternatives protect the safety and ticeqaire the unauthorized circumvention of the
TPMs that protect the delicately calibrated sofemamntrolling a car’'s ECUs. The Registrar
itself has advised that no substantial adverseatmpacurs where sufficient alternatives exist to
permit the noninfringing usé€. Given the availability of programs where manufiaets work
with independent researchers to test their prod@itstakes the position that isabstantial
adverse impact occurs as a result of the defaOlt pPohibition and EFF presents no factual
support to the contrary.

EFF argues that the ban on circumvention incredmessk of vehicle-related injury and
theft and deprives customers of critical informataespite the fact that automotive
manufacturers have consistently demonstrated wiimgness to consider and address
confirmed security issues when they come awarbasht However, EFF does not provide
factual evidence that any of the aforementionecestveffects argibstantial and has failed to
demonstrate “distinct, verifiable, and measuratlpacts” occurring in the marketplace. EFF
claims that researchers have demonstrated shorigerm car security networks, but fails to
identify any real-world occurrences where a car staten or attacked as a result of security

vulnerabilities or that such an occurrence is Yikel occur in the near future. GM understands

62014 NOI, 79 Fed. Reg. at 55690.

72014 NOI, 79 Fed. Reg. at 55690, citing Staff oluse Comm. on the Judiciary, f06ong.,Section-
by-Section Analysis of H.R. 2281 as passed by the United States House of Representatives on August 4,
1998 at 6 (Comm. Print. 1998) (“House Manager’s Report”

8 Exemption to Prohibition on Circumvention of Coigytt Protection Systems for Access Control
TechnologiesFinal Rule, 75 Fed. Reg. 43825, 43826 (2010) (“2010 FinakeRul

492012 Recommendation at 8 (“The Register and Libnawill, when appropriate, assess the alternatives
that exist to accomplish the proposed noninfringuses. Such evidence is relevant to the inquiry
regarding whether the prohibition adversely affetts noninfringing use of the class of works. If
sufficient alternatives exist to permit the nonimffing use, there is no substantial adverse inpact.
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that certain security researchers do have vallatde/ledge and expertise and can assist in
identifying security vulnerabilities. Therefores previously mentioned, they partner with third
party researchers for security testing. EFF hss faliled to demonstrate substantial vehicle-
related injury as a result of the current prohamitinoting only one example. EFF states that
“many high-profile recalls across a number of makes$ models have been prompted by
software issues>® EFF’s point is irrelevant. Repairs for vehickzalls are validated and
properly released by the auto manufacturers. Ghgrige 1201 prohibition will have no effect
on this process. Highlighting OEM recalls only gae show that OEMs provide free software
updates when software glitches are identified, @@réorm required updates when safety issues
are identified.

Finally, EFF has not demonstrated that a significarmber of individuals are interested
in accessing the software controlling a vehicle®Us for the purposes of security research, but
hampered from doing so. EFF has provided anecdwuidénce. However, the declarations and
evidence EFF provides hardly demonstrate that adweffects on security research caused by
the prohibition on circumventing TPMs results instehct, verifiable, and measurable impacts”
occurring in the marketplace, and not simply deimis impacts. The “individual cases” that

»n51

EFF has set forth “do not satisfy the rulemakirandard

In view of the foregoing, Proponents have failedémonstrate sufficient harm to
warrant granting an exemption to warrant a shiftrfrdefault rule prohibiting circumvention that

Congress established.

IV.  THE SECTION 1201(A)(1)(C) FACTORS WEIGH AGAINST GRA NTING AN
EXEMPTION

For the reasons discussed above, Proponents hiéect tta establish g@rima facie case
for the Proposed Exemption and, as such, it shbelddenied without consideration of the
statutory factors, which include a) the availapilior use of copyrighted works, b) the
availability for use of works for nonprofit archiy@reservation, and educational purposes, c) the
impact that the prohibition on the circumvention td#chnological measures applied to
copyrighted works has on criticism, comment, neggorting, teaching, scholarship, or research,

0 EFF Comments at 17.
12014 NOI, 79 Fed. Reg. at 55690.
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d) the effect of circumvention of technological rme@s on the market for or value of
copyrighted works, and e) such other factors as ltiwarian considers appropriaté.
Nonetheless, even consideration of the statutaryfa under 17 U.S.C. 81201(a)(1)(C) support
denying the Proposed Exemption. On balance, thative ramifications likely to result if the
exemption were granted outweigh afeyminimis adverse effects resulting from the prohibition
on circumvention for purposes of the Proposed Exesmp

A. The Availability for Use of Copyrighted Works

This factor considers the prohibition’s impact ba availability for use of the
copyrighted works. The major considerations fag thquiry are whether the availability of the
work in a protected format enhances or inhibitslipuise of the work, whether the protected
work is available in other formats, and if so, wiestsuch formats are sufficient to accommodate
noninfringing uses> EFF provides a handful of examples to demonsthatethe prohibition
limits access to a vehicle’s software, but failstiress the fact that alternative means of
accessing vehicle software for security resear@t.eAs previously mentioned, automotive
companies, such as GM, engage third parties fok wowarious parts of the vehicle. With
regard to software glitches “many companies pudinrexternal source code inspector to
preemptively catch and remove the butfs.Manufacturers also contract with researchers.
These arrangements can be open to public partimipatuch as with many standard setting
organizations, or may be confidential, when sevesitmformation about TPMs and operation of
ECUs is required for appropriate research or et@mina Accordingly, given the current
availability of legitimate and safe methods of cocidg security research, the current
prohibition does not limit availability of the woflr noninfringing uses.

B. The Availability for Use of Works for Nonprofit Arc hival, Preservation, and
Educational Purposes

As mentioned above in the context of fair use aiglyhe Proposed Exemption would
not advance use of the copyrighted work for nonpes€hival, preservation or education
purposes. Therefore, this factor does not weighvor of granting an exemption.

%217 U.S.C. §1201(a)(1)(C)
>$See 2012 Recommendation at 152 (citing 2010 Recomni@rdat 56).
> www.proservicescorp.com/auto-industry-softwaréepes
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C. The Impact That the Prohibition of the Circumvention of Technological
Measures Applied to Copyrighted Works Has on Critiecsm, Comment, News
Reporting, Teaching, Scholarship, or Research

EFF claims that the current prohibition curtailesgh related to criticism, comment,
news reporting, teaching, scholarship and reseattwever, despite the prohibition, plenty of
people have written articles criticizing variousauotive manufacturers for certain alleged
vulnerabilities, while others have published paeralyzing security systems and potential
vulnerabilities in specific brands of vehicles. idover, issues surrounding the safety and
security of vehicles are often newsworthy and reggbupon. EFF itself has pointed to numerous
articles and publications related to vehicle seéguriherefore, this factor should not weigh in
favor of an exemption.

D. The Effect of Circumvention of Technological Measues on the Market for or
Value of Copyrighted Works

This factor should be given serious consideratibRMs ensure that users cannot access
highly sensitive copyrighted vehicle software, udihg software which controls the functioning
of ECUs, analyze the software and publicize howTtR&ls and software work in such a way
that would enable malicious actors and more beuggns alike, to more easily access and
modify a vehicle’s safety and emissions syster@anting the Proposed Exemption facilitates
the dissemination of this information in an uncofi&d, public environment. Weakening the
security of these systems may impact the abilithriog about advanced technology systems
designed to increase automotive safety. Accorgjrigke value of the vehicle software will
likely decrease as OEMSs are continually put in sitpmn of having to change their security
structure, or to consider reducing the availabiityadvanced systems, each time researchers
publish confidential and highly sensitive infornmatiabout the security structures in place. This
will detract from their ability to focus on new amthovative software, a valuable and lucrative
endeavor. Furthermore, such public exposure dflysgensitive copyrighted work would have

chilling effects on OEMSs’ investment in developmehnew ECU software.

E. Such Other Factors as the Librarian Considers Apprriate

1. TPMsin Vehicles Increase Safety
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Cars are not like cell phones or computer prognam®n a personal computer. Instead,
the availability of vehicle software for use atialcontingent upon the continued integrity of
vehicle safety systems. Granting the exemptiordcmopact vehicle safety, for example, by
making it easier for both ill willed wrongdoers amaknowing hobbyists and the like to access a
vehicle’s software and compromise safety and régolacompliance systems validated by the
automaker. We note that although research is@davuse, the Registrar should consider the
existence of alternative means for individualsdodtict security research and the negative
ramifications that would likely result from hackensd others accessing this information,
bypassing TPMs and modifying or otherwise interfgnivith ECUs. Allowing the exemption is
akin to authorizing publication of an instructiomnual for circumvention of safety and
regulatory protocols in a vehicle and a roadmagctessing highly sensitive and carefully

calibrated vehicle software to which access isairt pmited for security reasons.

OEMs are also more likely to invest in new innovatand secure vehicle software with
increased functionality if third parties are preteghfrom accessing their highly-sensitive and
valuable copyrighted work and disclosing the dstaflsuch works publically in the name of
“research”, particularly when such disclosure seiteechallenge the safety and regulatory
mission of the software in the first place.

GM does not oppose security research into eiteeFRMs or ECUs and agrees with EFF
that security research is required to address gconcerns. For that reason, GM and other
OEMSs, work cooperatively with both outside and intd researchers to improve their security
and regulatory compliance as it pertains to botM3$Rnd ECUs. Further, OEMs are highly
responsive when it comes to fixing software gliched providing pertinent software updates.
EFF has not demonstrated that additional secuweggarch would result in any additional
responsiveness or concern surrounding safety ishaags already customary in the automotive
industry. Additionally, as of July 2014, “the U Sational Highway Traffic Safety
Administration was not aware of any instances aiscmoner vehicle control systems having been
hacked.® Therefore, it is unclear the degree to which tlegjad chilling effect on vehicle

security research is having in the actual world.tAe contrary, granting the broadly worded

% www.reuters.com/article/2014/07/22/cybersecurityea-isUSL2NOPX2FH2014722
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Proposed Exemption has the potential to shift e#larice and create a safety and security and
regulatory compliance concern that has not prelyoerdsted.

2. The Proposed Class Does Not Contain Ample Restrictions to Maintain
Safety and Protect Copyright Interests.

The Copyright Office requires that the class of kedfior a proposed exemption should be
“a narrow and focused subset of the broad categofievorks . . . identified in section 102 of the
Copyright Act.®® However, the Proposed Exemption is too broadilkdéfined. As currently
drafted, if granted, the Proposed Exemption “walldw circumvention of TPMs protecting
computer programs that control the functioning ofi@orized land vehicle for the purpose of
researching the security or safety of such vehitlesler the exemption as proposed,
circumvention would be allowed when undertaken bgrobehalf of the lawful owner of the
vehicle.®” As an initial matter, this class is broader tH@nother security-research related
classes granted in the past, which in 2006 and 206%6red security testing of CDs and video
games that included software where the softwae#f isted as a TPM and created security flaws
and vulnerabilities. Because of the narrownesketlass, proponents were able to demonstrate
concrete examples of how the 1201 prohibition haddverse impact on the availability of these

works for security research.

For example, the Registrar recommended an exemfatid®ound recordings, and
audiovisual works associated with those sound d#egs, distributed in compact disc format
and protected by technological protection meastin@scontrol access to lawfully purchased
works and create or exploit security flaws or vu#imlities that compromise the security of
personal computers, when circumvention is accommgdisolely for the purpose of good faith
testing, investigating, or correcting such secutdws or vulnerabilities” in 2006. In that
situation, the Registrar stated that “the scoph@®exempted class of works should be calibrated
to address the harm that the proponents have dératts and went on to characterize the
exemption as “a relatively targeted exemption wiiwas] based on a really detailed technical
study of [a particular security flaw], and basedtloat study, a concern about the same issues
being important going forward.” By contrast, Pi®posed Exemption seeks to permit
researchers to access hundreds of computer progmaansomotive ECUs without limiting the

62014 NOI at 55690.
*"NPRM, 79 Fed. Reg. at 73869.
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purpose to studying the software for interoperghigncryption research, or any other
previously identified use, but instead for an untkf category of “security research”. Further,
the above described security related exemptiosdand recordings had no impact on safety
systems, carefully crafted regulatory schemesh@secure operation of important heavy
equipment (like automobiles). For these reasorpdhents have failed to provide sufficient
evidence to support such a broad category or tpatighe scope of the proposed class.

V. CONCLUSION

In view of the foregoing, Proponents have failedléononstrate prima facie case that
the affected uses are noninfringing or that thdition is having a substantial adverse impact.
Furthermore, Proponents have simply failed to aersihe implications such an exemption will
have on vehicle safety, security and regulatoryml@nce. When considering these various
factors, GM respectfully submits that the PropdSgemption should be denied.
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