Adam Lassek
13005 Wodridge Circle
Bel | evue, NE 68123

Dear Sirs,

It has cone to ny attention that you are requesting comments
on the interpretation of the Digital MIIennium Copyright Act as
it applies to the class of copyrighted works known as DVD
(Digital Versatile Disk). I will attenpt to answer your questions
(fromthe docunent fr24n099-23 “Exenption to Prohibition on
G rcunvention of Copyright Protection Systens for Access Contro
Technol ogi es”) to the best of ny ability. Specifically, | seek to
answer questions 1, 2, 3, 4, 8, 13, and 15.

To answer your first two questions, there is no copy
protection schenme in existence that prevents people frompirating
content. One point that | continually stress, and that the nusic
and novi e industries obviously have yet to grasp, is that if it
can be seen or heard it can be pirated in some form

The CSS (Content Scranbling System encryption schene uses
40-bit encryption, that can only be described as “pathetically
weak.” This expedited the breaking of the system However; even
if it had utilized a strong encryption schene, the content could
still be copied (commonly referred to as “ripped’) by placing a
tap on the line going to the tel evision and copying the
unencrypted stream of audi o/ vi deo.

This is not the purpose of DeCSS. In fact, DVD piracy tools
have been avail abl e since 1997! The purpose of DeCSS, and LiViD
(Li nux Video and DVD, which is based on DeCSS) is to play DVDs
whi ch have been |l egally acquired.

There is currently no DVD pl ayback software for any
operating systens other and Wndows and MacOS. Users of
alternative OS's such as Linux, FreeBSD, Solaris, OS/2 and BeCOS
have wanted to use this technol ogy very nuch, but the industry
shows no signs of accommodati ng us.

In response to this need, many Linux hackers decided to
wite their owm (inportant note: | use the term “hacker” in the
traditional sense: soneone who enjoys solving problens and
i mproving existing technol ogy. The nedia has m sused and
perverted this word to nean soneone who breaks into conputer
systens; this is an erroneous use of the word).

This is a typical attitude for a Linux user. The devel opnment
nodel under which Linux is witten (referred to as “QOpen Source”)
i nvol ves giving away the source code and allow ng others to
i nprove the code thenselves. This cooperative attitude is nearly
a constant throughout the user community and is what pronpted
this project.

To answer questions three and four, there are many users of
alternative operating systens who wi sh very nuch to be able to
legally use DVDs. There are al so a nunber of people, nyself
i ncl uded, who have al ready purchased DVD pl ayback hardware and
vi deos but have since stopped using Wndows in favor of Linux,



rendering us unable to use said equi pnent. Because of the CSS
encryption schene in place, we are unable to use DVD even if we
al ready own the proper equipnent. This al so answers question
thirteen.

Anot her application of DeCSS is copying a DVD for archival
purposes. This is nost definitely |egal. However, the CSS
encryption schene prevents |legitinmate users fromdoing so. It

prevents people frommaking illegal copies, true, but it also
prevents people from making | egal copies by preventing people
from making any copies at all! | believe this is an infringenment

of fair use. According to fair use, it is within my rights to
make a copy or copies of a copyrighted work for archival
pur poses. CSS prevents nme fromdoing so, and | protest this.

To answer question fifteen, yes, CSS nost definitely
prevents custoners from engaging in noninfringing uses. | have
al ready expl ained why it hinders playback and archiving, but
there are other hindrances as well.

D anmond was recently taken to court by the RI AA because they
are marketing a product know as a Di anond Ri o player. The pl ayer
in question is a hand-held device simlar to a wal kman that plays
np3s (nmp3 is a digital format for nusic that involves downl oadi ng
a track froma CD and conpressing it. This conpression is
extrenmely efficient and portable, and the D anond R o takes
advantage of this). They clainmed that converting a copyrighted
work to a different format and size was illegal; they were found
to be wong and D anond won the case.

Such conversi on of nmedi um would be extrenely useful in the
future, for instance, when the format of hone video changes yet
again. Instead of being required to buy all of the novies you
al ready own, you can nerely convert theminto the newer format
and save noney. The novie industry obviously would not want us to
have this ability, since they would not get to nake us buy our
novi es all over again. CSS prevents anyone from doi ng sonet hi ng
like this--1 protest this as well.

As for the legality of reverse engineering, | believe that
the Digital MIIlennium Copyright Act says the reverse
engi neering, especially for the purpose of interoperability, is
legal. This is exactly what has been done. CSS was reverse
engi neered so that PCs running alternative operating systens can
interoperate with DVD technol ogy. This, however, is irrelevant.
CSS was reverse engineered in Norway (where, by the way, reverse
engineering is also legal). Even if reverse engi neering was
illegal there, the US court system woul d have no jurisdiction.

Reverse engineering is very inmportant. The United States
governnent itself has been practicing reverse engineering for
over two hundred years. Conpani es have been reverse engineering
conpetitors' products in order to conpete for equally as long. In
fact, if Pheonix and Texas Instrunments hadn't reverse engi neered
the | BM PC BI OS (Basic | nput/Qutput Systen), there would be no
personal conputer market as we know it! AMD and Cyrix, anmong many
ot hers, have reverse engi neered conpetitor's products (nanely,



Intel) to produce conpatible processors. Linux users in Norway
have reverse engi neered the CSS encryption schene for the express
pur pose of Linux machines, and other alternative operating
systens, to interoperate with DVD technol ogy. Such a desire is
perfectly understandabl e, and even conmendabl e.

The novie and nusic industries seemto be under the
i npression that releasing their copyrighted works w thout any
nmeans of copy control would |lead to a proliferation of piracy;
this is slightly true, but nostly false. The novie industry tried
to have VHS and Bet amax banned fromthe US because they would
enabl e piracy of copyrighted materials; however, this has not
come to pass. VHS has made the novie industry billions, not |ost
t hem noney! The mnusic industry has been rel easing copyrighted
wor ks on unencrypted nmedia such as CDs for sonme tine; they are
doing just fine! If piracy is such a big deal, why hasn't it hurt
t hem yet ?

In a simlar fashion, | portend that the DeCSS programw ||
make them nmuch nore noney by |lowering the price of DVD pl ayback
software, and broadening their market to include all of the
alternative operating systens; they actually owe these guys a
favor!

To answer question eighteen: the DVD CCA has pretty nuch
shot thenselves in the foot by making such a big stink about
DeCSS. | believe this has pronpted nany, many people who woul d
ot herwi se be uni nvol ved to becone active distributers of the
source code to DeCSS. They feel that the DVD CCA is attenpting to
infring on our rights, and thus feel conpelled to aid in the
proliferation of DeCSS. Because of this, anyone with a conputer
and passing know edge of programm ng can easily circunvent the
CSS encryption schene, and this will not change.

Even if the CCAis rewarded with an injunction, this wll
have little or no effect at renoving DeCSS fromthe Internet. For
every Anmerican site containing the program there are two others
in countries where they have no jurisdiction; because of the
gl obal ness of the Internet, downloading a programfroma site in
Croatia is no nore difficult than downl oading it froma site in
California. Therefore, this lawsuit is an exercise in futility.
believe they know this, and are nerely using the court systemto
intimdate potential codevel opers of LiViD, and other free
pl ayback progranms. | will explain why |ater.

Also, the DMCA (Digital MIIennium Copyright Act) says that
it protects against circunvention of protection schenmes which
effectively protect against copying. As stated above, 40-bit
encryption is anything but effective. A personal conmputer could
defeat it wth a brute force attack in | ess than a week.

Conversely, Distributed.net has been working to crack a 64-
bit key for two years and are only twenty percent done--and that
isn't even considered to be “strong” encryption! Strong
encryption is 128-bit, which is way stronger than the weak 40-bit
schenme CSS enpl oys. For this reason, | believe that CSS is not
effective at all (even if DeCSS hadn't been witten, it could



still be easily broken) and is not a valid form of copy
protection.

In fact, CSS is not even copy protection at all; it does not
prevent anyone frommaking a bit-for-bit copy of a DVD, therefore
all it prevents is the playing of a DVD by an unlicensed pl ayer.

| believe that DVD should be exenpted fromthe DMCA for the
above reason, anong others. Another reason is that circunvention
of CSS is necessary in order to gain fair use privileges of the
copyrighted work wi thout using licensed players. The absol ute
denial of fair use privileges without a license (or |icensed
pl ayer) fromthe DVD Consortium should not be supported by |aw.
Nowhere in the DMCA does it restrict fair use privileges
explicitly in this way.

CSS is actually an exercise in tying, i.e. requiring you to
buy a specific player to play content, which is generally illegal
under the antitrust |laws. Thus, attenpts to use the copyright
laws to enforce a tying arrangenent are inproper. The DVD
Consortium has set thenselves up as a nonopoly, and they are
using a tying arrangenent to nake even nore noney by requiring a
very high licensing fee for conpanies to produce a player. This
is why they feel threatened by DeCSS. Not because they are afraid
of piracy ruining them but DVD players becom ng freely avail abl e
so that they wouldn't be able to tie DVD novies to |icensed
pl ayers anynore.

The DVD CCA will be blowing a | ot of snoke about piracy. |
doubt they believe their own accusations thensel ves; the real
issue is that they are attenpting to illegally enforce their
nmonopoly by tying the content of DVDs to licensed players. The
DeCSS program defeats this. They are also attenpting to blur the
di stinction between posting information and linking to
i nformati on soneone el se posted. If this is accepted, it wll
have a devastating effect on free expression on the Internet. The
Internet is nothing without hyperlinks; if everyone is concerned
that just maybe you mght link to someone who mght link to
sonet hing controversial, it could ruin the free expression
currently enjoyed on the Internet.

The DVD CCA al so uses the analogy to the effect that
breaki ng the encryption surrounding DVDs is |ike breaking into
sonmeone else's house: it is not their fault you broke in. This is
faulty because | paid for ny DVDs. | paid for the right to view
those novies in nmy hone and there is no restriction as to how
watch it. Watching it in Linux does not break the |icense in any
way, therefore breaking CSS is tantamount to breaking into ny own
house. As long as | don't display it publicly or distribute
copies to people who don't own a simlar license, I'mlegit.

| request that you declare DVDs as exenpt fromthe DMCA, and
pl ease take into consideration that if the DVD CCA gets their
way, it could possibly have a very adverse effect on free speech
on the Internet and the ability to reverse engineer to
i nt er oper at e.

Si ncerely,
Adam Lassek



