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I am pleased to present my recommendation relating to the rulemaking on exemptions from
the prohibition on circumvention of technological measures that control access to copyrighted
works. This document constitutes my formal recommendation, as required pursuant to 17 U.S.C.
§1201(a)(1(C), and elaborates upon the oral recommendations that I have presented during our
discussions in recent weeks.
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1. Compilations consisting of lists of Internet locations blocked by
commercially marketed filtering software applications that are
intended to prevent access to domains, websites or portions of
websites, but not including lists of Internet locations blocked by
software applications that operate exclusively to protect against
damage to a computer or computer network or lists of Internet
locations blocked by software applications that operate exclusively to
prevent receipt of email
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2. Computer programs protected by dongles that prevent access due to
malfunction or damage and which are obsolete.

3. Computer programs and video games distributed in formats that have become
obsolete and which require the original media or hardware as a
condition of access. A format shall be considered obsolete if the
machine or system necessary to render perceptible a work stored in
that format is no longer manufactured or is no longer reasonably
available in the commercial marketplace.

4. Literary works distributed in ebook format when all existing ebook editions
of the work (including digital text editions made available by
authorized entities) contain access controls that prevent the enabling of
the ebook's read-aloud function and that prevent the enabling of screen
readers to render the text into a specialized format.

B. Other Exemptions Considered, But Not Recommended
1. Proposed class: All works should be exempt for noninfringing uses, e.g., fair
use and private uses, and other use-based proposals.
2. Proposed classes: Several, including “Per se Educational Fair Use Works” and
“Fair Use Works.”
3. Proposed classes: (1) Musical recordings and audiovisual works protected by

access control mechanisms whose circumvention is reasonably
necessary to carry out a legitimate research project where the granted
exemption applies only to acts of circumvention whose primary
purpose is to further a legitimate research project; and (2) Musical
recordings and audiovisual works protected by access control
mechanisms whose circumvention is reasonably necessary to carry out
a legitimate research project.

4. Proposed class: Any work to which the user had lawful initial access (and
variations).
5. Proposed class: Copies of audiovisual works, including motion pictures, and

phonorecords of musical sound recordings that have been previously
licensed for reproduction but can no longer be reproduced for private
performance after the lawful conditions for prior reproduction have
been met.

6. Proposed class: “Thin copyright” works.

7. Proposed class: Public domain works or works distributed without
restriction.
8. Proposed class: Musical works, sound recordings, and audiovisual works

embodied in media that are or may become inaccessible by possessors
of lawfully-made copies due to malfunction, damage, or obsoleteness.

0. Proposed class: Audiovisual works released on DVD that contain access
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control measures that interfere with the ability to defeat technology
that prevents users from skipping promotional materials.

Proposed class: Ancillary audiovisual works distributed on DVDs encrypted
by CSS.

Proposed class: Audiovisual works stored on DVDs that are not available in
Region 1 DVD format and access to which is prevented by
technological measures.

Proposed class: Video games stored on DVDs that are not available in Region
1 DVD format and access to which is prevented by technological
measures.

Proposed class: Audiovisual works embodied in DVDs encrypted by CSS.

Proposed class: Software designed for use on dedicated video game players.

Proposed class: Literary works (including ebooks), sound recordings, and
audiovisual works protected by access controls that prevent post-sale
uses of works; “tethered” works.

Proposed class: Audiovisual works, including motion pictures, the DVD
copies of which are tethered to operating systems that prevent
rendering on alternative operating systems

Proposed class: Sound recordings, audiovisual works and literary works
(including computer programs) protected by access control
mechanisms that require assent to End-User License Agreements as a
condition of gaining access.

Proposed class: Published sound recordings of musical works on compact
discs that use technological measures that prevent access on certain
playback devices.

Proposed class: Sound recordings on copy-protected Red Book Audio format
compact discs.

Proposed exemption: Broadcast news monitoring.

Proposed exemption: Reverse engineering for interoperability and the Static
Control proposals.

Proposed exemption: Computer issues: encryption research, data file formats,
recovery of passwords, personally identifying material.

Proposed exemption: Conversion of data file formats and source code

Proposed exemption: Privacy and personally identifying information

Other comments beyond the scope of the rulemaking: Webcasting,
Limitations of Liability for Online Service Providers and the
Antitrafficking provisions of the DMCA

Proposed Regulatory Text
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Recommendation of the Register of Copyrights

L. Background

A. Legislative Requirements for Rulemaking Proceeding

The Digital Millennium Copyright Act (“DMCA™"), Pub. L. 105-304 (1998), was enacted to
comply with the WIPO Copyright Treaty (WCT) and WIPO Performances and Phonograms Treaty
(WPPT). It established “a wide range of rules that will govern not only copyright owners in the
marketplace for electronic commerce, but also consumers, manufacturers, distributors, libraries,
educators, and on-line service providers” and “define[d] whether consumers and businesses may

engage in certain conduct, or use certain devices, in the course of transacting electronic commerce.””

Title I of the Act, which added a new Chapter 12 to Title 17 U.S.C., prohibits circumvention
of technological measures employed by or on behalf of copyright owners to protect their works
(hereinafter “access controls”) . Specifically, §1201(a)(1)(A)* provides, in part, that “No person shall
circumvent a technological measure that effectively controls access to a work protected under this
title.” In order to ensure that the public will have continued ability to engage in noninfringing uses
of copyrighted works, such as fair use,’ subparagraph (B) limits this prohibition. It provides that the
prohibition against circumvention “shall not apply to persons who are users of a copyrighted work
which is in a particular class of works, if such persons are, or are likely to be in the succeeding

three-year period, adversely affected by virtue of such prohibition in their ability to make

! Report of the House Committee on Commerce on the Digital Millennium Copyright
Act of 1998, H.R. Rep. No. 105-551, pt. 2, at 22 (1998) (hereinafter “Commerce Comm.
Report”).

2 All statutory references hereinafter are to sections of Title 17, United States Code.

3 See id. at 36.
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noninfringing uses of that particular class of works under this title” as determined in a rulemaking
proceeding. The rulemaking proceeding is conducted by the Register of Copyrights, who is to
provide notice of the rulemaking, seek comments from the public, consult with the Assistant
Secretary for Communications and Information of the Department of Commerce, and recommend
final regulations to the Librarian of Congress.® The regulations, to be issued by the Librarian of
Congress, announce “any class of copyrighted works for which the Librarian has determined,
pursuant to the rulemaking conducted under subparagraph (C), that noninfringing uses by persons
who are users of a copyrighted work are, or are likely to be, adversely affected, and the prohibition
contained in subparagraph (A) shall not apply to such users with respect to such class of works for

the ensuing 3-year period.™

The first §1201 rulemaking took place three years ago, and on October 27, 2000, the
Librarian announced noninfringing users of two classes of works would not be subject to the

prohibition on circumvention of access controls.® The regulations announced by the Librarian were

effective for the period commencing October 28, 2000. Exemptions to the prohibition on
circumvention remain in force for a three-year period and expire at the end of that period. The

Librarian is required to make a determination on potential new exemptions every three years.

* Report of the Committee of Conference on the Digital Millennium Copyright Act,
H.R. Rep. No. 105-796, at 64 (1998) (hereinafter “Conference Report”).

> §1201(a)(1)(D).

® Exemption to Prohibition on Circumvention of Copyright Protection Systems for
Access Control Technologies, 65 FR 64556 (Oct. 27, 2000);

http://www.copyright.gov/fedreg/2000/65{r64555.pdf. The Federal Register notice contained the
recommendation of the Register of Copyrights and the determination of the Librarian.
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B. Responsibilities of Register of Copyrights and Librarian of Congress

As noted above, the prohibition against circumvention is subject to triennial review by
Register of Copyrights and the Librarian of Congress in order to permit a determination whether
users of particular classes of copyrighted works are, or in the next three years are likely to be,
adversely affected by the prohibition in their ability to make noninfringing uses of copyrighted
works. The primary responsibility of the Register and the Librarian in this rulemaking proceeding is
to assess whether the implementation of access control measures is diminishing the ability of
individuals to use copyrighted works in ways that are otherwise lawful.” As examples of
technological protection measures in effect today, the Commerce Committee offered the use of
“password codes" to control authorized access to computer programs and encryption or scrambling
of cable programming, videocassettes, and CD-ROMs.* Congress intended that the Register solicit
input that would enable consideration of a broad range of current or likely future adverse impacts.
The nature of the inquiry for the rulemaking process as a whole is delineated in the statutory areas to
be examined, as set forth in section 1201(a)(1)(C): (1) The availability for use of copyrighted works;
(i1) The availability for use of works for nonprofit archival, preservation, and educational purposes;
(ii1) The impact that the prohibition on the circumvention of technological measures applied to
copyrighted works has on criticism, comment, news reporting, teaching, scholarship, or research;
(iv) The effect of circumvention of technological measures on the market for or value of copyrighted
works; and (v) Such other factors as the Librarian considers appropriate. These factors to be
considered in the rulemaking process require the Register to carefully balance the availability of
works for use, the effect of the prohibition on particular uses and the effect of circumvention on

copyrighted works.

7 Commerce Comm. Report, at 37.

$1d.
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C. The Purpose and Focus of the Rulemaking
1. Purpose of the Rulemaking

As originally drafted, §1201(a)(1) consisted of only one sentence--what is now the first
sentence of §1201(a)(1): “No person shall circumvent a technological measure that effectively
controls access to a work protected under this title.” Section 1201(a)(2), like the provision finally
enacted, prohibited the manufacture, importation, offering to the public, providing or otherwise
trafficking in any technology, product, service, device, or component to circumvent access control
measures. Section 1201(a) thus addressed “access control” measures, prohibiting both the conduct of
circumventing those measures and devices that circumvent them. Thus, §1201(a) prohibits both the
conduct of circumventing access control measures and trafficking in products, services and devices
that circumvent access control measures. In addition to §1201(a)(1)'s prohibition on circumvention
of access control measures, §1201 also addressed circumvention of a different type of technological
measure. Section 1201(b) prohibits the manufacture, importation, offering to the public, providing or
otherwise trafficking in any technology, product, service, device, or component to circumvent
protection afforded by a technological measure that effectively protects a right of a copyright owner
under title 17 in a copyrighted work. The type of technological measure addressed in §1201(b)
includes copy-control measures and other measures that control uses of works that would infringe
the exclusive rights of the copyright owner. They will frequently be referred to herein as copy
controls. But unlike §1201(a), which prohibits both the conduct of circumvention and devices that
circumvent, §1201(b) does not prohibit the conduct of circumventing copy control measures. The
prohibition in §1201(b) extends only to devices that circumvent copy control measures. The decision
not to prohibit the conduct of circumventing copy controls was made, in part, because it would
penalize some noninfringing conduct such as fair use. In the House of Representatives, the DMCA
was sequentially referred to the Committee on Commerce after it was reported out of the Judiciary

Committee. The Commerce Committee was concerned that section 1201, in its original form, might

? See S. Rep. No. 105-190 (1998), and H.R. Rep. No. 105-551, pt. I (1998).
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undermine Congress' commitment to fair use.'® While acknowledging that the growth and
development of the Internet has had a significant positive impact on the access of students,
researchers, consumers, and the public at large to information and that a “plethora of information,
most of it embodied in materials subject to copyright protection, is available to individuals, often for
free, that just a few years ago could have been located and acquired only through the expenditure of
considerable time, resources, and money,”"" the Committee was concerned that “marketplace
realities may someday dictate a different outcome, resulting in less access, rather than more, to
copyrighted materials that are important to education, scholarship, and other socially vital
endeavors.”'? Possible measures that might lead to such an outcome included the elimination of print
or other hard-copy versions, permanent encryption of all electronic copies and adoption of business
models that restrict distribution and availability of works. The Committee concluded that “[i]n this
scenario, it could be appropriate to modify the flat prohibition against the circumvention of effective
technological measures that control access to copyrighted materials, in order to ensure that access
for lawful purposes is not unjustifiably diminished.”"® In order to address such possible
developments, the Commerce Committee proposed a modification of § 1201 which it characterized
as a “‘fail-safe’ mechanism.”'* In the words of the Committee Report, “This mechanism would
monitor developments in the marketplace for copyrighted materials, and allow the enforceability of
the prohibition against the act of circumvention to be selectively waived, for limited time periods, if
necessary to prevent a diminution in the availability to individual users of a particular category of

copyrighted materials.”"® The “fail-safe” mechanism is this rulemaking. In its final form as enacted

1 Commerce Comm. Report at 35.
1 d.

2 1d. at 36.

B1d.

4 1d.

B 1d.
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by Congress, slightly modified from the mechanism that appeared in the version of the DMCA
reported out of the Commerce Committee, the Register is to conduct a rulemaking proceeding and,
after consulting with the Assistant Secretary for Communications and Information of the Department
of Commerce, recommend to the Librarian whether he should conclude “that persons who are users
of a copyrighted work are, or are likely to be in the succeeding 3-year period, adversely affected by
the prohibition under [§ 1201(a)(1)(A)] in their ability to make noninfringing uses under [Title 17]
of a particular class of copyrighted works.”'® “The Librarian shall publish any class of copyrighted
works for which the Librarian has determined, pursuant to the rulemaking conducted under
subparagraph (C), that noninfringing uses by persons who are users of a copyrighted work are, or are
likely to be, adversely affected, and the prohibition contained in subparagraph (A) shall not apply to
such users with respect to such class of works for the ensuing 3-year period.”!” The Commerce
Committee offered additional guidance as to the task of the Register and the Librarian in this
rulemaking. “The goal of the proceeding is to assess whether the implementation of technological
protection measures that effectively control access to copyrighted works is adversely affecting the
ability of individual users to make lawful uses of copyrighted works .... The primary goal of the
rulemaking proceeding is to assess whether the prevalence of these technological protections, with
respect to particular categories of copyrighted materials, is diminishing the ability of individuals to
use these works in ways that are otherwise lawful.”'® Thus, the task of this rulemaking appears to be
to determine whether the availability and use of access control measures has already diminished or is
about to diminish the ability of the public to engage in the lawful uses of copyrighted works that the

public had traditionally been able to make prior to the enactment of the DMCA. As the Commerce

16 17 U.S.C. 1201(a)(1)(C).
717 U.S.C. 1201(a)(1)(C).

'8 Commerce Comm. Report, at 37. Accord: Staff of House Committee on the Judiciary,
105th Cong., Section-By-Section Analysis of H.R. 2281 as Passed by the United States House of
Representatives on August 4, 1998, (hereinafter House Manager's Report) (Rep. Coble)(Comm.
Print 1998), at 6.
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Committee Report stated, in examining the factors set forth in section 1201(a)(1)(C), the focus must
be on “whether the implementation of technological protection measures (such as encryption or

scrambling) has caused adverse impact on the ability of users to make lawful uses.”"

2. The Necessary Showing

The language of section 1201(a)(1) does not offer much guidance as to the respective
burdens of proponents and opponents of any classes of works to be exempted from the prohibition
on circumvention. The Commerce Comm. Report stated that “[t]he regulatory prohibition is
presumed to apply to any and all kinds of works, including those as to which a waiver of
applicability was previously in effect, unless, and until, the Secretary makes a new determination
that the adverse impact criteria have been met with respect to a particular class and therefore issues a

new waiver.”?’

After reviewing the record and the legislative history of the section, the Register
concluded that the burden of proof for proposed exemption was on the proponents of the
exemption.” In order to make a prima facie case for an exemption, proponents must show by a
preponderance of the evidence that there has been or is likely to be a substantial adverse effect on

noninfringing uses by users of copyrighted works.?? As the Copyright Office’s notice of inquiry

Y1d. at 2.

2 Commerce Comm. Report, at 37. The Commerce Committee proposal would have
placed responsibility for the rulemaking in the hands of the Secretary of Commerce. As finally
enacted, the DMCA shifted that responsibility to the Librarian, upon the recommendation of the
Register.

1 65 FR at 64558-64559.

2 For additional discussion of the use and meaning of the term “substantial,” see the
discussion below (section I.D.) of the Register’s consultation with the Assistant Secretary for
Communications and Information of the Department of Commerce.
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explained, de minimis problems, isolated harm or mere inconveniences would not suffice to provide
the necessary showing.”® Similarly, for proof of “likely” adverse effects on noninfringing uses, the
Register found that a proponent must prove by a preponderance of the evidence that the harm
alleged is more likely than not; a proponent may not rely on speculation alone to sustain a prima
facie case of likely adverse effects on noninfringing uses.** The Register also emphasized the
requirement of showing a causal nexus between the prohibition on circumvention and the alleged
harm.” Adverse impacts that are the result of factors other than the prohibition are not within the

scope of this rulemaking.

The Register also makes it clear within this recommendation that the proposed exemptions
are reviewed de novo. The existence of a previous exemption creates no presumption for
consideration of a new exemption, but rather the proponent of such an exemption must make a prima

facie case in each three-year period.

3. Determination of “Class of Works”

A major focus of the previous (and first) rulemaking proceeding was how a "“class" of works
is to be defined. The Register determined that the statutory language requires that the Librarian
identify a “class of works” based upon attributes of the works themselves, and not by reference to
some external criteria such as the intended use or users of the works. The Register also found that
the legislative history appears to leave no other alternative than to interpret the statute as requiring a
“class” to be defined primarily, if not exclusively, by reference to attributes of the works themselves.

The Commerce Committee Report addressed the issue of determining a class of works:

» 67 FR 63578, 63579-63580 (October 15, 2002).
*1d.

» 65 FR at 64559.
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The issue of defining the scope or boundaries of a “particular class” of

copyrighted works as to which the implementation of technological

protection measures has been shown to have had an adverse impact is

an important one to be determined during the rulemaking proceedings.

In assessing whether users of copyrighted works have been, or are

likely to be adversely affected, the Secretary shall assess users' ability

to make lawful uses of works “within each particular class of

copyrighted works specified in the rulemaking.” The Committee

intends that the “particular class of copyrighted works” be a narrow

and focused subset of the broad categories of works of authorship than

[sic] is identified in section 102 of the Copyright Act (17 U.S.C.

102).%¢

Because the term "“category" of works has a well-understood meaning in the copyright law,

referring to the categories set forth in section 102, the Register concluded that the starting point for
any definition of a “particular class” of works in this rulemaking must be one of the section 102
categories. The illustrative list of categories appearing in section 102 of Title 17 is only a starting
point for this decision and a “class” will generally constitute some subset of a section 102 category.
Crafting the appropriate scope of a “class” is one of the major functions of the rulemaking
proceeding. The scope of any class will necessarily be determined by the evidence of the present or
likely adverse effects on noninfringing uses. The determination of the appropriate scope of a “class
of works” recommended for exemption will also take into account the adverse effects an exemption
may have on the market for or value of copyrighted works. While starting with a section 102
category of works, or a subcategory thereof, the description of a “particular class” of works
ordinarily should be further refined by reference to other factors that assist in ensuring that the scope
of the class addresses the scope of the harm to noninfringing uses. For example, the class might be
defined in part by reference to the medium on which the works are distributed, or even to the access

control measures applied to them. But classifying a work solely by reference to the medium on

which the work appears, or the access control measures applied to the work, would be beyond the

26 Commerce Comm. Report, at 38
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scope of what “particular class of work” is intended to be. And it is not permissible to classify a

work by reference to the type of user or use (e.g., libraries, or scholarly research).?’

D. Consultation with the Assistant Secretary for Communications and Information

Section 1201(a)(1)(C) requires the Register of Copyrights to consult with the Assistant
Secretary for Communications and Information of the Department of Commerce and report and
comment on the Assistant Secretary’s views in the making of the recommendation to the Librarian

of Congress.

The Register of Copyrights met with Assistant Secretary Nancy Victory at the Department of
Commerce in November, 2002 to discuss the rulemaking proceeding initiated by the Copyright
Office. The Assistant Secretary, who is also the Administrator of the National Telecommunications
and Information Administration (NTIA), was briefed on the rulemaking process established by the
Register and was invited to provide input as early as possible so that such information could be fully

considered by the Register in the course of this rulemaking proceeding.

After this initial meeting, the Assistant Secretary and her staff were notified about
developments in the rulemaking, such as the posting of comments and reply comments on the
Copyright Office’s website, and were kept apprised of information about the hearings that would be
held in Washington, D.C. and in Los Angeles, California. Senior counsel for NTIA attended

hearings at both locations.

2" For a more detailed discussion of the term “class of works,” see, 65 FR at 64559 -
64561.
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Following the hearings and prior to beginning deliberations on the record in the rulemaking,
on June 6, 2003, the Register wrote to the Assistant Secretary requesting further consultation and
offered to meet again to discuss the Assistant Secretary’s views or, alternatively, requesting the
Assistant Secretary’s views and analysis in writing. Another meeting was held between the Register
and the Assistant Secretary on July 28, 2003 at the Department of Commerce. At that time, the
Assistant Secretary briefed the Register on her views and advised the Register that a letter
elaborating on those views would be sent to the Register shortly. The Assistant Secretary advised the
Register that rather than address any particular proposals for exemptions, NTIA would be

commenting on the rulemaking process itself.

In an August 11, 2003 letter to the Register, the Assistant Secretary addressed many of the
points discussed at the previous meeting and which provided “advice to the Register that will inform
her consideration of the record, and will help to ensure that both the underlying rulemaking
proceeding and her recommendation to the Librarian of Congress comply with the intent of

Congress as reflected in the statute and its legislative history.”

The Assistant Secretary first addressed the appropriate standard for the burden of proof in the
rulemaking process. The letter stated that “NTIA is concerned that the standard set forth in the
Notice of Inquiry (the “NOI”’) imposes a significantly heightened burden on proponents of an
exemption, and is therefore inconsistent with the opportunity that Congress intended to afford the
user community.” In particular, the letter expressed concern that the Copyright Office’s initial NOI
of October 15, 2002 used the term “substantial” in relation to the quantum of evidence necessary to
prove that the prohibition on circumvention has had an adverse effect on noninfringing uses of
works by users of copyrighted works. The Assistant Secretary stated that since the word
“substantial” does not appear in the statutory text, this “more stringent requirement thus appears to

add a significant new term to the express language of the statute.” The Assistant Secretary stated that
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“[g]iven the clarity of Section 1201(a)(1), no basis exists to justify insertion of a material modifier

into its text.”

The Assistant Secretary’s letter continued by opining that the NOI’s “requirement” that
commenters provide “actual” and “first-hand” knowledge of problems in the marketplace resulting
from the prohibition exceeds the plain language of the statute and thus raises the bar for proponents
of exemptions. The letter stated that this “requirement” cannot logically be applied prospectively and
that therefore this “refinement” should be abandoned “and a standard more consistent with the
statutory language should be adopted.” Similarly, with respect to future “likely adverse impacts,”
the letter objected that there is no basis for requiring a showing of “extraordinary circumstances in
which the evidence of likelihood is highly specific, strong and persuasive,” and asserted that no

requirements beyond “likely adverse effects” are warranted.

The Assistant Secretary also stated that she agreed with the October 15, 2002 NOI that the
burden of proof rests with proponents of exemptions and that the assessment of adverse impacts is to
be determined de novo. The Assistant Secretary also agreed with the Register that the starting point
for identifying a particular class of works to be exempted must be one of the section 102 categories,
but suggested that the intended use of the work or the attributes of the user will sometimes be critical

to that determination.

The Register has carefully considered the views of the Assistant Secretary and can report
that, despite any impression that might be drawn from the Assistant Secretary’s letter, the Register
and the Assistant Secretary actually appear to view the legal criteria governing this rulemaking in

much the same way. The Assistant Secretary, like some other observers and commenters, appears to

28 NTIA letter at 3.
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have read the NOI as imposing a higher burden on proponents of exempted classes than was
intended or than the Register believes was stated in the NOI. It had been the Register’s intent that
the NOI, which was based upon the criteria set forth in the announcement of the final rule in the
October 2000 rulemaking, would clarify the appropriate burden of proof and required showing by

proponents.

Because it appears that the Assistant Secretary (among others) has in some respects

misapprehended what was said in the NOI, it is pertinent to offer some additional clarification.

It appears that the use of the term “substantial” in the NOI and in the Register’s
recommendation in 2000 has caused undue alarm. A term that has one meaning in the context of a
particular body of law may have different connotations for persons who do not specialize in that
field. The phrase “substantial adverse impact,” as quoted from the House Manager’s Report in the
previous recommendation and the NOI, has been mischaracterized by many commenters, including
both proponents and opponents of exemptions, as requiring a high standard of proof. The Register
did not quote this term from the legislative history in order to impose a heightened standard for
proposals for exemptions, but rather used the phrase, taken from the House Manager’s Report on the
DMCA (at p. 6), as a shorthand phrase to supplement and clarify what both the House Manager’s
Report and the House Commerce Committee Report stated about the necessary showing for
proponents of exemptions. Read in context, the phrase “substantial adverse impact” — the words used
by the House Manager’s Report — is the equivalent of what the Commerce Committee Report
described as a requirement of a showing of “distinct, verifiable, and measurable impacts.” See
Commerce Comm. Report, at 37. “Substantial,” after all, simply means the opposite of
“insubstantial.” Surely an exemption would not be warranted if its proponents made a showing that
the prohibition on circumvention was having an insubstantial adverse impact on users’ ability to

engage in noninfringing uses of copyrighted works. Stating that there is a requirement of
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“substantial” adverse impact is another way of saying that a showing of more than “de minimis

impacts” is required. See id. (exemption “should not be based upon de minimis impacts”).

The dictionary defines “substantial” as “consisting of or relating to substance;” “not
imaginary or illusory.” Webster’s New Collegiate Dictionary 1153 (1980). Similarly, the Supreme
Court has stated: “Substantial evidence is more than a mere scintilla. It means such relevant
evidence as a reasonable mind might accept as adequate to support a conclusion.”” The Court’s use
of “substantial” in that context is similar to the meaning that the Register intended to convey in her
use of the term in this rulemaking and the previous rulemaking. The Register is confident that
Congress did not intend that hypothetical or inadequate evidence could be the basis for an
exemption. The Assistant Secretary’s letter appears to agree with this view. It appears, therefore,
that NTIA and many others have misunderstood the meaning of the term “substantial” in this
context. The Register reaffirms that “substantial” is a reasonable description of the requisite

showing when it is given its proper meaning.

Further, the meaning of this term was clarified in the Register’s 2000 recommendation which
highlighted the congruence between the language of the Commerce Committee’s Report and the
House Manager’s Report.”® When the Commerce Committee and House Manager’s Reports are read
together, it becomes clear that this burden of proof is not more stringent than the statutory text, but
rather is a clarification that any showing must be based on real, verifiable, and reasonable evidence.
Such a showing is equally applicable to present or likely harm. Substantial evidence of likely
adverse impacts is more than mere speculative or theoretical harm. It requires more than “mere

inconveniences, or individual cases.” With this further clarification, the Register hopes that this

» Metropolitan Stevedore Co. v. Rambo, 521 U.S. 121, 149 (1997).

65 FR 64556, 64558 n.4 (October 27, 2000)
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term will be accurately understood by all participants in future rulemakings. This is the meaning that
has been consistently applied by the Register throughout the history of this rulemaking process, and

the Register intends to apply it in the future.

As the NOI stated, “[d]e minimis or isolated problems would be insufficient to warrant an
exemption for a class of works. Similarly, mere inconveniences to noninfringing uses or theoretical
critiques of section 1201 would not satisfy the requisite showing.” Despite the Register’s efforts to
inform commenters about the proper composition of comments, a sizeable number of comments
were again based on theoretical arguments, de minimis or completely absent proof of present or
likely harm, and mere inconveniences. Nevertheless, even these comments were accepted,

considered, put into the record in this rulemaking, and generally addressed in this recommendation.

The Register must also clarify the record with respect to the NOI’s statements about “first-
hand knowledge” and “actual instances of verifiable problems existing in the marketplace.” Both of
these statements were clearly made in relation to evidence of existing adverse effects and did not
refer to the required showing with respect to “likely adverse effects.” Proof that users “are adversely
affected by the prohibition” can only be interpreted as requiring that users are “actually harmed.” To
prove actual harm, a proponent must provide a factual basis. “Actual instances of verifiable
problems” is a clear way of presenting this term to the public and is entirely consistent with a
standard of actual harm. On the other hand, “first-hand knowledge” was not stated as a
“requirement” in the NOI, but rather was an effort to encourage those with such knowledge to come
forward. The NOI merely stated that “a compelling case will be based on first-hand knowledge”
(emphasis added) and as will be revealed in the analysis of the exemptions recommended below, the
majority included “first-hand knowledge.” The Register stands by her preference to hear from
persons with actual knowledge of the facts they are asserting as a basis for requesting an exemption.

Experience with the first two rulemakings has confirmed that participants (or their representatives)
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with no actual knowledge of the facts have been of little assistance in evaluating a proposed
exemption. The most compelling cases will be presented by those with the most thorough

knowledge of the facts.

2

The NOI was very clear in stating the Register’s view that proof of “likely adverse effects
during the next three years does not entail a heightened requirement involving “first-hand
knowledge” and “actual instances of verifiable problems existing in the marketplace.” These
statements in the NOI appeared in a sentence describing “the burden with respect to actual harm,”
which the previous sentence in the NOI distinguished from harm “that it is ‘likely’ to occur in the
ensuing 3-year period.” The Register therefore agrees with the Assistant Secretary (and has not
stated otherwise) that “this requirement cannot logically be applied prospectively, as the refinement
would mandate ‘first-hand knowledge’ of future problems in order to sustain a ‘compelling case’ for

an exemption.”

The Assistant Secretary’s letter states that the NOI seems to suggest that an exemption based
on “likely” future adverse impacts during the applicable period should only be made “in
extraordinary circumstances in which the evidence of likelihood is highly specific, strong and
persuasive” because the NOI quoted the legislative history to that effect.’’ Giving due regard to
legislative history, the Register has not stated that she will require such a showing as a prerequisite
for an exemption based on likely future harm. The legislative history is certainly relevant on this
point, and any proponent of an exemption based solely on a prediction of future harm should be
prepared to address it. But the NOI did not state that such a requirement will be imposed with
respect to a showing of likely future harm. In fact, it stated (just after quoting the “highly specific,

strong and persuasive” language) that “[w]hile such a statement could be interpreted as raising the

31 House Manager’s Report at 6.
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burden beyond a standard of a preponderance of the evidence, the statutory language enacted . . .
does not specify a standard beyond more likely than not.”** While speculation alone will not be
sufficient, the NOI makes clear that proof of “likely adverse effects” requires only a showing of
likelihood — i.e., more likely than not, the traditional preponderance of the evidence standard. The

burden of proof required by the Register is no more stringent than the statutory text.

After this closer inspection, it is apparent that the Register and the Assistant Secretary are in
agreement on most points raised in the NTIA’s August 11, 2003 letter. The Register also concurs
with NTIA’s view that it would be useful for Congress to provide additional guidance on the term

“class of works,” a view expressed by the Register in her recommendation three years ago.™

II. Solicitation of Public Comments and Hearings

On October 15, 2002, the Librarian and the Register initiated the second rulemaking
proceeding pursuant to §1201(a)(1)(C) with publication of a Notice of Inquiry.** The Notice of
Inquiry requested written comments from all interested parties, including representatives of
educational institutions, libraries and archives, scholars, researchers, copyright owners and other
members of the public. The Notice devoted a great deal of attention to setting out the legislative
parameters and the scope of the rulemaking based on the determinations made in the first
rulemaking. The Register was determined to make the comments she received publicly available as

quickly as possible in order to elicit a broad range of public participation; therefore, the Notice

> 67 FR at 63579
365 FR at 64562.

3% 67 FR 63578; http://www.copyright.gov/fedreg/2002/67fr63578.html.
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stated a preference for submission of comments in electronic format and created a web-based form

to facilitate comment submission.>

During the initial comment period that ended on December 18, 2002, the Copyright Office
received 50 written comments, all of which were received electronically and posted on the Office’s
website.*® Parties submitting comments during this period were asked to specify a class or classes of
works proposed for exemption and to provide the factual and/or legal basis for each proposed
exemption along with summaries of their arguments. Many of the fifty initial comments contained

proposals for multiple classes of works proposed for exemption.

During the reply comment period which ended on February 19, 2003, commenters were
requested to provide either support or opposition to the proposals for exemption introduced in the
initial comment period and to provide factual and/or legal arguments in support of their position.
The Office received a total of 272 reply comments in response to the initial proposals for exemption.
All of these reply comments were also received electronically and posted on the Copyright Office

website.’

Due to the fact that the established comment period necessarily ended many months before a
final determination on the evidence was complete, the Office created a new process by which a
petitioner could seek consideration for a newly proposed exemption for a class of works which could

not reasonably have been offered during the formal comment period.*® This process was intended to

¥ 1d.

36 http://www.copyright.gov/1201/2003/comments/index.html.

37 http://www.copyright.gov/1201/2003/reply/reply1.html.

38 See, 67 FR at 63582.
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provide some flexibility to take account of important unanticipated developments. One such petition
was received, and the Register granted the petition to consider the additional classes of works
proposed in that petition.* Since this petition was granted during the reply comment period, the
Copyright Office created a new reply period for reply comments responsive to the proposed
exemptions contained in the granted petition.* This reply comment period ended on March 10, 2003
and the Office received an additional 65 reply comments responsive to this proposal which were also

posted on the Office’s website.*!

The Copyright Office also conducted public hearings on six separate days: in Washington,
DC on April 11, May 1, 2 and 4, 2003* and in Los Angeles, California, at the UCLA Law School on
May 14 and 15, 2003.* Forty-four witnesses representing over 60 groups testified at six days of
hearings held in either Washington, DC or Los Angeles, California. The transcripts for all of these
hearing were posted on the Copyright Office’s website shortly after their receipt.** Following the
hearings, the Office sent questions to certain witnesses participating in the hearings to clarify certain
statements made during the hearings or to respond to questions resulting from particular testimony at

the hearings. The questions and post-hearing responses received by the Copyright Office were made

3 http://www.copyright.gov/1201/2003/petitions/index.html

“ 68 FR 6678.

4L http://www.copyright.gov/fedreg/2003/68fr6678.html

42 68 FR 13652 and, see also, 68 FR 19966.
68 FR 15972.

“ http://www.copyright.gov/1201/2003/hearings/schedule.html
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available on the Office’s website.* The entire record in this and the previous §1201(a)(1)(C)

rulemaking are available on the Office’s website.*

The Register has now carefully reviewed and analyzed the entire record in this rulemaking
proceeding, including all of the comments and the transcripts of the hearings in order to determine
whether any class of copyrighted works should be exempt from the prohibition against
circumvention during the next three years. The analysis of the record produced in this rulemaking,
including the proposals recommended for exemption by the Register as well as those not

recommended by the Register, is set forth herein.’

III.  Discussion
A. The Four Exempted Classes

1. Compilations consisting of lists of Internet locations blocked by
commercially marketed filtering software applications that are intended
to prevent access to domains, websites or portions of websites, but not
including lists of Internet locations blocked by software applications that
operate exclusively to protect against damage to a computer or computer
network or lists of Internet locations blocked by software applications
that operate exclusively to prevent receipt of email. For purposes of this
exemption,“Internet locations” are defined to include “domains, uniform
resource locators (URLSs), numeric IP addresses or any combination
thereof.”

4 http://www.copyright.gov/1201/2003/post-hearing/index.html

4 http://www.copyright.gov/1201/index.html

4" In referring to the comments and hearing materials, the Register will use the
following abbreviations and conventions: C - Initial Comment, R - Reply Comment, T-
Transcript, and PHR - Post Hearing Response. When comments or reply comments include a
parenthetical number, e.g., C25(2), this refers to the number of the proposal referenced within
the comment (e.g., Proposed Class No. 2 in Comment 25). Citations to page numbers of the
transcript refer to the pages of the official transcript that is currently posted on the Copyright
Office website. References to post hearing responses will include the date only if there are
multiple responses from the same individual or organization.
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As in the previous rulemaking, initial comments proposed an exemption to the prohibition on
circumvention in order to access the lists of blocked websites that are used in various filtering
software programs sometimes referred to as “censorware.” These programs are intended to prevent
children and other Internet users from viewing objectionable material while online. It was alleged
that although the software is intended to serve a useful societal purpose, the emphasis of the
programs is on blocking rather than accuracy. Critics contend that the result of this focus is that
filtering software used to prevent access to objectionable material tends to over-block, thereby

preventing access to legitimate information resources.

Unlike the last rulemaking, where there was no opposition to the proposed exemption, in the
current rulemaking the proposed exemption drew some objections. Opponents to the exemption
argued that filtering software companies serve a critical societal purpose and that an exemption
would undermine the integrity of filtering software. They also argued that filtering software
companies have responded to the concerns that led to the exemption in the previous rulemaking and
now provide reasonable means for ascertaining the material or sites that a particular filtering
software blocks. Opponents also argued that the proponents have not met their burden of showing
substantial harm and that exemptions cannot be “renewed” in the absence of evidence that the
conditions leading to a previous exemption have not been corrected. Such a “renewal,” it was
argued, would shift the burden of proof to the opponents and undermine the de novo review intended
by Congress in this triennial rulemaking.* Opponents also stated that even if the Register found that

an exemption was warranted, the particular class articulated in the previous rulemaking was overly

% R33, pp. 6, 11; R34, p. 9.
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broad and that repeating an exemption for that class could create adverse consequences for other

types of software, such as antivirus and spam software.*

At the outset, the Register disagrees with the commenters who suggested that an exemption
can be “renewed” if the opponents of an exemption do not prove that adverse effects identified in a
previous rulemaking have not been cured. The burden of proof for an exemption rests with its
proponents, and the fact that an exemption was granted in the previous rulemaking creates no
presumptions. The exemptions in each rulemaking are considered de novo.” Congress anticipated
that market conditions would be constantly changing and that the market would be viewed anew in

each triennial proceeding.

While the Register rejects the argument that the previous exemption should be “renewed” in
the absence of evidence that the adverse effects which led to the previous exemption have been
cured in the marketplace, the Register finds that the record in the current rulemaking warrants a new
exemption. The previous exemption covered “Compilations consisting of lists of websites blocked
by filtering software applications.” For the reasons specified below, the Register recommends that
the new class exempted should be designated as “compilations consisting of lists of Internet
locations blocked by commercially marketed filtering software applications that are intended to
prevent access to domains, websites or portions of websites, but not including lists of Internet
locations blocked by software applications that operate exclusively to protect against damage to a
computer or computer network or lists of Internet locations blocked by software applications that

operate exclusively to prevent receipt of email.” For purposes of this exemption,“Internet locations”

¥ See, e.g., R23, p. 13; T Steve Metalitz, May 14, 2003, p. 29; PHR Steve Metalitz,
Joint Reply Commenters, June 30, 2003, p. 3-4; PHR David Burt, N2H2, Inc., et al., p. 4-7.

%0 Commerce Comm. Report at 37. Accord, NTIA letter.
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are defined to include “domains, uniform resource locators (URLs), numeric IP addresses or any

combination thereof.”

The Register’s recommendation in favor of this exemption is based primarily on the evidence
introduced in the comments and testimony by one person, Seth Finkelstein, a non-lawyer
participating on his own behalf. In addition to identifying a class of works that related to the
specific facts presented, he identified the qualitative nature of the noninfringing uses for which
circumvention was necessary and generally identified the technological measure which controlled
access to this class. There was no dispute that the lists of Internet locations blocked by filtering
software are generally encrypted or otherwise protected by an access control measure. The remedy
sought was causally related to the noninfringing uses that are necessary to conduct research,
comment and criticism on the filtering software at issue. Mr. Finkelstein also anticipated objections
to the exemption and proved that available alternatives to the exemption were insufficient to remedy
the adverse effect caused by the prohibition. The insufficiency of alternatives was supported by
testimony and demonstrative evidence at the hearing in California by James Tyre. Finally, Mr.
Finkelstein’s succinct initial comment addressed the statutory requirements and thoughtfully

analyzed each of the statutory factors required to be considered in this rulemaking.

The case made by Mr. Finkelstein for this exemption is also instructive for the manner in
which it met the requisite showing. The evidence produced did not prove that a substantial number
of people have utilized or were likely to utilize an exemption. On the contrary, the evidence tended
to prove that very few people have had the motivation or technological ability to circumvent this
technological measure, to investigate the lists of blocked sites in filtering software or to report on,
comment on or criticize such lists. Although there was little need for an exemption in quantitative
terms (i.e., in terms of the number of persons likely to take advantage of it directly), it was the

qualitative need for an exemption that was controlling in this case; absent the ability of a few to
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carry out their noninfringing efforts notwithstanding the prohibition set forth in section 1201, the
many would not reap the fruits of such efforts — the information, analysis, criticism and comment
enabled by the quantitatively small number of acts of circumvention. The fact that the act of
circumvention was unlikely to be widespread rebutted copyright owners’ concerns of abuse and
further supported the conclusion that the potential adverse effects to copyright owners would be
minimal. The showing that the particular noninfringing use prevented was a result of the prohibition
on circumvention and that these uses were necessary to criticism, comment, news reporting,

teaching, scholarship, or research, further strengthened the argument.

Opponents argued that circumvention is not necessary because other alternative sources for
the information sought to be obtained are available, but the proponents of the exemption
successfully discredited this assertion. While it is true that limited “querying” of the databases is
available on some of the filtering software companies’ sites, the circumscribed nature of this
querying foreclosed comprehensive or meaningful results. Opponents produced evidence that many
reviews of filtering software platforms reached conclusions based on these querying capabilities or
by utilizing various sampling techniques, yet this evidence only proved that some parties were
willing to settle for the results produced by such superficial tests. In light of the millions (or more) of
potential URLs, it is indisputable that actually viewing the entire list of blocked Internet locations

will produce data much more comprehensive than querying about one hundred URLs.

Had opponents been able to prove that the likely harm of an exemption would have
outweighed the benefit of comprehensive testing, particularly given the availability of limited
testing, a balancing of the interests might have favored opponents. Where, however, there is no
indication of likely harm that would result from an exemption and where proponents have proven the
inadequacy of existing alternatives (the limited queries that some filtering software providers permit)

and the societal benefit of more extensive access that is available only through circumvention, the
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balance favors the proponents of the exemption. The opponents’ arguments that circumvention
would undermine the integrity of the filtering software or that an exemption could have an adverse
effect on other types of protective software are unpersuasive. The societal benefit of preventing
children or others from viewing objectionable sites is likely to be unaffected or even assisted by an
exemption. A computer which has filtering software installed will continue to block sites within its
blocking list even if one knows the URLSs for the sites. Proponents of an exemption pointed out that
in the fiercely competitive filtering software market, one filtering software company has actually
posted the URLs of blocked sites on its company website as a form of comparative advertising, in
order to reveal that it was blocking objectionable sites which another competitor was failing to
block. Thus, exposing what filtering software does not block or exposing over-blocking or
questionable blocking does not undermine the goal of protecting children and others from harmful or
objectionable material. In fact, the evidence tended to show that the results only obtainable by means
of circumvention may in fact improve under- or over-blocking flaws in filtering software, thus
furthering the potential benefit of such software. Since the end result of the circumvention is
criticism, comment, and possibly news reporting on existing problems, filtering software companies
may utilize the research to address problems revealed by such publicity. Given the competition in
the filtering software market for market share, robust blocking currently appears to be more
important than precision. The evidence tended to show that the incentive to continually verify the
objectionable nature of the blocked sites appears lackluster at best — an important concern given the
rapid pace and dynamic nature of the Internet — and is of less concern to filtering companies than is
the concern for comprehensiveness.” This may be understandable, but this focus on
comprehensiveness does not alter the societal benefit of learning about over-blocking that may
occur. Taken to an extreme, moreover, an obsession with comprehensiveness could lead to
unnecessary or even harmful censorship of legitimate information that would adversely affect the

usefulness of Internet research. While the marketplace might, in theory, limit excesses in the over-

I T David Burt and Seth Finkelstein, April 11, 2003, p. 81-84.
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blocking of legitimate information, the market can only correct problems that participants in the
marketplace are aware of. That is at the heart of this exemption — allowing information to be made
available to the public in a lawful manner. The exposure of alleged flaws by those with an incentive
to learn about them can be utilized by the filtering companies themselves, if they so choose, to make
their software more accurate. The exemption is likely to have the effect of encouraging legitimate

public debate based on the information obtained through circumvention.

The ability to engage in legitimate research, criticism and comment about filtering software
is even more compelling as a result of the recent Supreme Court decision upholding the
constitutionality of the Children’s Internet Protection Act (CIPA).” Since CIPA requires libraries to
install “filtering software” in order to block access to objectionable material as a condition of
receiving federal funds, it becomes all the more important for the public to understand potential
problems in particular filtering programs that may be installed in public facilities. Since the Court
found that an important safety valve within CIPA was the ability of a library patron to request the
disabling of such software, it appears all the more important that the public be able to obtain
objective information about the performance or potential limitations of such software in order to

make the determination whether to request such disabling.

In contrast to the strength of the case in favor of an exemption, there was virtually no
plausible evidence that such an exemption would have any relevant adverse effects on the market for
or value of these copyrighted works.”® While it is obviously true that the exposure of substantial

flaws in a program will adversely affect the filtering software’s value by affecting market demand,

32 United States v. American Library Association, Inc., __U.S.  , 123 S.Ct. 2297,
156 L.Ed.2d 221 (2003).

3 See e.g., T David Burt, Seth Finkelstein and Jonathan Band, April 11, 2003 p. 66-
72.
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such an adverse market effect is not a relevant concern in this rulemaking.** In assessing the
likelihood of harm to filtering software that would result from an exemption, the absence of any
identifiable harm that resulted from the previous exemption is informative. While there is no burden
on the opponents of exemption to show that a similar preexisting exemption has caused harm,
silence on the issue may raise inferences. While opponents raised the possibility that the lack of use
of the prior exemption may have minimized the harm, they also claimed that such minimal or
nonexistent use obviated the need for an exemption. As previously noted, however, this proposed
exemption is not grounded on the need for widespread circumvention. In this factual setting,
enabling the efforts of the few who will find sanctuary in the exemption will have the effect of
remedying the adverse effects of the prohibition on the public generally by allowing those who

circumvent measures that protect lists of blocked websites to comment publicly on their findings.

In response to the concern that the designation of this class in the previous rulemaking was
overbroad and had the capacity to create unintended consequences for other types of software, such
as antivirus or spam filtering software, the Copyright Office posed a post-hearing question to seek
further clarification from the witnesses who testified on this subject. After considering these
responses in conjunction with the comments and the testimony, the Register finds that rather than
being too broad, the class of works previously exempted may be too narrow to encompass the facts

introduced in this rulemaking.

In the previous rulemaking, the class was designated as “compilations consisting of lists of
websites blocked by filtering software applications.” Despite the asserted concern that an unintended

consequence of such a class designation could be that other forms of filtering software would be

Cf. Campbell v. Acuff-Rose, 510 U.S. 569, 591-592 (1994) (“We do not, of course,
suggest that a parody may not harm the market at all, but when a lethal parody, like a scathing
theater review, kills demand for the original, it does not produce a harm cognizable under the
Copyright Act.”)
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compromised by this class, the Register is skeptical of this argument. The prior exemption was
narrowly tailored to allow circumvention of “lists of websites blocked by filtering software.” Since it
seems unlikely that spam filtering software which filters email or antivirus software which protects
against malicious or suspicious file types necessarily contain “lists of websites,” it is unclear how
such a class could affect such other types of filtering software. Unfortunately, there was little
evidence produced on this issue. The Joint Reply Commenters’ response to the specific post-hearing
question posed by the Copyright Office stated “[i]t is important to note the broad array of critical
network security tools that may employ lists of websites protected by access controls. These include
for example, firewalls (which in effect filter traffic based on defined parameters contained in a
compilation or database) and antivirus products (which perform a similar function using
compilations or databases of virus definitions or characteristics).”> The Register agrees that the
proposed exemption is intended to be limited to the type of filtering software known as
“censorware” and that there is no intention to affect spam filtering software, virus protection

software or other security software such as firewalls.

A representative of a number of the filtering software companies suggested that filtering
software is often marketed in security “suites,” which are bundled packages of security software
applications together with filtering software that provide a “layered” security approach. Filtering
software companies attempted to create a circular argument that it would be unfair to exempt
filtering software applications but then exclude such suites from the exemption, since this would
provide the largest software companies with a market advantage; at the same time these same
companies appear to argue that the Register could not recommend exempting the filtering software
bundled in these suites, since such an exemption would compromise the integrity of the overall
security suite. While the Register agrees that an exemption from the prohibition on circumvention

for filtering software applications cannot distinguish between stand-alone programs and filtering

> PHR Steve Metalitz, Joint Reply Commenters, June 30, 2003, p. 3-4.
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software incorporated into a suite, an exemption need not compromise the integrity of an entire suite
in order to allow circumvention of the list of websites utilized by the filtering software program. The
present exemption has existed for the past three years and would allow any person to circumvent any
access control that bars access to the list of blocked websites, but no evidence has been introduced
that there have been adverse effects on the filtering software market or the market for security
software suites. Many of these suites have undergone development while the present exemption has
been in place, thus making it implausible that such security suites relied primarily on the legal
prohibitions of § 1201(a)(1) rather than robust technological protections. In addition, there appears
to be no technological reason why the creators of suites must bundle their information behind only a
single, omnibus access control measure. Since it could be expected that a security software suite
should be a technologically robust system, the lists of Internet locations related to the filtering
software could be a segregated database or the access controls could be layered to provide
independent security to various components of the suites. Not only would such redundancy appear to
make technological sense, but it would appear to be prudent under the law since an exemption for

one part of a suite would not necessarily adversely affect other parts of the suite.

In an abundance of caution, however, the Register finds that some modification of the
language of the previous exemption is compatible with the present record. The Register recommends
exemption of “compilations consisting of lists of Internet locations blocked by commercially
marketed filtering software applications that are intended to prevent access to domains, websites or
portions of websites, but not including lists of Internet locations blocked by software applications
that operate exclusively to protect against damage to a computer or computer network or lists of
Internet locations blocked by software applications that operate exclusively to prevent receipt of
email.” For purposes of this exemption, “Internet locations” are defined to include “domains,
uniform resource locators (URLs), numeric IP addresses or any combination thereof.” The changes
in the wording are the result of two refinements in the record. First, the term “lists of websites” used

in the previous exemption has been changed to “list of Internet locations” including domains, URLSs,
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numeric [P addresses. The record revealed that filtering software applications vary on how they
block access — e.g., by blocking specific URLs, or IP addresses, or some combination — and on what
they block — e.g., entire websites or individual pages, or some combination.® It therefore is

appropriate to broaden the scope of that particular term.

Second, “filtering” is a term that may be used broadly, including filters for email or viruses.
While there is no evidence in the record regarding how exempting lists of Internet addresses could
implicate anti-virus filters or email addresses, the record created by proponents is limited to the need
to circumvent filtering software that is commercially marketed to prevent access to Internet content.
Using the term “commercially marketed filtering software” is an effort to limit the scope of the class
of works to this particular type of filtering software without opening the door to other filtering
systems. Although proponents have offered the term “censorware,” the Register finds that term
pejorative and ambiguous. “Commercially marketed filtering software” is a more objective

description of the particular class.

The analysis of the statutory factors in relation to this proposed exemption reveals:

(1) The availability for use of the lists of blocked Internet locations is currently limited. While some
querying and sampling is available, these methods do not allow a comprehensive means of
determining what is being blocked and why these locations are being blocked. In addition, the
market for filtering software has generally grown despite the fact that an exemption has been in
place since the prohibition went into effect. There is no reason to believe that continuing the
exemption will have an adverse effect on the availability of the software itself. (2) The availability
for use for archival, preservation or educational purposes has not been addressed in this rulemaking.

(3) The impact of the prohibition on criticism, comment, news reporting, teaching, scholarship, or

T David Burt, April 11, 2003, p. 80.
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research in relation to these lists of blocked Internet locations is significant. If the prohibition were
in effect for these works, the only criticism, comment, news reporting or research on these works
that would be available would be the limited querying and sampling that was shown to be generally
inadequate for more than superficial analysis. Given the broad use of such filtering software in
schools and libraries, over-blocking could adversely affect scholarship and research performed on
the Internet. (4) The effect of circumvention on the market for or value of these works appears to be
minimal. The evidence of the past three years is instructive for the likelihood of future harm. The
lack of harm is in part due to the fact that few took advantage of the exemption and in part due to the
narrow scope of the exemption. While a new exemption requires taking into account of the present
realities of the data assembled in these lists, e.g., IP addresses, URLs and combinations of these
forms of addresses, it also requires limiting unintended consequences. Therefore, the new exemption
exempts circumvention of lists of “Internet addresses” in commercially marketed filtering software
rather than “lists of websites,” while at the same time excluding circumvention of lists of Internet
addresses blocked by software applications that operate exclusively to protect against damage to a
computer or computer network, e.g., antivirus or firewall applications, or lists of Internet addresses
blocked by software application that operate exclusively to prevent receipt of email, e.g., spam

filters.

2. Computer programs protected by dongles that prevent access due to
malfunction or damage and which are obsolete.

Many commenters supported a renewal of the exemption made in 2000 for “literary works,
including computer programs and databases, protected by access control mechanisms that fail to
permit access because of malfunction, damage or obsoleteness.”’ Few commenters, however,
provided any factual support for such an exemption. There was a complete absence of specificity

regarding what works are involved, what type of harm has occurred, or the scope of such present or

7 E.g., C29(4), C30(6), C32, C33, R10, R12, R15, R21
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likely harm in many of the comments. Instead, many commenters simply requested that the Librarian
renew the exemption established in the previous rulemaking. They claimed that since there is no
evidence that the conditions in the market have changed, the exemption should be renewed. Since
such a claim for “renewal” is discussed extensively above, it suffices to restate that such burden-
shifting is incompatible with the de novo nature of the triennial review.” Allowing a presumption to
be created based on a finding of likely harm made in a preceding rulemaking would effectively
transform any exemption into a permanent exemption unless opponents satisfied a burden of going

forward with new evidence.

However, a few commenters and persons testifying at the hearings did provide some factual
support, although such evidence focused on a narrower class of works.” In particular, Joseph
Montoro presented some evidence, albeit not abundant evidence, some significant and some only
anecdotal, that the adverse effects related to “dongles” or hardware locks continue to exist. The
Register has considered the totality of the evidence — including evidence of past harm, present needs,
and likely future harm, as well as the concerns raised by opponents that the previous exemption was
too broad — together with the absence of any evidence of an adverse effect on the market for or value
of the class of works at issue. It is also instructive that an exemption has been in place for the past
three years, but opponents did not cite any evidence of harm resulting from that exemption.*

Viewed as a whole, the case was made for a new but more narrowly tailored exemption.

% Commerce Report, H.R. Rep. No. 105-551, pt.2, 37 (1998) and accord, letter from
NTIA at 4.

% R15, T Joseph Montoro, May 2, 2003, p. 145 et seq.; T Brewster Kahle, May
14,2003, p. 84ff; and PHR Brewster Kahle, The Internet Archive.

% See generally, T Emery Simon and Keith Kupferschmid, May 2, 2003, p. 224-229.
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Because absolutely no facts were presented to the Register in support of this exemption
relating to literary works other than computer programs, or to access control mechanisms other than
dongles, consideration of the exemption in this rulemaking will be limited to computer programs

protected by dongles.”!

A significant part of the evidence presented by Mr. Montoro in support of such an exemption
was his testimony about a client’s concern about the potential malfunctioning of dongles which had
failed in the past and which were manufactured by a company that was no longer in business. This
client was the Nebraska Service Center of the Immigration and Naturalization Service office which
was, at the time, a part of the U.S. Department of Justice.®” The letter received from the INS office
stated: “[i]f those dongles had failed or become inoperable, there would have been an indefinite halt
in travel document production.” The letter also added that the time and training that would have
been necessary to change to new software would have been prohibitive. If a person purchased
software that should still work but for the failure of the technological protection measure controlling

access, the continued use of that software would appear to qualify as a noninfringing use.

The letter submitted by Mr. Montoro presents a variation on the theme of damaged dongles,
but the situation described does not appear to fall within the scope of the existing exemption. From
the testimony and the letter, it does not appear that the technological measure was actually

preventing access to the computer program, but rather that, based on experiences in the past, one

61 As discussed in the previous rulemaking, dongles are hardware locks attached to a
computer that interact with software programs to prevent unauthorized access to that software.
65 FR at 64565.

62 In addition to testimony about this client’s problem with dongles, Mr. Montoro
supplemented the record at the hearing with documentary evidence which included a copy of a
letter from a Program Analyst from the INS office. A public copy of this document is available
for inspection at the United States Copyright Office.
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might expect that it would prevent access at some time in the future. While the access control may
have been obsolete, in that the software vendor was no longer in business and no replacement could

be obtained, the fact that it was obsolete was not causing it to fail to permit access.

The exemption in place for the past three years did not include computer programs protected
by dongles that might prevent access due to malfunction or damage, nor has any participant in this
rulemaking proceeding suggested such an exemption. It required that the access control actually
“fail to permit access because of malfunction, damage, or obsoleteness.” However, the principal
example presented by Mr. Montoro related to a fact situation that would not be covered by the
current exemption — nor, as will be seen, would it be covered by the exemption the Register is
recommending. Mr. Montoro’s testimony raises the question of whether access controls such as
dongles which “may fail,” or which one fears might fail, have impeded or are likely to impede users
of software in their ability to make noninfringing uses. As a matter of logic, it does not appear that
this can be so, and as a matter of fact, it has not been proven. As long as a dongle is working
properly, it is difficult to understand how it would be preventing noninfringing uses. The fear that it
might cease to work properly does not adversely affect the user’s ability to engage in noninfringing
uses; at most, it adversely affects the user’s confidence that he will be able to continue engaging in
noninfringing uses. But section 1201(a)(1) (C) does not instruct the Librarian to take into account
one’s fear that one will be unable to continue to engage in permitted uses. Especially when no
showing has been made of the likelihood of failure, the Register is unwilling to recommend an
exemption that has no objective criteria as its basis.*> A claim that a dongle prevents access due to
damage or malfunction is subject to verification, but no objective criteria have been suggested
whereby one could establish whether dongles that currently work are likely to fail during the next

three-year period. Indeed, because any dongle could fail within the next three years, an exemption

8 Cf. 65 FR at 64566 (rejecting, in rulemaking proceeding in 2000, extension of
exemption to situations involving lost dongles, due to difficulty in ascertaining whether a dongle
has truly been lost — a claim that is easy to assert and virtually impossible to disprove).
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that covered dongles that have not failed but may fail in the future would, in effect, cover all

dongles.

Thus, the record does not support an exemption for computer software protected by dongles
that are working properly. Indeed, the record does not support an exemption that would cover all
malfunctioning dongles, since in many cases the manufacturer will readily replace or repair the
dongle.* A limiting principle based on the evidence produced is warranted to avoid unnecessary

harm to the market for or value of computer programs protected by dongles.

The evidence suggests that qualification of the exemption is appropriate. In the INS situation,
the most significant fact was that the company that manufactured the software and dongle was no
longer in business. Even though an exemption for prospective failure is not supportable, the fact that
no support would be available to the user in the event of the dongle’s failure is a critical concern to
users of dongle-protected software. Other comments addressed this unavailability of support that
was often the result of the sale or dissolution of the software company that originally marketed the
software or the discontinuation of support by a software company or a successor company.® In
some other cases where the software manufacturer was still in business, lengthy time delays in
responsiveness or excessively high costs for replacement, sometimes equivalent to the purchase
price of the software, were experienced. ® Numerous instances were presented of users of dongle-

protected software expressing concern about the unavailability of replacement or repair.®’

T Keith Kupferschmid, May 2, 2003, p. 189-90.
65 C32(5) and T Montoro, May 2, 2003, p. 156, and exhibits, e.g., p. 83 and 84.
% Montoro exhibit at 89.

67 Montoro exhibits, e.g., INS letter and attached email.
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There are at least four cited instances evidencing damaged or malfunctioning dongles for
which repair or replacement was not reasonably available. In one case a user paid $12,000 for a
software that was protected by a dongle, but the program would not run due to a “defective” dongle.
This user stated that the software company would not help remedy the problem and redirected the
user to a dealer who did not answer the phone. In another case, an ambulance company running
software that was protected by a dongle experienced crashes every time a dial-up session was
initiated. Although both the software company and the dongle manufacturer acknowledged that the
problem was known for approximately two years, no solution for this malfunction was provided. In
another case, a U.S. business licensed software from a company in England that eventually ceased
support, in the form of dongle drivers, for a DOS based program and only offered the sale of a
program upgrade to the software at considerable cost without any significant increase in
functionality for the business. Another person claimed that a supplied dongle did not function
properly and that after three months, a replacement has not yet materialized. None of these examples

were contradicted in the comments or testimony of opponents of an exemption.

After reviewing the record, the Register finds that the unavailability of dongle replacement or
repair from the original vendor in and of itself is not sufficient to justify an exemption when the
computer program and dongle are still providing access to the work. In this respect, the existing
exemption is overbroad to the extent that it includes works “protected by access control mechanisms
that fail to permit access because of ... obsoleteness.” In considering obsoleteness, the Register is
unable to think of any instances where the fact that a dongle is obsolete has caused the dongle to fail

to permit access. Certainly, no evidence has been presented of such a phenomenon.®

% See, however, section III.A.3. below.
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Nor does the Register believe that an exemption is warranted simply when a dongle is
malfunctioning or damaged, but where a replacement is reasonably available. Based on the evidence
produced in this proceeding, an exemption is warranted when both access is prevented as a result of
damage or malfunction and the dongle is obsolete. As in the previous rulemaking, the Register
believes that the definition of “obsolete” set forth in 17 U.S.C. 108(c) captures the circumstances
under which an exemption is justified: “a [dongle] shall be considered obsolete if [it] is no longer
manufactured or is no longer reasonably available in the commercial marketplace.” For purposes of
this exemption, a dongle would be considered “obsolete” if a replacement or repair are not
reasonably available in the marketplace. This refinement of the previous exemption addresses
concerns raised by both proponents and opponents of an exemption and comports with common
sense. If the replacement or repair of a malfunctioning or damaged dongle is reasonably available in
the marketplace, circumvention will generally not be necessary. In addition to encouraging
reasonable support to be made available to users, the exemption will allow users who are denied
access as a result of a damaged or malfunctioning dongle to circumvent when a reasonable
alternative is unavailable. This exemption minimizes the adverse effects on noninfringing uses by
users of software protected by these access control measures while also minimizing the adverse

effects on copyright owners.

In applying the statutory factors to the record, the balance weighs in favor of this more
narrowly tailored exemption. While the use of dongles, and the availability of legal remedies
against those who unlawfully circumvent the protections offered by dongles, offers an incentive for
software publishers (and, in particular, publishers of expensive software such as computer assisted
design software) to make those works available, it is difficult to imagine that the limited exemption
recommended here would adversely affect that incentive. No evidence has been presented with
respect to the extent to which such works are available for nonprofit archival, preservation, or
educational activity, or with respect to the effect of the prohibition on criticism, comment, news

reporting, teaching, scholarship, or research. However, in the case of damaged or malfunctioning
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dongles for which there is no reasonable availability of replacement or repair, it is evident that the
availability for nonprofit archival, preservation or educational activity will be adversely affected and
the prohibition will adversely affect those users in possession of such damaged or malfunctioning
measures who seek to use the work for criticism, comment, news reporting, teaching, scholarship or
research. While the second and third factor logically appear to favor the exemption, the absence of
clear guidance in the record does not allow these factors to weigh heavily in this case. The fourth
factor is more instructive. An exemption for all computer programs protected by dongles would
adversely affect the market for and value of software. Similarly, an exemption for computer
programs protected by dongles that may fail in the future or, alternatively, for which reasonable
replacement or repair is available would have the potential of adversely affecting the market for and
value of a significant portion of the market for computer programs protected by dongles at a point in
time when adverse effects are not yet occurring or when reasonable alternatives exist. Both of these
would weigh against an exemption. Yet the recommended class — computer programs protected by
dongles that are obsolete and that prevent access due to malfunction or damage — minimizes the
potential for adverse effects to the market for or value of these copyrighted works, thus weighing in
favor of an exemption. Finally, the absence of evidence that the existing exemption has resulted in
adverse effects further bolsters the evidence that this factor weighs in favor of an exemption in
regard for this more narrowly tailored class. The Register recommends the exemption of this class

for the next three-year period.

3. Computer programs and video games distributed in formats that have
become obsolete and which require the original media or hardware as a
condition of access. For purposes of this exemption, “formats that have
become obsolete” may refer to particular media or operating systems and
shall have the same meaning as in 17 U.S.C. 108(c): A format shall be
considered obsolete if the machine or system necessary to render
perceptible a work stored in that format is no longer manufactured or is
no longer reasonably available in the commercial marketplace.

The Internet Archive proposed an exemption for “Literary and audiovisual works embodied

in software whose access control systems prohibit access to replicas of the works.”
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It submitted comments and testified about problems associated with gaining access to archived
digital works. The Internet Archive describes itself as a non-profit library that maintains a collection
of websites, software and other works in digital formats in a digital archive.®® It has been given
collections of copyrighted works in digital formats or media that are degrading and becoming
obsolete with time. Because “[p]reservation of digital works poses a unique challenge because of
the quick deterioration of digital media and the rapid obsolescence of digital formats,”” the Internet
Archive desires to migrate the works to modern storage systems (e.g., by transferring a computer
program from a floppy diskette to a hard drive) that are more stable and that will ensure continuing
access to the works. Once a work has been copied to the new storage system, the Internet Archive
must be able to gain access to the resulting reproduction in order to verify that the integrity of the

transfer and backup was successful, complete, and functional.

The Internet Archive stated that works distributed in digital formats on physical media (such
as floppy diskettes, CD-ROMs, etc.) have sometimes been accompanied by technological measures
that, while technically permitting copies to be made, prevent those copies from functioning (so that,
for example, a copy of a computer program made from the original floppy diskette will not run, or a
copy of an audiovisual game made from the original CD-ROM cannot be played). Because of this, it
asserts that archives should be permitted to circumvent those technological measures in order not
only to load copies of the works into their storage systems, but also to be able to use those copies as
though they were still on the original medium. A copy of a computer program that will not run, or a

copy of a video game that will not play, is a copy in name only.

% T Brewster Kahle, May 14, 2003, p.84-85; C25.

™ C25,p.2.
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The primary form of access control with which the Internet Archive is concerned is the
“original only” access control. Long before the enactment of the DMCA, many works distributed in
digital formats on physical media (such as floppy diskettes) were designed so that the original
diskette must be inserted into the appropriate drive in the computer in order to enable access to the
work. When these works have been migrated to digital archival systems, the “original only”
protection measure built into the software or audiovisual work can no longer find the original
diskette since the copy of the work being used is not on the original diskette. In some cases, the
problem is that the software checks to see that an authorized CD-ROM or floppy diskette is installed
in a particular drive. In other cases, the software may be checking for some features of the hardware
for which it was designed., e.g., a floppy disk drive or a dongle to ensure that the copy is an
authorized one. As a result of migrating these works to archival drives or media, the software’s built-
in security check will fail because, inter alia, the work is not on the original diskette or because the
computer is trying to access the work from a different location than the one in which it was
originally stored. Verification of the integrity of the reproduction is important to the archival
process, and verification requires access to the work. Proponents of an exemption contend that in
order to access the reproduction, circumvention of the original access protection measure is
necessary. Circumvention is necessary to understand how the original access control operated so that

it can be emulated to allow access to the reproduction of the work.

The problem is particularly compelling when the physical format in which the copy was
originally marketed has become obsolete. If the Internet Archive is given computer software that
was marketed on 5 1/4 inch floppy diskettes, it will not even be able to access the work in its
original format on the typical computer sold in the marketplace today, because computers sold today
are not equipped with 5 1/4 inch floppy drives. However, Internet Archive also desires an
exemption that addresses the “original only” problem even when the medium on which the original
copy was marketed (e.g., CD-ROM) is not yet obsolete, noting that it is crucial to archive digital

works before they become inaccessible and before the information on the medium has degraded.
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This proposal raises a host of questions. Is the specified preservation activity a noninfringing
use? Is the “original only” check a technological measure that protects access to a work? If it is,
would an exemption restricted to obsolete formats resolve the problem? Should the exemption
extend beyond obsolete media to encompass media that are “becoming” obsolete? Should the class
encompass all literary and audiovisual works? Is the proposed exemption merely another way of
requesting a use-based exemption for preservation that would be more appropriately resolved by

Congress?”!

At the hearing on this issue and in the reply comments, there was a great deal of discussion
of the nature of the technological protection measures involved. The Joint Reply Commenters stated
that a “technology which allows copying but which renders the resulting copies less than fully
functional should be classified, in DMCA terms, as a copy control subject to section 1201(b), not an
access control,” and that it is “far from clear” that such technology is an access control.”” While it is
true that the primary purpose of such technology appears to be to prevent copying, e.g., by allowing
only nonfunctioning copies to be made, it does not follow that such a technology is not an access
control.” Indeed, the technology in question does allow copying. The problem is that the copy may

be of limited or no use. From the point of view of the user, there is a copy, but the user cannot get

1 See R7 at 5.
2R23 at 41.

7 Even the Joint Reply Commenters allowed that it is possible that it would be
considered an access control. T Steve Metalitz, May 14, 2003, p. 149. See also R23 at 41
(“The submitter asserts that these are access controls, not copy controls, but that is far from
clear,” an assertion that appears to allow the possibility that the technological measures in
question are indeed access controls).
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access to it.” It therefore appears that the primary purpose of a protection system does not

necessarily determine whether it is an access control, or a copy control, or both.

Therefore, the Internet Archive appears to have identified technological measures that
control access to works and that the Internet Archive claims have prevented it from engaging in
noninfringing preservation activities. Before examining whether the Internet Archive has actually
identified noninfringing activities affected by those access controls, however, we turn to whether it

has identified a “particular class of works.”

On its face, the Internet Archive’s proposal relates to “literary and audiovisual works,” two
major categories of works enumerated in section 102. While a “particular class of works” may
include works from more than one section 102 category, designating such a class creates some
tension with Congress’ instruction that a “particular class” be “a narrow and focused subset of the
broad categories of works of authorship” identified in section 102. The starting point in determining
a “class of works” may be a category of works, but usually the next step will be to narrow the class
to some subset of that category. And although a “particular class” might also include works from

more than one section 102 category, it probably would not include two categories in their entirety.”

™ By analogy, a CSS-encrypted DVD may be copied, yet in most situations, the copy
of the DVD will not play in a DVD CCA-licensed DVD player. Were the reasoning of the
reply comment applied to the CSS situation (if it allows copying, but not access to the copies,
the measure is not an access control in DMCA terms), one might have to conclude that a CSS-
encrypted DVD is not a technological measure that controls access, but rather was designed to
prevent unauthorized duplication. While preventing unauthorized duplication may be the
primary goal of such a technological scheme, the courts have held that CSS is a technological
measure that “effectively controls access to a work.” See, e.g., Universal City Studios v.
Corley, 273 F.3d 429 (2d. Cir. 2001); Universal City Studios, Inc. v. Reimerdes, 111 F.
Supp.2d 294, 317-18 (S.D>N.Y. 2000).

> See 65 FR at 64560.
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Moreover, the nature of the problem identified by the Internet Archive would appear, as a
matter of logic and common experience, to be one that is likely to occur with respect to virtually all
categories of works. In fact, the class proposed by the Internet Archive appears dangerously close to
being an indirect way of attempting to achieve a “use-based” exemption for preservation activity.
Although, as a matter of policy, there may be merit to the notion that exemptions from the
prohibition on circumvention should be based on the circumventor’s intended use, that is not an
option that Congress has given to the Librarian in this rulemaking. The statute requires that

exemptions relate to “a particular class of copyrighted works,”’®

and as the Register concluded in the
previous rulemaking, “[b]ased on a review of the statutory language and the legislative history, the
view that a ‘class’ of works can be defined in terms of the status of the user or the nature of the

77 'While, as discussed below in the discussion of the “other

intended use appears to be untenable.
factors” that the Librarian may consider, consideration should be given to creating a statutory
exemption permitting libraries and archives to circumvent access controls in particular
circumstances for purposes of archiving and preservation, any exemption resulting from this

rulemaking must relate to a “particular class” of works, and will be available to anyone engaging in

a noninfringing use.

In any event, the Internet Archive has not made the case for a broad class of works
encompassing two section 102 categories in their entirety. Rather, it has made the case for a class of
works that is narrower in several respects: the class includes only works that are in formats that
require the original media or hardware as a condition of access, that consists only of computer
programs and video games, and only when they are in obsolete formats. The first two conditions are

the consequences of the proof submitted by Internet Archive in making its case for an exemption;

76 §1201(a)(1)(C).

7765 FR at 64559.
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the final condition is the result of the Register’s analysis of the noninfringing uses the Internet

Archive has been prevented from making.

One of these limitations was suggested by the Internet Archive in its submissions to the
Register, although not in so many words. The proposed class consisted of “Literary and audiovisual
works embodied in software whose access control systems prohibit access to replicas of the works.”
(Emphasis added). In proposing such a class, the Internet Archive appears to have been guided by
the Register’s recommendation in the previous rulemaking, which stated that in determining the
contours of a particular class of works, “the section 102 categories of works are, at the very least, the
starting point for any determination of what a ‘particular class of work’ might be,” and that “[s]uch a
classification would begin by reference to attributes of the works themselves, but could then be
narrowed by reference to the medium on which the works are distributed, or even to the access

control measures applied to them.””®

The Register believes that a class defined, in part, by reference to “software whose access
control systems prohibit access to replicas of the works” is ambiguous. Indeed, the Register can
fathom what the proposed class consists of only because the Internet Archive, in its comments,
testimony and post-hearing responses, has elaborated on the nature of the access controls that have
prevented it from making usable replacement copies. The principal form of access control identified
by the Internet Archive, as described above, is the “original-only” access control which requires use
of the original, authorized copy obtained by the user. The Internet Archive also identifies two other
forms of access control that may prohibit access to archival copies: dongles and the “Lenslok lens-

based access protection.”

® 65 FR at 64560.
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Dongles are discussed above, in connection with the second exemption recommended by the
Register. For archives, however, dongles present a problem not only when they are damaged or
malfunction, but also when “the peripheral ports to plug in the dongle do not exist on new computer
models.”” Lenslok is described by the Internet Archive as “an exotic access protection system for
Sinclair Spectrum systems” that “works by holding a plastic lens up to the screen to decode a
password that allows the user to access the title.” Internet Archive alleges that the password is
“impossible to read” on modern equipment and that “it is very difficult to locate the Lenslock plastic

lens 9980

The Register believes that a class delimited, in part, by a requirement that the covered works
were distributed in formats that “require the original media or hardware as a condition of access”
addresses precisely the types of access controls that have created difficulties for the Internet
Archive. While this exemption is crafted with original-only access controls in mind, it also happens
to cover the situations described by the Internet Archive relating to dongles and Lenslok when the
work is in an obsolete format. The dongle and the Lenslok can fairly be described as “original
hardware” that accompanied the original copy of the software and that must be used in order to gain
access to the software. Thus, subject to the limitation to computer programs and video games and

the requirement that the software be in an obsolete format, the recommended exemption addresses

" PHR Brewster Kahle, The Internet Archive, p. 2. The Internet Archives also asserts
that “hardware dongles are difficult to find.” Id. While the Register would hesitate before
recommending an exemption based only on the assertion that dongles are hard to find, just as
she refrained from recommending an exemption in 2000 that would extend to “lost” dongles,
see 65 FR at 64566, the additional difficulties Internet Archive has encountered with dongles,
as well as the additional requirements included in the recommended exemption, make it
unnecessary to decide whether difficulty in finding the appropriate dongle would by itself
justify an exemption.

% 1d., p. 2.
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the works for which Internet Archive has sought an exemption.

The Register recommends limiting the types of works exempted to computer programs and
video games, rather than the Internet Archive’s requested class of literary and audiovisual works,
because the evidence in the record of this rulemaking does not support such a broad class of works.
The Internet Archive presented a great deal of evidence relating to computer programs.®' There is
also evidence in the record showing that a significant number of computer and video games are
available only in obsolete formats, a characteristic that, for reasons discussed below, is important for
purposes of this exemption.*® The case for other types of literary or audiovisual works is far less
clear. The Internet Archive has made passing references to works like “Shogun” and to “Ephemeral
Films,” the “Voyager Archive,” and the “Macromedia Archive,” but there is virtually no explanation
of how these references apply to the argument, the classes of works involved, the quantity of works
for which there is a problem, or the technological protection measure applied to these works. For
example, “Exhibit A” to the Internet Archive’s post-hearing response to questions is a list of
numerous titles stated to be in the Voyager Archive, but no information is provided beyond the
titles.®* A title such as “Beethoven: Symphony No. 9" suggests a sound recording, but its relevance
is completely undecipherable. The lack of meaningful information about the nature of these works,
the formats that they are on, or the technological measures preventing noninfringing uses frustrates
the ability to evaluate these works and the need for an exemption for such works. Similarly, although
one early computerized book was mentioned in the testimony,** the scope of any problem relating to

digital books is unknown; one example is insufficient to exempt an entire class of copyrighted works

81 C25, R15, T Brewster Kahle, May 14, 2003, p. 88-90 and 124-39, and PHR
Brewster Kahle, The Internet Archive.

8 14q.
8 PHR Brewster Kahle, The Internet Archive, p. 2 and 5.

% T Brewster Kahle, May 14, 2003, p. 88 (“Shogun”).
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even if that class is limited to obsolete formats. Accordingly, because Internet Archive was able to
demonstrate more than de minimis problems only with respect to computer programs and video
games, the Register recommends that the exempted class of works be limited to those two types of

works.

The final limitation recommended by the Register is that the works must have been
“distributed in formats that have become obsolete.” Obsolete formats include particular media, as
well as operating systems, that are no longer manufactured or reasonably available in the
marketplace. A likely example of an obsolete medium is the 5 1/4 inch floppy diskette;* a likely
example of an obsolete operating system is the Commodore Amiga operating system. As with the
exemption for computer programs protected by dongles, which is limited to damaged or
malfunctioning dongles that are obsolete, the definition of “obsolete” is taken from 17 U.S.C.
§108(c).** Adapted to the context of this exemption, a format shall be considered obsolete if the

machine or system necessary to render perceptible a work stored in that format is no longer

% Whether 5 1/4 inch floppy diskettes actually are obsolete today is unclear. No
commenters or witnesses have stated whether they are obsolete; it seems to have been tacitly
assumed that they are. While the Register can take administrative notice that computers are
not typically sold today with 5 1/4 inch floppy disk drives, see Nat’l Classification Comm. v.
United States, 779 F.2d 687, 695 (D.C. Cir. 1985) (“[i]t is beyond dispute that an agency may
provide the factual predicate for a finding by taking ‘official notice’ of matters of common
knowledge”), nevertheless it may be that floppy disk drives are still manufactured or are still
reasonably available in the commercial marketplace. In any dispute in which a library or
archive relies on the exemption recommended herein to justify circumvention of access
controls on software fixed on a 5 1/4 inch floppy diskette, it would be a matter of proof
whether 5 1/4 inch drives are indeed obsolete.

8 “For purposes of this subsection, a format shall be considered obsolete if the
machine or device necessary to render perceptible a work stored in that format is no longer
manufactured or is no longer reasonably available in the commercial marketplace.”



Recommendation of the Register of Copyrights October 27, 2003 Page 51

manufactured or is no longer reasonably available in the commercial marketplace. A work is not

considered “reasonably available” if it can only be purchased in second-hand stores.*’

This final limitation to works distributed in formats that have become obsolete is based on
the Register’s analysis of the noninfringing uses that original-only access controls have adversely
affected. The Internet Archive asserts that its preservation activity is a noninfringing use under
sections 107, 108, and 117(a)(2) of the Copyright Act. Section 117(a)(2) addresses the reproduction
and adaptation of a copy of a computer program by its owner for archival purposes. Section 108
specifically deals with recurring operations that are necessary for the certain preservation and other

activities of libraries and archives. Section 107 is the codification of the fair use defense.

Because §108 was enacted specifically to address reproduction by libraries and archives, and
was amended by the Digital Millennium Copyright Act to address certain digital issues,* analysis of
noninfringing archival and preservation activities logically begins with that section. Since the
proposed noninfringing use of these works relates to the making of replacement copies of published
works for preservation and use by libraries and archives, the particular subsection of section 108 that
would govern such activity is §108(c). Section 108(c) allows three copies or phonorecords of
published works to be duplicated solely for the purpose of replacement of a copy or phonorecord
that is damaged, deteriorating, lost, or stolen, or if the existing format in which the work is stored

has become obsolete, if —

(1) the library or archives has, after a reasonable effort, determined that an
unused replacement cannot be obtained at a fair price; and

87°S. Rep. No. 105-190 at 62. (1998). See also House Manager’s Report 48.

% Pub. L. No. 105-304, §404 (1998).
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(2) any such copy or phonorecord that is reproduced in digital format is not
made available to the public in that format outside the premises of the library
or archives in lawful possession of such copy.

Section 108(c) does not authorize generalized preservation activities; it is limited by its
terms. While the Internet Archive appears to be in lawful possession of the digital copies of the
works it seeks to preserve, the safe harbor of §108(c) does not encompass all of the works sought to
be archived. The Internet Archive has not suggested that the original copies or phonorecords of the
works it intends to reproduce have been damaged, lost or stolen. While it may be asserted that some
of these works are “deteriorating,” that is a factual question that would have to be determined on a
copy-by-copy basis. It would not be reasonable to interpret this term in the extremely broad sense
that all works are, to a certain extent, deteriorating or in the process of becoming obsolete from the
moment of creation, since this would be an interpretation that would swallow the rule. Some
meaningful evidence of specific deterioration would appear to be necessary. The Internet Archive
has not asserted that any work is deteriorating (apart from the broad sense discussed above), but
rather that the formats are or are becoming obsolete. In its 1998 amendments to §108, Congress
chose to exempt formats that have “become obsolete,” not to exempt formats that are becoming
obsolete. Therefore, the only digital reproduction of published works that would be noninfringing
under §108 relates to copies or phonorecords that are damaged, deteriorating, lost, or stolen, or those
works distributed on formats that have already become obsolete. Based on the record in this
rulemaking, only the last condition has been put before the Register in relation to preservation

activity — works stored on existing formats that have become obsolete.*

Even in cases where the format is obsolete, §108(c) imposes two additional requirements

before a library or archive is permitted to make copies: (1) the library or archives must have

% Proposals and evidence for malfunctioning and damaged access controls (as opposed
to works) on computer programs are dealt with separately. See discussion supra, Section
II.A.2.
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determined that an unused replacement cannot be obtained at a fair price and (2) the digital
reproduction of a copy or phonorecord may not be made available to the public “outside the
premises of the library or archives in lawful possession of such copy.” For purposes of the inquiry
in this rulemaking, the first condition is an important one for determining whether or not such
activity is a noninfringing use.”’ The proponents of the exemption have produced no evidence on
this question, but this is understandable because even if a reasonably priced replacement were
available, it would not satisfy the intended use by the Internet Archive — migration to a different
medium, e.g, a hard drive. Still, to fall within the scope of permitted uses under §108(c), a library or

archive must have determined that an unused replacement cannot be obtained at a fair price.

Even though a library or archive must have determined that an unused replacement cannot be
obtained at a fair price in order to qualify for the § 108(c) exemption, it can safely be assumed that
there will be many occasions when an unused replacement will not be “reasonably available.” For
example, it is very likely that many early video games that were produced in now-obsolete formats
are not available today. Similarly, twenty year old computer programs are highly unlikely to be
available, in their original versions, in the marketplace. Indeed, the Internet Archive’s testimony
indicated that in many cases, the original producers of software no longer have any copies of old

versions of the software that the Internet Archive has.”

%17 U.S.C. §108(c).

*'The latter condition is, of course, important to a determination of whether the
circumvention was limited to a noninfringing use, e.g., on site use. The proponent of the
exemption, the Internet Archive, has stated that it limits access to its archive in conformance
with this requirement. A library or archive that made copies of the archived material available
to the public outside its premises would be exceeding the privilege afforded by §108 and,
unless some other defense to infringement were available, would be unable to avail itself of the
recommended exemption that would permit it to circumvent the “original-only” access control
when engaging in noninfringing uses.

%2 T Brewster Kahle, May 14, 2003, p. 152.
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In addition, it must be acknowledged that in enacting the DMCA, Congress specifically
amended section 108 (c) to provide for the digital reproduction of works for certain preservation and

use purposes. As the Senate Judiciary Committee’s report on the DMCA states:

The amendment to subsection (¢) also broadens its coverage to allow
the updating of obsolete formats. It permits the making of such copies
or phonorecords of a work “if the existing format in which the work is
stored has become obsolete.” This provision is intended to permit
libraries and archives to ensure that copies of works in their
collections continue to be accessible and useful to their patrons. In
order to ensure that the provision does not inadvertently result in the
suppression of ongoing commercial offerings of works in still-usable
formats, the amendment explicitly provides that, for purposes of this
subsection, a format will be considered obsolete only if the machine or
device necessary to render perceptible a work stored in that format is
no longer manufactured or reasonably available in a commercial
marketplace. Under this language, if the needed machine or device can
only be purchased in second-hand stores, it should not be considered
“reasonably available.””

This statement in the legislative history supports the view that Congress’ amendment was intended

to allow digital reproduction of works in obsolete formats.

Although §108(c) could reasonably suffice to qualify the preservation of obsolete formats of
works as a noninfringing use, the Internet Archive seeks a broader exemption that would extend to
formats that are not yet obsolete. For that reason, it is necessary to examine the other bases relied on
by Internet Archive in support of its contention that such archival activity is noninfringing: sections

107 and 117(a)(2).

The Register does not recommend broadening the exemption based on fair use, which is
codified in §107. In determining whether libraries and archives may circumvent access controls for
the purpose of systematic preservation of digital works, the Register believes that reliance on §107 is

inappropriate. While it is true that some preservation activity beyond the scope of §108 may well

%S. Rep. No. 105-190 at 62. (1998). See also House Manager’s Report at 48.
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constitute a fair use, it is improper in this context to generalize about the parameters of §107. Fair
use involves a case-by-case analysis’ that requires the application of the four mandatory factors to
the particular facts of each particular use.” Since disparate works may be involved in the
preservation activity and the effect on the potential market for the work may vary, sweeping
generalizations are unfounded. Also, the fact that Congress specifically addressed the making of
preservation copies by libraries and archives when it amended §108 — a section that contains express
limitations on the exemption that were an important ingredient in the balance achieved, e.g., digital
reproductions may not be made available beyond the premises of the library or archives, and, as
noted above, an unused replacement at a fair price must be unavailable — necessitates caution before
resorting to §107 for broader uses.” This is particularly true in light of the fact that Congress enacted
the amendment to §108 as part of the DMCA, the same legislation that enacted §1201. Unless
particular facts about the use of particular works are presented to reveal that the §108(c) exemption
is insufficient, and unless these particular facts could be analyzed under §107 to establish a
likelihood that fair use is applicable, it would be improper in this rulemaking to go beyond the

express congressional parameters contained in the DMCA amendments to §108.

The Register reaches a similar conclusion with respect to §117(a)(2). The limitation on the
exclusive rights of copyright owners contained in §117(a)(2) is limited to “computer programs.” The

term “computer programs” is defined in the Copyright Act as “a set of statements or instructions to

% H.R. Rep. No. 94-1476, at 66 (1976); Campbell v. Acuff-Rose Music, Inc., 510
U.S. 569, 577 (1994); Nimmer on Copyright §13.05[A][4].

% H.R. Rep. No. 94-1476, at 65 (1976) (“each case raising the question must be
decided on its own facts”).

% In explaining why the proposed exemption would not harm the interests of copyright
owners the Internet Archive itself pointed out that “We're regulated just like everybody else
within the sort of 108 work. [Sic.]We are a library. So the use is protected.” T Brewster
Kahle, May 14, 2003, p. 91.
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be used directly or indirectly in a computer in order to bring about a certain result.””’” Section
117(a)(2) permits the owner of a copy of a computer program to make or to authorize the making of
another copy or adaptation of that computer program when “such copy or adaptation is for archival
purposes only and all archival copies are destroyed in the event that continued possession of the

computer program should cease to be rightful.”

While a superficial reading of §117(a)(2) might lead to the conclusion that activities such as
those of the Internet Archive fall within its scope, case law construing §117(a)(2) requires caution in
applying the exemption, and the leading treatises confirm that the construction of this exemption
may be narrow. The Internet Archive states that “[s]ection 117(a)(2) allows software owners to
make reproductions for archival use” and asserts that it is engaging in archival use; therefore, its
activity is covered by this exemption. But the bulk of the authority construing §117(a)(2) suggests
that the actual scope of that exemption does not extend to the systematic migration to modern
storage systems” of a wide variety of works by, in the Internet Archive’s own words, a nonprofit
library that provides free access to an enormous and wide-ranging collection of web pages, movies,
books, sound recordings and software in order to provide an historical record to future generations.”
As one appellate court recently stated, “ Under the Copyright Act, the phrase ‘copy for archival
purposes’ has established meaning with reference to computer programs: to make a backup copy to
guard against the risk of damage to or destruction of the original caused by mechanical or electrical
failure. See 17 U.S.C. § 117(a)(2).”' The major treatises are in accord. “Courts have generally

construed this exemption narrowly and in light of the concern that occasioned its

717 U.S.C. § 101.
% 25, p. 2.
% C25,p. 1.

1% Operating System Support, Inc. v. Wang Laboratories, Inc., 52 Fed.Appx. 160, 169,
2002 WL 1791101 (3rd Cir. 2002).
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adoption--specifically, ‘to guard against destruction or damage by mechanical or electrical
failure.””'®" “It has been held that this archival copy privilege may be invoked only where the copy

purchased by the ‘owner’ may be destroyed or damaged by ‘mechanical or electrical failure.””'”

It is far from clear that the purpose of the archival activity by Internet Archive and by other
libraries and archives is to guard against destruction or damage by mechanical or electrical failure.
Rather, the primary purpose of the Internet Archive’s activity appears to be, in the words of its
[director], that “formats become obsolete and the platforms change.”'”® At least in part, Internet
Archive wishes to create archival copies of computer programs due to the “rapid obsolescence of
digital formats.”'* Thus, to the extent that case law and treatises suggest that archiving of computer
programs for other purposes is not permitted under §117, it is questionable whether that section
applies to such archival activity. To be sure, the Internet Archive also states that it wishes to migrate
digital works to its modern storage system because they are on media that are “degrading,” and that
this “must be done before the formats or media become obsolete or damaged.”'® Thus, it appears
that the Internet Archive’s systematic reproductions have a dual purpose: to ensure that the works
are accessible on modern equipment and to ensure that intact reproductions of the work will be

available in the event that the original copy is damaged.

%0 T1 P. Goldstein, Copyright §5.2.1.4 (2003).

1922 M. & D. Nimmer, Nimmer on Copyright §8.08[C] (2003). See also Micro-Sparc,
Inc. v. Amtype Corp., 592 F. Supp. 33 (D. Mass. 1984) ; Atari, Inc. v. JS&A Group, Inc., 597 F.
Supp. 5 (N.D. IIL. 1983); Vault Corp. v. Quaid Software Ltd., 655 F. Supp. 750, 759 (E.D. La.
1987), aff'd, 847 F.2d 255 (5th Cir. 1988). But see Vault Corp. v. Quaid Software L.td., 847 F.2d
255, 267 (5th Cir. 1988) (“Congress imposed no restriction upon the purpose or reason of the
owner in making the archival copy; only the use made of that copy is restricted”).

195 T Brewster Kahle, May 14, 2003, p. 86.
14 PHR Brewster Kahle, The Internet Archives, p. 2.

105 C 25, p. 2.
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Ultimately, however, the Internet Archive’s purpose is not to make a backup copy; rather, it
is to make a “use” copy. The copies that are migrated to the Internet Archive’s modern storage
system are, in fact, the copies that will be used — and not only by the Internet Archive, but also by
members of the general public. “The Internet Archive and all of its collections are open to the
public either directly or through a straightforward registration process.”'” “The Archive now
provides free access to an enormous and wide-ranging collection of web pages, movies, books,
sound recordings and software.”'”” Thus, the activity which is the basis for the Internet Archive’s

requested exemption is not simply archival activity. See Allen-Myland, Inc. v. International

Business Machs. Corp., 746 F. Supp. 520, 537 & fn. 19 (E.D. Pa. 1990) (§117(a)(2) “protects solely

those copies used "for archival purposes only", and not copies made for use). As the statute states,

the exemption applies to copies made “for archival purposes only.” '*®

Because it seems unlikely at best that the activities asserted by the Internet Archive as a
justification for exempting a class of works fall within the scope of §117(a)(2), the Register cannot
conclude that that provision would justify exempting a class of works broader than that which is
justified based on an application of §108(c). Moreover, the fact that the activity for which an
exemption is sought fits far more comfortably within the scope of §108 than that of §117 persuades
that Register that reliance on §117 to exempt a potentially broader class than could be supported
under §108 would be unjustified. The fact that §117 was not created to enable libraries and

archives to perform their important public functions — that is the purpose of §108 — leads to the

15 C 25, p. 7.

97 1d., p. 1. See also Internet Archives post-hearing response, p. 2 (“Like a paper
library the Archive also provides free access to researchers, historians, scholars and the
general public”).

1% The restriction to “archival purposes only” also suggests that when, as discussed
above, the reproductions are made only in part to guard against mechanical or electrical
failure, the reproduction is not within the scope of the exemption.
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conclusion that any exemption designed to address the concerns raised by the Internet Archive
should be limited to the congressionally-chosen parameters of section 108, especially when

Congress redefined those parameters as part of the DMCA.

A review of the mandatory statutory factors of § 1201(a)(1)(C) to assess the proper balance
based on the record confirms the Register’s judgment that an exemption should be granted for
computer programs and video games distributed in formats that have become obsolete and which

require the original media or hardware as a condition of access.

The availability for use of copyrighted works.

Works in the proposed class of literary and audiovisual works are, broadly speaking,
available for use in a number of unprotected formats. This is not true, however, with respect to
certain kinds of works, i.e., many works produced solely in digital formats, such as computer
programs and video games, for which there is obviously no alternative analog substitute. Many such
works are accompanied by access controls, and the proponents of an exemption have demonstrated
that many computer programs and video games have been protected by “original-only” access
controls. Such controls do, in theory, limit the availability for use of such works, but the only
circumstances under which the proponents have shown that use has actually been restricted relate to
preservation activity (discussed below) where the access controls require the use of physical or
software formats that are not available to the user. The constraints on availability for use that are

created by such access controls militate in favor of an exemption.

An evaluation of the availability for use of copyrighted works must also consider whether, in

the context of the particular class of works in question, access control measures are increasing or
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restricting the availability of works to the public in general.'”

Because many providers of software
and video games have elected to use “original-only” access controls to ensure that unauthorized
copies of their works may not be disseminated and displace the market for legitimate copies, care
must be taken, in fashioning any exemption, to limit the scope of the exemption so that it does not
serve as a disincentive to continue to make such works available. Restricting the exemption to
software and videogames that are (1) protected by such access controls and (2) in obsolete formats,
serves this end while permitting noninfringing uses in the cases where users have no other (or, at
best, very limited) options if they wish to gain access to the works. The restriction to obsolete
formats also helps ensure that use of the exemption will likely be made only or at least largely by

some libraries and archives, since consumers are less likely than libraries and archives to have an

interest in using and copying out-of-date software and video games.

The availability for use of works for nonprofit archival, preservation, and educational purposes.

When the focus is shifted from availability for general use to availability for nonprofit
archival, preservation, and educational purposes, the core concerns of the proponents of this
exemption are apparent. “Original-only” access controls necessarily affect preservation activities.
Works that are “born digital,” such as computer programs and video games, can best be preserved in
digital formats, and as hardware and software formats fall out of use, preservation can best be
accomplished by migrating the works to modern storage media and in formats that modern devices
can access. Even for works that exist in both analog and digital formats, the archivist has a
legitimate interest in preserving all editions, including the electronic editions, for posterity. The
archivist confronted with access controls that prevent preservation of digital works must either
circumvent those access controls or refrain from making a usable copy of the digital work. The
latter option obviously does not serve the interests that the second statutory factor is intended to

advance.

109 See 65 FR at 64564.
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The interest in making works available for preservation purposes is highest when the work
can no longer be accessed in its original digital format. For works that can still be accessed in that
format (such as new versions of software distributed on CD-ROMS with original-only access
controls that require that the original CD-ROM be in the computer’s CD-ROM drive), the interest in
preservation is not so great, or at least not so urgent. Moreover, as noted above, the provision of the
copyright law specifically intended to address the needs of nonprofit libraries and archives, §108,
limits its permission to make digital copies of published works to situations where the existing
format in which the work is stored has become obsolete (or to replacement of copies or
phonorecords that are damaged, deteriorating, lost or stolen), and imposes the additional pr