


UNITED STATES DISTRICT COURT 
DISTRICT OF MINNESOTA 

       
      ) 
ANDREW YECKEL,    )     Civil Action No.      
      ) 
    Plaintiff, ) 
      ) 
v.      ) 
      ) 
JEFFREY DERBY and REGENTS OF ) 
THE UNIVERSITY OF MINNESOTA, ) 
       ) 
    Defendants. ) JURY TRIAL REQUESTED 
      ) 
 

COMPLAINT 
 

Plaintiff Andrew Yeckel (“Yeckel”) for his Complaint against Defendants Jeffrey Derby 

and Regents of the University of Minnesota (collectively “Defendants”) hereby allege as follows: 

THE PARTIES 

1. Plaintiff Yeckel is an individual with his residence at 3414 31st Avenue South, 

Minneapolis, MN 55406. 

2. Upon information and belief, Defendant Jeffrey Derby (“Derby”) is an individual 

with his residence at 7931 Tierneys Woods Road, Minneapolis, MN 55438 and his office at 421 

Washington Avenue Southeast, 239 Amundson Hall, Minneapolis, MN 55455. 

3. Defendant Regents of the University of Minnesota (“the University”) is a public 

institution of higher education and research created by charter and perpetuated by the 

Constitution of the State of Minnesota, Article XIII, Section 3. 

JURISDICTION AND VENUE 

4. This action arises under the Copyright Act, 17 U.S.C. § 101 et seq.    
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5. This Court has subject matter jurisdiction over this action pursuant to 28 U.S.C. 

§§ 1331, 1338. 

6. This Court has personal jurisdiction over Defendant Derby because, upon 

information and belief, Derby is a resident of Minnesota.  Derby is also employed by the 

University which is located in Minnesota, and the alleged copyright violations occurred in 

Minnesota and caused injury to Yeckel giving the Court personal jurisdiction over Derby even if 

he is a nonresident under Minn. Stat. § 543.19 and the Due Process Clause of the Fourteenth 

Amendment to the United States Constitution.  

7. This Court has personal jurisdiction over Defendant University because it is a 

Minnesota institution created by charter and perpetuated by the Constitution of the State of 

Minnesota, Article XIII, Section 3. 

8. Venue is proper in this Court pursuant to 28 U.S.C. §§ 1391, 1400. 

BACKGROUND 

9. Yeckel is currently an independent researcher who develops algorithms for 

computational fluid dynamics and heat and mass transport in multiphase systems with free 

boundaries. 

10. In 1991 Mr. Ralph Goodwin (“Goodwin”) began developing a software program 

to simulate problems in multiphase fluid dynamics having free surfaces with capillarity.  Yeckel 

joined Goodwin in 1992 to expand the code to include heat and mass transport and other physical 

phenomena. 

11. By the end of 1993 Yeckel and Goodwin had developed a substantially complete 

multi-physics software program that already possessed all of the core elements and most of the 
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features found in the final version completed by them in 2014.  That software program became 

known as The Old Cats2D. 

THE ASSERTED COPYRIGHTS 

12. Yeckel is the owner of the copyright in The Old Cats2D, U.S. Copyright 

Registration No. TXu 2-056-546, effective March 31, 2017.  (Exhibit A.) 

13. The Copyright Registration identifies the authors of The Olds Cats2D as Yeckel 

and Goodwin. 

14. Since at least 1994, Yeckel and Goodwin have provided notice of their rights in 

this code:  

 The 1994 user manual for the code, at that time called Charisma, credits Yeckel 

and Goodwin as the authors and provides a copyright notice identifying Yeckel 

and Goodwin as the copyright owners.  (Exhibit B (excerpts from 1994 manual).) 

 Since at least 1994, a copyright notice has appeared in the source code and splash 

screen associated with code now known as The Old Cats2D.   

15. Yeckel and Goodwin continued to provide notice of their rights in this code 

through 2014.  A copyright notice appears in the source code and splash screen associated with 

The Old Cats2D, and the manual for The Old Cats2D from 2014 (then simply referred to as 

Cats2D) identifies Yeckel and Goodwin as authors and again provides a copyright notice 

identifying Yeckel and Goodwin as the copyright owners. (Exhibit C (excerpts from 2014 

manual).) 

16. From initial development through present, Yeckel and Goodwin have not 

published The Old Cats2D or otherwise made it available commercially or to the general public. 
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17. All licensees have been notified in a timely fashion not to distribute the code 

without permission from Yeckel and Goodwin. 

18. On March 31, 2017, Goodwin assigned his rights in The Old Cats2D to Yeckel.  

(Exhibit D.)   

DEFENDANTS’ INFRINGING ACTIVITY  

19. In January of 1994 Yeckel began working in a research group run by Derby at the 

University of Minnesota. 

20. Shortly after starting in Derby’s research group, Yeckel began using The Old 

Cats2D in his research and copied The Old Cats2D onto a computer in Derby’s lab.  Yeckel also 

copied The Old Cats2D onto a computer in the Minnesota Supercomputer Institute at the 

University of Minnesota.  Both of these copies of code were located in a user account that only 

Yeckel had access to.  Around that time, Yeckel expressly informed Derby that he and Goodwin 

owned rights to The Old Cats2D code and stated that he and Goodwin would be maintaining 

ownership of that code.  At that time, Derby agreed that Yeckel and Goodwin owned the code.   

21. Indeed, Yeckel and Derby wrote a paper that same year (published in 1995) which 

cited the code, again then called Charisma, and identified the authors of the code as Yeckel and 

Goodwin. (Exhibit E at note 24 (excerpt of 1995 publication by Yeckel and Derby).) 

22. In approximately 2000-2001, graduate student(s) in Derby’s research group began 

using The Old Cats2D with permission, and an implied license, from Yeckel.  Yeckel provided 

those student(s) with temporary access to his user account, and the student(s) then copied The 

Old Cats2D to their own user accounts. 

23. Graduate students in Derby’s research group continued using copies of The Old 

Cats2D, again with permission and an implied license from Yeckel, through 2014 when Yeckel 
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left Derby’s research group.  During that time period the students either copied The Old Cats2D 

from Yeckel’s user account to their own user accounts or Yeckel emailed a copy of the code to 

the students. 

24. Derby’s graduate students, including at least Jeff Peterson, Mia Divecha, Kerry 

Wang, Chang Zhang, John Roerig, and Scott Dossa, continued using copies of The Old Cats2D 

after Yeckel’s departure in 2014 and, upon information and belief, at least some graduate 

students in Derby’s research group currently continue to use and/or modify those copies of The 

Old Cats2D.   

25. Use and/or modification of copies of The Old Cats2D by Derby’s graduate 

students was with Yeckel’s permission and an implied license until April 3, 2017 when, as 

explained below, Yeckel revoked his permission and implied license. 

26. On January 23, 2017, Yeckel, through counsel, sent Derby a letter again 

informing him that Yeckel and Goodwin held the copyright in the relevant software and further 

informing him that only Yeckel and Goodwin had the exclusive right to reproduce, distribute, 

and prepare derivative works based upon the original software.  (Exhibit F.) 

27. On April 3, 2017, Yeckel informed Derby via email that Goodwin had assigned 

his copyright rights in The Old Cats2D to Yeckel and that Yeckel was revoking his implied 

license to Derby and Derby’s research group members in The Old Cats2D.  Yeckel requested 

Derby cease and desist from using the copy of The Old Cats2D, destroy that copy, and inform 

others to do the same. (Exhibit G.) 

28. On April 3, 2017, Yeckel also informed Derby’s graduate students of the same.  

29. On April 3, 2017, Yeckel sent the University an email informing the University 

that he was the sole owner of the relevant software, that he had revoked all permission to use the 
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code by Derby and Derby’s research group members, and that he had informed Derby and his 

research group members to destroy any copies of the code in their possession.  Yeckel expressly 

requested that the University ensure Derby’s compliance. (Exhibit H.)   

30. On April 5, 2017, the University responded to the January 23, 2017 letter sent to 

Derby by Yeckel’s counsel and to Yeckel’s April 3, 2017 letters to Derby, Derby’s graduate 

students, and the University.  The University’s response alleged: 

The version of Cats2D now being run in Professor Derby’s lab, we understand, 
was derived from software that Dr. Yeckel first developed prior to his university 
employment.  The current version of Cats2D was developed by Dr. Yeckel and 
others in the lab, while they were acting in their university employment.  To be 
more specific: the university employed Dr. Yeckel for over 20 years, first as a 
post-doc (1994-1995) then as a research associate (1995-1999) and finally, when 
the [sic]he left the university, as a senior research associate (1999-2014).  During 
his employment, Dr. Yeckel authored several, significant modifications to 
Cats2D.  Those modifications were merged into the original version of Cats2D, 
resulting in a new, inseparable program.  That program is a joint work, authored 
by Dr. Yeckel as an individual and the university, acting through Dr. Yeckel as an 
employee.  The university and Dr. Yeckel, consequently, jointly hold the 
copyright in Cats2D.  As such, the university is free to use or permit others to use 
Cats2D as it wishes.  It does not need Dr. Yeckel’s permission.  
. . . 
His work . . .was . . . a work made for hire, granting the university complete 
ownership of the developments he made. 
 

(Exhibit I.) 
 

31. The University’s own policies explain that “[t]he University shall maintain the 

strong academic tradition that vests copyright ownership of academic works in the faculty” and 

that “[c]onsistent with academic tradition, University faculty and students shall own the 

copyright in the academic works they create, except for academic works described below in 

Section IV, subd. 2(b)-(e), or unless otherwise provided in written agreement between the 

creator(s) and the University.”  (E.g., Exhibit J (the University’s Copyright Policy from 2007).) 
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32. None of the exceptions outlined in the University’s policy apply to Yeckel’s work 

(see Exhibit J at Section IV, subd. 2(b)-(e)), and there is no written agreement between Yeckel 

and University in which Yeckel gave his rights to the University. 

33. Furthermore, during the time-period in which Yeckel worked in Derby’s research 

group at the University, only minor changes and/or additions were made to the code, and those 

changes and/or additions were not made within the scope of Yeckel’s employment; rather, they 

were largely the result of work done by Goodwin—a non-University employee—or work done 

by Yeckel as an outside consultant for non-party business(es). 

34. Throughout Yeckel’s time in Derby’s research group from 1994-2014 and while 

Derby’s graduate students were using copies of The Old Cats2D, papers published by Derby and 

his graduate students credit Yeckel and Goodwin for The Old Cats2D.  (E.g., Exhibits E at note 

24 (excerpt from 1995 publication), K at note 22 (excerpt from 2003 publication), L at note 41 

(excerpt from 2012 publication).) 

35. Publications by members of Derby’s research group post-dating Yeckel’s 

departure from Derby’s research group through 2017 continued to credit Yeckel and Goodwin 

for The Old Cats2D. (E.g., Exhibits M at note 72 (excerpt from 2016 publication), N at note 84 

(excerpt from 2017 dissertation).) 

36. Other publications by researchers unaffiliated with Derby’s research group also 

credit Yeckel and Goodwin for The Old Cats2D.  (E.g., Exhibit O at note 7 (excerpt of 2007 

publication).) 

37. Upon information and belief, despite revocation by Yeckel of their licenses, 

Derby’s graduate students and the University retain copies of The Old Cats2D and continue 

using and/or modifying those copies for their own advantage. 
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38. As a result of access to and use of The Old Cats2D, Derby, Derby’s research 

group and graduate students, and the University have profited, inter alia, via improved research 

abilities and publications associated therewith; improved access to funding opportunities and, 

upon information and belief, increased funding; increased and improved prestige and reputation; 

and, upon information and belief, increased demand for outside consulting jobs with non-party 

businesses. 

COUNT 1 – COPYRIGHT INFRINGEMENT OF THE OLD CATS2D BY ALL PARTIES 
 

39. Yeckel incorporates all previous allegations by reference. 

40. Yeckel is the sole owner of all right, title, and interest in and to the copyright for 

The Old Cats2D, as identified by Exhibits A, D. 

41. Derby and the University each had notice of Yeckel’s rights in The Old Cats2D 

since at least 1994 via a splash screen notice on The Old Cats2D as well as an express statement 

by Yeckel to Derby in 1994 informing Derby that Yeckel and Goodwin owned rights to The Old 

Cats2D code.  Derby and the University also had notice of Yeckel’s rights in The Old Cats2D 

based on letters and emails sent by Yeckel and/or Yeckel’s counsel on January 23, 2017 and 

April 3, 2017. 

42. Yeckel revoked his permission and any and all implied licenses provided to 

Derby, Derby’s graduate students, and the University via email dated April 3, 2017. 

43. Derby and the University continue to possess at least a copy of Yeckel’s 

copyrighted The Old Cats2D. 

44. Derby, through his research group member/students, and the University, through 

Derby and his research group members/students, continue to use and/or modify Yeckel’s 

copyrighted The Old Cats2D. 
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45. Derby’s and the University’s continued and unauthorized possession and use 

and/or modification of Yeckel’s copy of The Old Cats2D after his express revocation of his 

permission and license to the program on April 3, 2017, constitute copyright infringement under 

the Copyright Act, 17 U.S.C. § 101 et seq., and such acts of infringement have been willful 

COUNT 2 – VICARIOUS COPYRIGHT INFRINGEMENT OF THE OLD CATS2D BY 
THE UNIVERSITY 

46. Yeckel incorporates all previous allegations by reference. 

47. The University, as an employer of Derby and his research group, control and 

supervise Derby and his group and the activities associated therewith. 

48. The University is complicit and has allowed the above described copyright 

infringement to continue to the University’s benefit constituting vicarious copyright infringement 

and such infringement is willful. 

COUNT 2 – VICARIOUS COPYRIGHT INFRINGEMENT OF THE OLD CATS2D BY 
DERBY 

49. Yeckel incorporates all previous allegations by reference. 

50. Derby, as head of his research group, controls and supervises graduate students in 

his lab and members of his research group and their activities. 

51. Derby has allowed and benefitted from the above described copyright 

infringement, and his actions constitute vicarious copyright infringement and such infringement 

is willful. 

PRAYER FOR RELIEF 

Wherefore, Yeckel requests that judgment be entered in his favor and against Defendants 

as follows: 

A. Pursuant to 17 U.S.C. § 502, an order permanently enjoining Derby, the 

University, and all persons in active concert or participation therewith from copying, creating 
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derivative works based on, using, performing, or otherwise infringing on Yeckel’s rights in The 

Old Cats2D; 

B. Pursuant to 17 U.S.C. § 503, an order for seizure to recover, impound, and/or 

destroy all things infringing upon Yeckel’s rights in The Old Cats2D, including any software 

programs and code Derby, the University, and all persons in active concert or participation 

therewith may possess; 

C. An order that Derby and the University file with this Court and serve on Yeckel, 

within 30 days of service of this order, a report in writing under oath setting forth in detail the 

manner in which Derby and the University has complied with the terms of the ordered relief; 

D. Pursuant to 17 U.S.C. § 504 or any other applicable provision, an award of actual 

damages from Derby and the University and a finding of willful infringement by Derby and the 

University and award of enhanced damages as provided by law. 

E. Pursuant to 17 U.S.C. § 504 or any other applicable provision, an award of 

statutory damages from Derby and the University and a finding of willful infringement by Derby 

and the University and award of enhanced damages as provided by law. 

F. Pursuant to 17 U.S.C. § 505 or any other applicable statute, an award of costs and 

a finding that Yeckel is the prevailing party and an award of attorneys’ fees;  

G. An assessment and award of prejudgment and post-judgment interest; and 

H. An award of such other relief as deemed appropriate. 

JURY DEMAND 

Yeckel demands a trial by jury on all issues so triable. 
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Dated: September 7, 2018 Respectfully submitted, 

 
By:      s/ Paige S. Stradley   
 Paige S. Stradley, No. 393432 

John A. Clifford, No. 134181 
 MERCHANT & GOULD P.C. 
 3200 IDS Center 
 80 South 8th Street 
 Minneapolis, MN 55402 
 Phone: 612.332.5300 
 

 Attorneys for Andrew Yeckel 
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Charisma User’s Guide

Ralph T. Goodwin and Andrew Yeckel

Material Processing Simulation
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Abstract

We employ a computational model to revisit the classic crystal growth experiments conducted by Kim et al.
(J. Electrochem. Soc. 119 (1972) 1218) and M .uller et al. (J. Crystal Growth 70 (1984) 78), which were among the first to
clearly document the effects of flow transitions on segregation. Analysis of the growth of tellerium-doped indium
antimonide within a destabilizing vertical Bridgman configuration reveals the existence of multiple states, each of which
can be reached by feasible paths of process operation. Transient growth simulations conducted on the different solution
branches reveal striking differences in hydrodynamic and segregation behavior. We show that crystals grown in the
destabilizing configuration exhibit considerably better radial segregation than those grown in the stabilizing
configuration, a result which challenges conventional wisdom and practice.
r 2003 Elsevier B.V. All rights reserved.

PACS: 81.10.Aj; 81.10.Fq; 47.20.Bp

Keywords: A1. Computer simulation; A1. Convection; A1. Fluid flows; A1. Mass transfer; A1. Segregation; A2. Bridgman technique

1. Introduction

Dramatic advances in understanding segrega-
tion phenomena in melt crystal growth processes
have been attained over the past several decades,
and it is now well accepted that macroscopic
transport phenomena play a crucial role in setting
the compositional uniformity of single crystals
grown from the melt. However, even though the
causes of segregation are relatively well under-

stood, there have been few attempts to optimize or
control segregation through changes in process
design or operation. This paper presents a new
analysis of an old system, with rather surprising
outcomes that suggest that there is still more to be
learned about segregation in Bridgman crystal
growth and how it may be controlled through
system design.

The first analyses of compositional segregation
attempted to quantify the interactions among
convective mixing, diffusion, and the equilibrium
partitioning of a species at the melt–solid interface
in the context of uni-directional solidification. In
the limit of complete mixing in the melt, the Scheil
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a b s t r a c t

A thermal capillary, finite element model is developed for the Horizontal Ribbon Growth (HRG) system
to study the characteristics of the process and to assess its feasibility to grow silicon sheets. The
mathematical model formulation rigorously accounts for mass, energy, and momentum conservation
while simultaneously representing capillary physics of the menisci, tracking of the solidification front,
and self consistent determination of ribbon thickness. Model results show the potential, with suitable
heat transfer design, for the HRG process to achieve the formation of an extended, wedge shaped
interface with latent heat dissipation primarily in a direction perpendicular to the pulling direction.
These attributes allow the HRG system to achieve higher pull rates under lower thermal gradients than
vertical ribbon growth systems. Crystal thickness is predicted to decrease with increasing pull rate;
however, contrary to prior analyses, pull rate limits are identified as limit point bifurcations to quasi
steady solutions. Multiple solution branches correspond to stable and unstable operating states,
exhibiting dramatically different interfacial shapes that identify possible failure mechanisms.

& 2012 Elsevier B.V. All rights reserved.

1. Introduction

Ribbon growth processes have long been of interest for
production of silicon for photovoltaic (PV) devices [1], primarily
due to their promise of avoiding the wafering of ingots, which can
result in up to a 64% kerf loss of material [2]. Since silicon
contributes to 40 60% of the total fabrication cost of the PV cell
[3], significant cost reductions should be possible with ribbon
grown material. However, vertical ribbon growth processes,
primarily the Edge defined Film fed Growth (EFG) process have
been plagued by several limitations. For example, low growth
rates of 1 3 cm/min [4,5] in the EFG system have resulted in
material production rates an order of magnitude lower than ingot
growth techniques. In addition, EFG material quality is adversely
affected by high levels of carbon, dislocations, and twinning [6,7],
thus yielding relatively low cell efficiencies [8].

The horizontal ribbon growth (HRG) technique, depicted
schematically in Fig. 1, promises to overcome many of the
limitations associated with vertical ribbon growth methods. First,
the horizontal configuration extends the solid liquid interface
and allows the latent heat of crystallization to be dissipated over a
far greater area than in vertical growth methods, thus much
higher growth rates can be realized [1]. In addition, the HRG
method achieves growth without a carbon shaping die, such as

employed by EFG, and under lower thermal gradients than
vertical growth by the removal of heat roughly perpendicular to
the growth direction. Both of which can lead to higher quality,
even single crystalline, material.

In the late 1950s, Shockley first envisioned a process [9] that
would grow thin silicon ribbons horizontally, supported by a
molten material. The first practical implementation of an HRG
process was achieved by Bleil in the late 1960s [10,11], who
succeeded in growing thin ribbons of ice and germanium. His
process involved pulling the ribbon horizontally over the melt
surface, with submerged heaters at the bottom and heat sinks at
the top, to form a wedge shaped growth interface extending over
several centimeters. In the late 1970s and early 1980s, focus had
shifted toward the production of silicon ribbons for photovoltaic
substrates by this technique. Kudo [12] demonstrated growth
rates of 41.5 cm/min for single crystal and 85 cm/min for multi
crystalline silicon with several modifications in furnace design
over Bleil’s configuration, and Jewett et al. [13] demonstrated
growth rates of up to 60 cm/min. In very recent work, Ydstie and
co workers [14] inspired by the Pilkington float glass process,
proposed a horizontal silicon growth process similar to that of
Shockley and produced a prototype HRG system to grow ice.

In spite of these promises, however, the HRG process has yet to
be applied successfully for the production of solar silicon due to a
host of challenges that disrupt stable growth conditions. For
example, the large rate of heat removal from the top surface of
the melt needed to realize fast growth rates has led to reported
supercooling followed by polycrystalline dendritic growth from
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enable fast growth while circumventing the many failure
mechanisms inherent in this promising system.
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Steady-state and dynamic models are developed to study the physical mechanisms 
that determine the pushing or engulfment of a solid particle at a moving solid–
liquid interface. The mathematical model formulation rigorously accounts for energy 
and momentum conservation, while faithfully representing the interfacial phenomena 
affecting solidification phase change and particle motion. A numerical solution approach 
is developed using the Galerkin finite element method and elliptic mesh generation in an 
arbitrary Lagrangian–Eulerian implementation, thus allowing for a rigorous representation 
of forces and dynamics previously inaccessible by approaches using analytical approxi-
mations. We demonstrate that this model accurately computes the solidification interface 
shape while simultaneously resolving thin fluid layers around the particle that arise from 
premelting during particle engulfment. We reinterpret the significance of premelting via 
the definition an unambiguous critical velocity for engulfment from steady-state analysis 
and bifurcation theory. We also explore the complicated transient behaviors that underlie 
the steady states of this system and posit the significance of dynamical behavior on 
engulfment events for many systems. We critically examine the onset of engulfment by 
comparing our computational predictions to those obtained using the analytical model of 
Rempel and Worster [29]. We assert that, while the accurate calculation of van der Waals 
repulsive forces remains an open issue, the computational model developed here provides 
a clear benefit over prior models for computing particle drag forces and other phenomena 
needed for the faithful simulation of particle engulfment.

© 2016  Elsevier Inc. All rights reserved.

1. Introduction

The engulfment of foreign particles during solidification is important in a wide variety of physical processes, such as the 
fabrication of metal–matrix composites [1–3], separation processes [4], cryogenic preservation of biological materials [5,6 ], 
and frost heaving [7]. Extensive overviews of this topic have been presented by Shangguan et al. [8 ] and Asthana and Tewari 
[9,10].

Inclusions arising during the directional solidification of multi-crystalline silicon (mc-Si) have promoted a renewed in-
terest in particle engulfment [11,12]. In particular, high concentrations of carbon in the impure molten silicon lead to the 
formation of silicon carbide (SiC) particles [13–15], which can be engulfed by the solidification front [16 ]. The presence of 
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http://dx.doi.org/10.1016 /j.jcp.2016 .03.050
0021-9991/© 2016  Elsevier Inc. All rights reserved.
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Mr. ,

The attached nvo ce for theft of my sand t ger mage s past due.

R ck A en

On 3/25/10 11:55 AM, wrote:
Dear Mr. A en,
Th s acknow edges rece pt of your ema  be ow. We take your a egat ons very ser ous y and I have begun an nvest gat on nto what
occurred. P ease a ow me a coup e of weeks to fin sh the nvest gat on and I w  be back n touch. Thank you very much.

P ease Note:
Th s e-ma  s confident a  and may be protected by the attorney-c ent pr v ege.  It s ntended for the so e use of the rec p ent(s) named
above.  If you have rece ved t n error, p ease not fy us mmed ate y by rep y e-ma  and then de ete th s message from your system.  P ease
do not copy t or use t for any purposes, or d sc ose ts contents to any other person.  To do so cou d v o ate state and federa  pr vacy aws. 
Th s ema  and any fi es transm tted w th t are confident a  and ntended so e y for the use of the nd v dua  or ent ty to whom they are
addressed. If you have rece ved th s ema  n error p ease not fy the system manager. P ease note that any v ews or op n ons presented n
th s ema  are so e y those of the author and do not necessar y represent those of the state. F na y, the rec p ent shou d check th s ema
and any attachments for the presence of v ruses. The State of A abama accepts no ab ty for any damage caused by any v rus transm tted
by th s ema . Thank you for your cooperat on.

-----Or g na  Message-----
F

Mr. 

On 3/24 I d scovered that DCNR ( mage of webs te attached) s us ng an
mage of a Sand T ger shark sto en from my webs te at;
http://naut usproduct ons.com/sandt gersharks/amaze.htm . Not on y was
the copyr ghted mage sto en from my s te w thout my know edge or
perm ss on but the mage was man pu ated to remove the copyr ght over
the p cture n c ear v o at on of your State po c es ( tem 4.1 on your
Standards 630-01S1 document - attached) and n v o at on of nte ectua
property aws.

I have attached a b  for the ega  use of the mage on the DCNR
webs te. Fa ure to pay th s nvo ce may resu t n ega  act on on my part.

In the future f you wou d ke to use an mage from my brary or
webs te p ease contact me. I m sure we can come to an am cab e agreement.

R ck A en

On 3/25/10 11:18 AM,  wrote:
  

I ask that you pursue th s through our Lega  Sect on and am copy ng our attorney on th s ema .



-----Or g na  Message-----

I assume that I am to b  you for the theft and remova  of the copyr ght mark to h de the theft?
R ck

On 3/25/10 11:04 AM,  wrote:

    
Mr. A en, I do not ma nta n th s page, but am request ng that the web s te adm n strator remove the mage.

I w  a so ook n to how th s happened as our agency does not approve of th s conduct.

Thank you for po nt ng th s out to us.

com

-----Or g na  Message-----

Ms. 

P ease send me your b ng address a ong w th the ength of t me you have been us ng the Sand T ger w th photographer mage at the
top of th s page; http://www.dcnr.state.a .us/fish ng/sa twater/regu at ons/ m ts/Shark-ID/Sand-T ger.cfm.
You are us ng a copyr ghted mage w thout perm ss on and are gu ty of theft. I have made a d g ta  copy of your page and the copyr ght
nfr ngement.

Th s mage has been cropped, fl pped, the copyr ght s gn d g ta y
removed and sto en from my webs te at;
http://naut usproduct ons.com/sandt gersharks/amaze.htm   (P ease
note the copyr ght s gn on the mage and not ce on the eft s de of
the page
- scro  down).

Your mmed ate response s requ red or I may seek ega  act on.

R ck A en
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STATE OF ALABAMA 

 

Information Technology Standard 

 

Standard 630-01S1: Acceptable Use – Prohibited Activities 

1. INTRODUCTION: 

Inappropriate use of State information technology resources exposes the State and its data to 

risks including virus attacks, compromise of network systems and services, and legal issues. 

Effective security is a team effort involving the participation and support of every employee 

and affiliate who deals with information and/or information systems. It is the responsibility 

of every computer user to know these rules and to conduct their activities accordingly. These 

rules are in place to protect the employee, the State, and the data. 

2. OBJECTIVE: 

Define inappropriate and prohibited uses of State-owned information technology resources. 

3. SCOPE: 

These requirements apply to all users (State employees, contractors, vendors, and business 

partners) of any State of Alabama information system resources.  

4. REQUIREMENTS: 

4.1 PROHIBITED ACTIVITIES 

• Any activity that is illegal under local, state, federal or international law 

• Non-incidental personal use of State-managed computing resources 

• Activities in support of personal or private business enterprises 

• Unauthorized reproduction of copyrighted material 

• Violating the rights of any person or company protected by copyright, trade secret, 

patent or other intellectual property, or similar laws or regulations, including, but not 

limited to, the installation or distribution of software products that are not appropriately 

licensed for use by the State  

• Exporting software, technical information, encryption software, or technology, in 

violation of international or regional export control laws 

• Introducing malicious software (malware) into the network or systems (e.g., viruses, 

worms, Trojan horses, logic bombs, etc.) within reason of user’s control 

• Making fraudulent offers of products or services 

• Making statements of warranty, expressed or implied, unless part of normal duties  

• Accessing, possessing, or transmitting material that is in violation of sexual harassment 

or hostile workplace laws in the user's local jurisdiction 



Standard 630-01S1: Acceptable Use – Prohibited Activities Page 2 of 3 

• Accessing, possessing, or transmitting any sexually explicit, offensive, or inappropriate 

images and/or text 

• Effecting security breaches or disruptions of network communication. Security 

breaches include, but are not limited to, accessing data of which the employee is not an 

intended recipient or logging into a server or account that the employee is not expressly 

authorized to access, unless within the scope of regular duties. Potential disruptions 

include, but are not limited to, ping sweeps, IP spoofing, and forging routing 

information for malicious purposes. 

• Port scanning, packet sniffing, or other security scanning without prior IT Manager 

approval 

• Executing any form of network monitoring which will intercept data not intended for 

the employee's host, unless this activity is a part of the employee's normal job/duty 

• Circumventing user authentication or security of any host, network, or account 

• Interfering with or denying service to any user except in the course of assigned duties 

• Using any program/script/command, or sending messages of any kind, with the intent 

to interfere with, or disable, a user's terminal session, via any means, locally or via the 

network 

• Accessing web sites offering online gambling, games, and related information such as 

cheats, codes, demos, online contests, role-playing games, traditional board games, 

game reviews, and sites that promote game manufacturers 

4.2  EXCEPTIONS 

Employees may be exempted from some of these restrictions in the course of their legitimate 

job responsibilities (e.g., Investigative personnel may require access to web sites that are 

otherwise restricted). 

IT Managers or Agency Heads shall request exceptions from the appropriate authority (e.g., 

Network Support, State IT Security Council, or CIO). 

5. ADDITIONAL INFORMATION: 

5.1 POLICY 

Information Technology Policy 630-01: Acceptable Use 

http://isd.alabama.gov/policy/Policy 630-01 Acceptable Use.pdf 

 

5.2 RELATED DOCUMENTS 

Information Technology Dictionary 

http://isd.alabama.gov/policy/IT Dictionary.pdf 

 

Information Technology Standard 630-03S1: E-Mail Usage 

http://isd.alabama.gov/policy/Standard 630-03S1 E-Mail Usage.pdf 
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