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This is a comment in regard to the effects of the Digital Millenium Copyright Act
on the first sale doctrine, by Ray VVan De Walker

>(e) To what extent, if any, is the first sale doctrine related to,
>or premised on, particular media or methods of distribution?

Copying provides less public benefit than ever before. Formerly, a publisher
had to recoup the risks and costs of printing presses, physical transport, and
warehousing. Guaranteeing a publisher an income by means of a copyright
license was an equitable return on these risks. In return, purchasers got a
tangible object, one difficult to reproduce.

The cost to copy a digital work is less than in any previous media.

When private copying is cheaper than licensed copying, clearly distributors no longer
provide public benefit by copying. At the same time the value of the media no longer
justifies the first sale doctrine. Clearly the value is now in the art, editing, and archiving,
not the copying or media.

(9) Should the first sale doctrine be expanded in some way to apply
to digital transmissions? Why or why not?

The correct model is now to rent rights to the work, not sell the media.
Artists have always rented rights to publishers. Now everyone
can publish, so everyone should rent rights.

Recording the rental contract has to be made very cheap, but the government, the
guarantor of all contracts, can establish standards for recording digital contracts.
An important issue is that people should be able to buy and sell contracts.
Another is that people should be able to keep contracts in their own private
devices.

Verifying such contracts should be something that any playback device should be
able to do, by some automated means.

I think designing such a system would be very easy for a good cryptographer.
The government could just put out an RFP.

Now | have a scheme to enforce these contracts (forgive me- | love to invent things).

The regulatory agencies can -require- play-back devices to nag or display advertising
when a valid contract is not present- periodically (5 minutes would

be very annoying, yet not interfere with excerpting).

Advertising permits all fair uses and generates

income for artists. Nagging permits fair uses, and can be placed in even the simplest
legitimate open-source software to comply with the regulations.

The artistic work itself can be in clear, and copied and viewed by public-domain programs.
It is simply required to have an identifying tag.

Automatic nagging is like publisher's access to manuscripts. The form is inconvenient, but
the content is available for evaluation. Nagging also need not degrade the
quality of presentation.

Absence of a nag feature would be evidence of an intent to steal.

Publishing nagless playback software would be conspiracy to commit theft.
That is, these would be prosecutable, which satisfies me as a copyright owner...
Also, in the misty future, when the media is obsolete, the public-domain
players would still exist.



The DMCA, or something like it, would then be about falsifying digital
contracts or identification tags. That is, fraud.

A) What effect has the DMCA had on the first sale doctrine?
It contributed to the destruction of equity between seller and buyer.

Books, records and movies are traditionally published in clear. It seems obvious
that distributors have a public duty to make their media both usable, and long-lived.

When media are in clear, consumers, libraries and other conservors can copy them,
giving them an indefinite useful life. This is how all ancient literature survived into
modern times. In clear text.

Most copyright-based industries now plan to encrypt digital works, specifically

to prevent consumers from copying them into more modern formats.

This violates customary usage. It prevents numerous fair uses, including excerption,
parody, and archiving.

DMCA -eliminates- any lawful possibility of circumventing these encryptions,
and maintaining customary fair use rights.

b) What effect has the DMCA had on the operation of the first sale doctrine?

Of course, the DMCA was an attempt to strengthen first sale rights by protecting
the value of artistic works.

It failed (see above) because it attempts to force value to inhere in the media.
Value actually inheres in the work itself, not the media.
Now interested parties are escalating the resulting conflict.

So, 1 no longer feel protected by the law, but rather oppressed by it.
I am a professional computer programmer. | personally make a living from copyright law.

In the recent DeCSS case, civil and criminal actions were brought against computer
programmers for the metaphorical equivalent of opening the hood of a car,

taking apart the engine, and making tools to fix the engine so it works the way
engines always worked before...

The cross-posting of DeCSS, and the creation of anonymous internet file-replication
software are clear acts of civil disobedience to retain customary reverse-engineering and
fair use rights.
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To: LI BRARY OF CONGRESS
The United States Copyright Ofice

DEPARTMENT OF COVIVERCE
Nati onal Tel econmmuni cati ons and I nformati on Adm ni strati on

Comments on the Digital M Il enium Copyright Act (DMCA)

The DMCA shifts the |ine between | awmful and unl awful behavi our from
copyright (the act of copying a protected work) deeply into

engi neering (the act of constructing, analyzing, reconstructing,

I mproving, extending, or otherw se mani pul ating devices and al gorithns
that can be used in access control).

Many engi neers probably feel that while this |egislation has been
enacted with nmuch good will, it has not sufficiently considered the

i npact on the disciplines of engineering in general, and software and
encryption in particular. DMCAis witten as if there were access
control nmeasures as a separate entity, entirely disconnected from

ot her types of technol ogy.

As a professional engineer, | amnot able to see such a clear line of
di stinction. The area of algorithnms is vast, and nmany single conputer
al gorithnms and nmethods could potentially be used in access control
devices. DMCA allows any interested party to use such a nethod in
access control devices, thereby potentially draw ng use, research,
publication, etc. of the nethod out of legality. Wile this statenent
may seem exaggerated, | have yet to neet the person who can draw a
clear line between an "access control device' and a generally usable
conmputer method. | think that none can be established, and attenpts to
do so are msguided and will result in a very unclear situation that
harnms the engi neering disciplines.

DMCA fails to put an obligation on the creators of access contro
devices to ensure that the devices serve only their prinmary purpose,
before putting themunder this special protection. It is questionable
whet her access control devices can be constructed with today's
technol ogy whi ch have exactly the right scope. In the absence of well
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desi gned devi ces, DMCA shoul d not protect access control devices
beyond their primary use. Specifically, DMCA should not allow access
control devices to act as a single point of entrance to a technol ogy,
thereby creating an artificially privileged group of technol ogy
providers in the market.

Soci ety needs to find a way to resol ve the questions of copyright in
the digital age without a proxy war carried out in the engineering
fields. That avoids the basic discussion about the right notion of
property and about proper use of copyrighted materi al s.

Opi ni ons stated above are strictly mne. In no way do | represent or
speak for ny enployer, and I do not know ny enployer's positions on
t he subj ect.

Cl aus Fi scher

Sr. CAD Engi neer
Intel Corporation
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I wish to respond primarily to question 2, regarding other general areas of concern with respect to the DMCA
requirements under consideration, although many of my concerns do relate indirectly to the first set of questions
regarding Section 109.

My concern is that the DMCA, and its underlying assumptions, are broadening the definition and scope of copyright
to the point that it is a direct threat to the rights of citizens to communicate freely with one another, as guaranteed by
the First Amendment of the United States Constitution. More specifically, | will argue that the DMCA is in fact
attempting to grant and protect rights to pure information, rather than a specific embodiment thereof, and that such a
right or guarantee is both technically impossible, and dangerous to our traditionally protected freedoms.

First, I will address the issue of protecting a specific embodiment of information, or pure information regardless of
embodiment. Its my understanding that prior to the computer age, legislation has always prudently confined
copyright protection to a specific embodiment of information, recognizing that the number of forms which pure
information may assume is practically unlimited, and any attempt to protect all of them would be both futile and
counterproductive. Now that computers have given ordinary citizens the power to format shift, transform, duplicate,
and communicate pure information quickly and easily, certain traditional markets based on the less widely available
means of manufacturing specific embodiments (protected by copyright) are now perceived to be threatened, and
recent developments in copyright law, especially the DMCA, appear to be an attempt to protect this traditional
market from the perceived "threat" created by this improved capacity of citizens to communicate. One of the ways
the DMCA seeks to accomplish this is by making a whole class of technology illegal (the anti-circumvention
clause.)

Regardless of tradition and reason, actual practice on the Net even today, and even before the enactment of DMCA
was that corporations producing specific embodiments of information are using a liberal interpretation of copyright,
combined with effective legal intimidation, to deny individual citizens their cherished right to communicate freely.
Even clear cases of fair use, such as quoting or sampling a portion of a larger work for purposes of comment, are
being squashed through the simple expedient of sending frivolous cease-and-desist letters to those who attempt to
exercise this right. Clearly, something must be done to protect the rights of citizens to make non-commercial use of
information from copyrighted sources, much of which has become part of American culture.

I believe the fundamental ambiguity which has created the legal morass which exists today can be traced back to a
misunderstanding of the basic reasons for which copyright exists. Copyright does not exist to enrich the holders of
copyrights. Copyright does not exist to guaranty a monopoly to a specific industry or distribution format. The
purpose of copyright is, in service of the public interest, to encourage more information to be published in forms
which are accessible to the public. It was a law conceived at a time when the most effective physical medium for
information distribution was a book, which is a medium which required substantial investment to create. Therefore,
to encourage the production of books, it was expedient for the People to grant a limited protection to the authors
and/or publishers of specific works. Recognizing that copyright, if not carefully limited, presented a danger to the
far more important natural right to freedom of expression, the law was subject to a variety of limitations. These
limitations to copyright made it possible, among other things, for public libraries to exist.

A library is a important concept, and one which any revisions to copyright law must consider and protect. Libraries
have had a fundamental role in our nation's education and entertainment for generations. By using a library, citizens
have had the right and the ability to access thousands of copyrighted works at no charge, whether the holders of the
copyrights wished them to do so or not. Perhaps the publishers occasionally lamented the fact that the availability of
their books in libraries could reduce the bookstore sales of their product, but the ability of the public to freely access
information was considered more valuable than increasing the monetary profits of a few specific companies.

Unfortunately, that priority seems to have been lost recently. Since the advent of the personal computer, a
dangerous double-shift in the interpretation of copyright seems to have taken place, with many negative
consequences for our civilization. First, the emphasis of copyright law and enforcement seems to have shifted away
from the public good, and towards the perceived financial interest of publishing companies. And second, in a very
unfortunate response to the ability of computers to easily duplicate and transform information from one format into
another, copyright law seems to have made the fateful leap from protecting an embodiment, to attempting to protect
the underlying information itself.



As evidence of this, | would cite the popular practice of exchanging MP3 sound files over the internet. These files,
when traversing the internet, are pure information. When they are stored on someone's hard drive, the format and
capacity of the drive, and the location and encoding of the information vary greatly from one user to the next. In
fact, even when the MP3 file was created using a copyrighted source embodiment such as a CD, the compression
process renders the actual sequence of bits in the file completely different from those of the source material. One
can even say that the only practical similarity between the MP3 sequence flying around on the internet, and its
original copyrighted source embodiment, is that they produce very similar sound information when played with
appropriate decoder technology. And yet the companies which assert copyright over the original CD embodiment
tend, almost without exception, to attempt to assert copyright over the underlying information, as well as any and
every transformation thereof.

A few simple thought experiments will indicate the futility of attempting to control pure digital information, as
opposed to a specific embodiment. First off, every digital file can be mathematically represented by a single finite
counting number. One who asserts copyright over a digital file is literally claiming ownership of a number. This in
and of itself raises questions, but it gets worse. It is a mathematical fact that any counting number can be
transformed into any other counting number by an appropriate sequence of operations. Furthermore, the number of
algorithms, or sequences of operations, which can transform any given number into another given number is infinite.
Therefore if the law were to seek to protect pure information rather than a specific embodiment, then in order the
law to pass the most elementary tests of logic, a single copyright holder must be given rights over ALL counting
numbers (since algorithms exist to transform any number into the protected information) or a single copyright holder
must be given control of ALL algorithms, since an infinite number of algorithms exist which can transform a non-
protected number into a protected one.

At first glance, the reader may be tempted to dismiss this entire line of reasoning as being overly abstract, and
bearing little resemblance to practical reality. But these are fundamental facts about digital information, and market
economies are very efficient about discovering such fundamentals and exploiting them. In fact, we can already see a
foreshadowing of our possible Orwellian future in the DVD player market. The Motion Picture Association of
America (MPAA) fully recognized the facts outlined in the previous paragraph, and so insisted upon controlling not
only the physical embodiment of their "copyrighted information," but the player used to transform it into intelligible
video and audio information as well. Now, when we buy a DVD player, we have to pay for the device, but the
device does not work for us, nor does it recognize our interests or rights. Our DVD players work for the MPAA,
and have a number of unnecessary features designed to deprive us of our rights to fair use, such as making personal
archival VHS copies of movies we own, or buying a DVD from the location of our choosing.

I consider it extremely tragic that the United States Congress, rather than acting against such monopolistic
distribution cartels to restore the legitimate rights of U.S. citizens, has on the contrary made it illegal for customers
to thwart or circumvent these abusive uses of technology.

The current trend in copyright law may also constitute a threat to our right to privacy as well. Since a digital file
may be transformed (or encrypted) into another digital file, recognizing rights over pure information will give
copyright holders an incentive to attempt to invade the privacy of citizens, especially those attempting to
communicate privately with one another, on the grounds that "violations" or "infringements" may be occurring. It is
perfectly foreseeable that they will eventually, if the current trend is allowed to continue, stoop to lobbying the
government to routinely monitor and spy upon its own citizens in order to prevent the transmission of "unlicensed"
information. These are all terrible and frightening prospects, but the United States, by enacting the DMCA, has
already chosen a road which leads directly and inevitably to this outcome. This trend must be reversed immediately
if we are to continue to live in a free country.

I believe the following actions would be prudent :
1. Confine copyright protection to specific embodiments, not pure information.

2. Recognize that the internet only transports information, and in order for a significant violation of any reasonable
rights to occur, someone must create and sell an embodiment in competition with the original copyright holder.
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Comments regarding the Digital M I I ennium Copyright Act (DMCA)

General ly speaki ng the DMCA has done nore to hanper progress and rights of
US citizens than it has done to hel p. Corporations, i.e. R AA (Recording

I ndustry Association of Anmerica) and the MPAA (Modtion Picture Association of
Anerica), have generated | awsuits agai nst various people at an unbelievable
rate. Quite often, disputes are quickly resolved in the CORPORATI ONS favor
by scare tactics. The nost overused is the "Cease and Desist" letter witten
to the website's | SP.

Websites are taken down and unfairly nuted without due process. This is
entirely unfair but is not the only abuse of the DMCA

O her abuses include the infanmous DeCSS [ MPAA vs. 2600] case. The DVD
Consortium has | abel ed CSS (content scranbling systen) as a access circunven
tion technol ogy

when in fact it is sinply used for regional coding allow ng the publishers
of DVD content to extract as nuch as possible fromthe varying narkets.

DVD s purchased in ASIA will not work in players purchased in the US.

Under the corporations interpretation of the DMCA, circunventing this access
control technology would be illegal, despite the I ong standing

tradition of reverse engineering. If the DeCSS technology is circunvented by
reverse engi neering DeCSS using | ongstanding reverse engineering practices
all owi ng for conpeting technology then this should be | egal.

Thi nk of where the PC narket if reverse engineering was illegal. The nodern
PC bi os was reversed engi neered from|BM by Conpaq paving the way for cheap
conmpati bl e personal conputers. Wthout reverse engineering of the PC bios we
woul d be deadl ocked to an | BM PC nonopoly.

| am concerned that the DMCA has shifted the bal ance of power away fromthe
consuner and left it unfairly leveraged by the Corporation. The corporations
consider there to be no "FAIR USE" allowable. If | wanted to quote froma

DVD, sonmething totally |legal under fair use, | would need to circunvent the
CSS systemto get at the underlying data. This tactic is now nade ill ega
under the DMCA

Thank you.

Dusty Jones

dust aci o@lust aci 0. org

13401 Metric Blvd., Apt #412
Austin, TX 78727

512-989- 6332
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Conmments on the effects of the amendnents nade by title 1 of the
Digital MIIennium Copyright Act, (' DMCA ') and the devel opnent
of electronic commerce on the operation of sections 109 and 117 of
title 17, United States Code, and the rel ationship between

exi sting and energi ng technol ogy and the operation of such

secti ons.

| am opposed to prohibiting the circunvention of technical neans of
securing copyrighted material. The copyright is a |legal protection for
intellectual property that should stand on its own; the technica
means of enforcing copyright should not be protected in any special
way because there are already sanctions for those who violate
copyrights regardl ess of technical neans of protection

The copyright protection of intellectual property (I1P) has been

concei ved to serve the public good; the fact that it offers

significant advantages to the producers of IP is only a nechanismfor
achieving the progress in the arts, science and industry. Consequently,
the constitution requires that the copyright |aw has to bal ance the
rights of producers and consumers. Traditionally, this bal ance has
been guaranteed by 'fair use exceptions', rights guaranteed by

17 USC 109 and 114, time-shifting, right to quote copyrighted

material for scholarly purposes, etc.

The conmercial interests began al ready using DMCA to expand their
control over distribution, seeking to destroy the freedons and rights
that are firmy established in the aw of the land and in the minds of
the consuners. In particular, the rights guaranteed by the 'first sale
doctrine', as well as rights to adnminister the system (backup, copying,
etc) are just sone exanples of the liberties that are taken away.

| reiterate: the anti-circumvention rule does not protect IP---it is
al ready protected by the previous |law. |nstead, DMCA protects the
control of delivery of IP. For instance, the content brokers can
prevent the consunmer from fast-forwardi ng over conmerci al
advertisenents included in the I P that the consuner purchased.

The fair use rights have always been under attack by the cartel of

| arge content brokers. They do not directly refuse us these rights, of
course: instead, they began to exploit the anti-circunvention

provi sions of DMCA by inventing i nept protection systens, whose only
purpose is to establish a straw man copyright protection system and
accuse those who poi nt out weaknesses in these systens of violations
of anti-circunvention provisions.

There is a provision of DMCA that states that the fair use exceptions
are not supposed to be inmpinged by any other provisions of the act.
This is in direct contradiction to the anti-circunvention provisions,
whi ch are being actively prosecuted by the content brokers (e.g. in
the DeCSS case), in the hope of practically preventing the exercise of
fair use rights.

| protest this backdoor usurpation of unprecedented control of
copyrighted naterial by |arge content broker corporations. It is
contrary to the intended role of copyright in pronoting origina
contributions by protecting the authors' rights. Strict enforcenent of
anti-circumvention rules does little good for authors' or consumners'



rights; it only provides unjustifiable control to the |arge content
br oker corporations.

Przemek Kl osowski, Ph.D.
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Comment on the Copyright Ofice's Notice of Inqurity

| am opposed to DMCA because it undernines fair use,
reverse engi neering, and other rights.

Mor eover, the proponents of this "anti-freedont |aw

are selfishly concerned only with their nonetary interests,
which are protected at the expense of others rights

under DMCA

Finally, it is inapproprate for the Copyright Ofice to
protect these greedy interests at the expense of our
vital reverse engineering, research, security, fair use
and other rights. 1In doing so, the Copyright Ofice
woul d be inplicitly accepting the proponents position
of content control and undue exclusivity. This would
result in irreparable harmto innovation and origina
research. 1Is it not the purpose of copyright lawto
protect these vital interests, which are common to al

of us? Please, do not sell out anerican rights to the
hi ghest bi dder.

Si ncerely,

M chael L. Love
proclus realm
90B Massassoit St
Wal t ham MA 02453

phone. 781-894-2985
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Report to Congress Pursuant to Section 104 of the Digital

Millenium Copyright Act
Comments to the Copyright Office

Submitted by Karen Coyle
Kcoyle@kcoyle.net  http://www.kcoyle.net

For Computer Professionals for Social Responsibility
P.O. Box 717
Palo Alto, CA 94302
650-322-3778
http://www.cpsr.org

These are comments responding in particular to these specific questions relating to Section 109:

(c) What effect, if any, has the development of electronic commerce and associated technology
had on the operation of the first sale doctrine?

(d) What is the relationship between existing and emergent technology, on one hand, and the
first sale doctrine, on the other?

(f) To what extent, if any, does the emergence of new technologies alter the technological
premises (if any) upon which the first sale doctrine is established?

There are digital materials are not transmitted digitally, such as digitally recorded music on CD,
or digitally stored film in DVD format on CD. While these materials are digital, they are fixed in a
package that can be resold or loaned without the making of further copies. In this sense, these
digital materials follow the traditional "hard copy" format that we are familiar with in terms of
applying the first sale doctrine. In these comments | will address the question of digital materials
that are transmitted digitally as part of the distribution of copyrighted works.

Digital materials that are transmitted digitally are not placed in a fixed container by the
manufacturer or producer or publisher of the item. These materials are transmitted as computer
files to a device owned or used by the consumer. There is no physical package that contains the
copyrighted work. Digital materials of this type are especially vulnerable to copying because they
must be delivered as a computer file of a type that can be received and stored by the operating
system of the consumer's device. Any file stored on a general-purpose computer can be copied
by simply transferring the exact sequence of digital bits to another place on that computer's hard
drive or to another storage device.

Because it is nearly always possible to make a copy of these digitally transmitted materials, the
controls put in place by the producers are controls on access or use, not on copying. These
access controls, although focused on copying, have an effect on first sale rights for digital
materials.

Access Controls

There are four primary ways that digitally transmitted materials are received, and these
correspond to different access controls:

1) Materials transmitted to a standard Web browser. Because the Web browser is today a
ubiquitous means of receiving viewable files, many works are prepared to be viewed on
standard browsers. In the case of works that are openly available on the World Wide Web




and for which no access controls are in place, these are sent in one or more segments using
open standard formats such as HTML or PDF. Where access controls are in place they
generally consist of two forms, which can be used separately or together:

a) Access limitations based on Internet address or password. When the members of an
institution such as a university are eligible to access materials, their eligibility is
determined by their location on the Internet, which is governed by that institution. For
individual access (i.e. that not mediated by an institution), access is usually controlled by
a password. Once the materials have been transmitted to the web browser, however, the
copyright owner has no means of controlling the disposition of the materials. The
received files can be copied and they can be transmitted to others.

b) Access limitations controlled by the server. For electronic books or online databases it is
possible to send only limited portions of a document or file at a time, such as an
individual page or a small number of database records. At no time is the entire
copyrighted work available to the user for copying or transmitting to others. Although
there are no direct limitations on copying or printing of the transmitted portions, the
inconvenience of doing so is similar to that with hard copy materials.

2) Materials transmitted to a generalized computer as a file. In this case, the entire copyrighted
work or a portion of the copyrighted work (i.e. one chapter) is transmitted. The file can be in
a commonly used computer format, but for purposes of access control it may use a computer
format that includes access control.

3) Materials transmitted to a generalized computer as a stream. Some computer formats such
as RealAudio or RealVideo® do not send an entire file over the network to the receiving
computer but send only small portions of the file which correspond to those sections
currently being viewed or played. The receiving computer is never in possession of more than
a small segment of the file at any time. The serving computer and the viewing software
constantly control the amount of file that is resident on the receiving computer.

4) Materials transmitted to a specialized device. The example of this kind of device is an e-book
reader, a combination of computer hardware and software that has been developed
expressly to receive, store and display electronic books. This type of device can facilitate
access controls and can prevent some functions such as transmitting copies to others or
connecting to printers.

Different access controls are available to different customers. For example, the types labeled 1
and 3 above are feasible only in situations where users have a constant connection to the
network. In areas where that connection is not available, other methods such as 2 and 4 above
must be used. Each of these will use different access controls and the effect of these controls in
relation to the first sale doctrine will differ.

In the analysis below, | express my own understanding of a number of access control
methodologies used in commercially available products. My analysis is based on my reading of
the documentation of these products and descriptions of standards, as well as some casual use
of some of the products themselves. In the event that | have misunderstood any of these
technologies | invite those more familiar with them to provide any corrections to my statements.

Access Controls and First Sale Doctrine

! RealNetworks, http://www.real.com



"... Is entitled, without the authority of the copyright owner, to sell or otherwise dispose
of the possession of that copy or phonorecord." Title 17, 109 (a)

In evaluating access controls and the first sale doctrine, | take the key portion of the copyright
law to be the above quote, especially the phrase: without the authority of the copyright owner.
To evaluate this | must give some technical details of current and planned access controls. In this
area | will refer again to the four types of transmittal, above, and relate these to first sale.

Materials transmitted to a standard Web browser

Materials delivered to a web browser generally depend on that browser for display or play (in the
case of multimedia files) of the content. Many materials that are delivered to a standard web
browser contain no access or copy controls. These materials are assumed to be protected by the
copyright law, because they are fixed in their expression, but the authors have chosen to make
them available without controls. There is no question that these materials can be disposed of as
stated in the first sale doctrine.

Access controls can be applied to works available over public networks and directed to a general-
purpose Web browser. For example, controls can be applied limiting access to those users with a
certain the Internet address®. Because internet addresses are assigned in ranges to institutions,
this type of control implements a contract that limits use to requests from the local network of
that institution. This is commonly used for access contracts with universities and libraries to limit
access to their legitimate members. Access can also be granted to individuals using a password
that allows the user to view licensed materials. This type of access control does not include any
ongoing control of the digital items once they are received on the customer’s computer.

For many content providers, however, this type of control is not acceptable because it still leaves
the delivered content susceptible to copying. In other words, once the content is delivered to the
user it is outside of the control of the provider or copyright owner. Such content can be copied at
will and transferred to other computer users. Additional controls are therefore often set in place
that limit the amount of the work that is delivered to the user at any given time. This type of
control is realistically effective only for large works (like electronic books) or for works where
users logically retrieve sections or portions of the overall item, such as encyclopedias and
databases. These controls are exercised by the software that sends the content to the user’s
computer and consists of limiting the amount of content that is delivered at any one time. For
example, netLibrary, a digital e-book company that delivers content to the user’s desktop, has no
controls over copying or printing but delivers only one page to the user at a time®. Database
vendors also commonly rely on this type of control although it may be less obvious to users:
databases deliver only the portion of their file that responds to a particular query, and often limit
the total number of entries that can be delivered per query. They may also have limitations on
displays, such as allowing only a small number of entries to be displayed at a time. Even though
these controls have technical justifications such as limiting the amount of system resources
dedicated to individual searches, they also serve to limit the amount of data that a user has in his
possession at any given time.

These controls deter unauthorized copying by making copying inconvenient, but they also make it
unlikely that the user will exercise first sale rights because of the burden of doing so. If a user

2 ¢f. Testimony of David Mirchin, Silver Platter Information, Copyright Office Hearings on
Anticircumvention Measures, May 2, 2000.
http://www.loc.gov/copyright/1201/hearings/index.html#transcripts

% http://www.netlibrary.com



does put forth the effort, however, and does dispose of the copy in a way related to first sale,
then this is indeed without the authority of the copyright owner.

Materials transmitted to a generalized computer as a file

This is the situation that many users characterize as a "file download.” The file may or may not
be displayed on the screen at the time of delivery, but the entire file is delivered to the user's
computer device and is stored on that device. This type of file is highly susceptible to copying
because the entire file is delivered in a machine-readable format.

Many of the downloadable files on the Internet are executable programs. These programs can
require a license number or customer ID that the user must key in before installing or using the
program. Access controls on other types of downloaded files today are rare, but this may become
more commonplace through the use of newly-developed technologies. One example of this kind
of technology is Adobe's PDF with "Web Buy."*

The Adobe corporation has developed and promotes a digital document format called "Portable
Document Format," or PDF. One of the purposes of PDF is to produce an online document that
has the same look and structure as a printed document, and so it is commonly used to deliver
documents as a single file much as they are delivered as a single "unit" in hard copy. Documents
presented in PDF are entire articles or reports or even entire books. Adobe provides the reader
program for these files, which must be installed on the user's machine, for free. To accommodate
access controls for eCommerce, the Adobe PDF Reader version 4.05 includes functions called
"Web Buy" and "Adobe PDF Merchant." As stated in their document of September, 1999:

"The publisher then encrypts the PDF file using Adobe PDF Merchant software and
generates the unique encryption key that unlocks the document, ensuring that only
authorized users are able to view the document.” (p.2)

The unlocking mechanism is contained in a small file that must accompany the file containing the
protected content. When the user attempts to open the content file for reading, that file interacts
with the "key" file to determine if the conditions have been met for access to be allowed. This
key can be based on one or more access control mechanisms, including identifiers for individual
computers or storage devices (e.g. hard drives or removable drives), the user's network login
name, or time factors.

"... Once [the customer] finds the book at the online book retailer's Web site, the
customer clicks on the button to purchase the book. She is shown a dialog box
requesting unique identifying information from her computer. Once she gives permission
to the online retailer to access this information, the retailer automatically verifies the CPU
ID, user ID (login name), and storage device ID." (p.3)

The identifiers that are related to the CPU (central processor unit, that is the main computer
chip) and the storage device ID (fixed disk, network disk or removable disk) are ones that are
inextricably linked to that device and cannot be changed or altered by the consumer. That the
intention is to limit access to a particular device is clear in this statement:

"The seller determines what set of computing environment variables are to be requested
from the buyer, who then has the option of sending all, none, or some portion of those
variables. If the seller does not deem the returned variables sufficient to lock the

* http://www.adobe.com/products/acrobat/webbuy/main.html



document to the buyer's computing environment, the reseller can decline to sell the
content to the buyer." (p.6)

This also means that the file cannot be accessed on other devices, so that if it is transferred to a
different device the key will not allow the content file to be opened for viewing. In this sense,
any access control that limits access to a single device is likely to interfere with the right to
exercise the first sale doctrine because no first sale rights are available to the buyer of the
content unless the actual device is also transferred. In the case of files that require a password
or key but that are not limited to a particular device, the original buyer can transfer the file along
with the key and exercise first sale rights, although this is often forbidden by the license
agreement for the product.

Materials transmitted to a generalized computer as a stream

Streaming audio and video techniques have been developed by a small number of software
companies to allow a broadcast-like experience over the Internet. Streaming techniques can be
used for stored multimedia files, such as audio-video files of past conference events, or for live
broadcasts. Live broadcasts, by definition, are not available in a computer file format and may or
may not be considered "fixed" for the purposes of copyright, so | will address only those works
that are stored on the server for later access. These files are analogous to sound recordings and
movies on tape, with the difference that they are delivered digitally over networks at the time of

play.

Streaming came about ostensibly because for large files (as is true for most video and for some
high quality audio) it has been impractical to download the entire file for viewing. (Note that with
the size of currently available hard drives, this rationale for streaming is less convincing than it
was just a few years ago when these techniques were first employed.) In streaming technology,
only a small segment of the file is transmitted at a time and temporarily stored on the hard drive.
As the play of the content progresses, previously played portions are automatically deleted from
the hard drive and new portions are downloaded in advance of playing.®

Because the entire file is never in the possession of the customer, there is no application of the
first sale doctrine for these files.®

Materials transmitted to a specialized device

The devices that | will discuss in this section may be implemented in hardware, in software, or in
a combination of the two. Specialized electronic book readers are one example of this type of
device.” There are also readers that are realized in software that contains similar controls.®

® Streaming technology has sophisticated algorithms that determine how much advance storage
is needed on the hard drive to facilitate uninterrupted play. This depends on the speed of the
user's Internet connection as well as on other factors. So the amount of a file that is on a user's
hard drive at any given time can vary.

® Streamed files can be downloaded as whole files using techniques that are available to users of
Internet browsers but which may not be obvious to many users. It requires users to remove the
browser plug-in that plays the streamed work and adjusting browser settings so that files of this
type will be saved to disk. Whether or not using this technique falls under the anticircumvention
language of the DMCA is beyond the scope of this report.

" Examples of these are: 1) Rocketbook http://www.rocketbook.com 2) Everybook,
http://www.everybook.net

8 Examples are: 1) Glassbook reader http://www.glassbook.com 2) TK3
http://www.nightkitchen.com



To facilitate the growth of the electronic book industry, at least two sets of standards for access
control have been developed to date. An industry consortium called the Electronic Book Exchange
Working Group has created the Electronic Book eXchange (EBX) standard.’ A second standard
has been issued as the XrML Specifications for Digital Rights Management'?. Each of these has
controls that have a potential effect on first sale rights.

EBX

The EBX standard has features particularly designed to facilitate lending (first sale) and fair use.
Included in the "rights" that are enforced by the software that follows this standards are:

e Lendable (with Lending Timeout which controls the lending period)

* Givable

* Sellable

» Personal Use Copies (maximum number)

e Personal Use time (combines with Personal Use Copies, i.e. 2 copies per year)

» Personal Use Copy Size (i.e. paragraph, page, chapter, whole).

Of these rights, those particular to First Sale are included in an element called "Basic rights:"

"The basic rights define whether the owner has the right to give, lend and/or sell copies
of the voucher."™

The "voucher" mentioned above is the file that contains the rights information that is enforced by
the rights software. It is the transfer of the voucher that allows access to the protected work.

Note that the standard permits these rights to be included in the contract that accompanies an
electronic book purchase but does not require or imply that such rights be turned "on." So, for
example, when the Stephen King novella Riding the Bullet was made available over the Internet,
it came from at least one vendor with the following control set:

"Copy: No text selections can be copied from this book to the clipboard.
Print: No printing is permitted for this book.
Lend: This book cannot be lent to someone else.
Give: This book cannot be given to someone else."*

It is possible that the Lending right will not be the default for items purchased by individuals but
will be primarily permitted for institutions like libraries and schools whose contract is specifically
designed for use by multiple individuals.

° The EBX working group lists these organizations among its developers: Adobe Systems, Book
Industry Study Group, Coalition for Networked Information, Compaq, Glassbook, HarperCollins,
Houghton Mifflin Company, Hewlett Packard, Hitachi, Ingram Lightning Print, J-Stream, Microsoft,
RSA Labs. Softbook Press, Philips Electronics, Xerox. http://www.ebxwg.org

10 XrML stands for Extensible rights Markup Language and is based on XML, eXtensible Markup
Language which is a general purpose technique for creating data formats. XrML is based on the
Digital Property Rights Language (DPRL) that was developed by Mark Stefik at Xerox PARC in
1996. http://www.xrml.com

1 EBX System Specification. Draft 0.5. May 24, 1999. P. 28.

12 Reported in an e-mail message on CNI-COPYRIGHT discussion list, March 24, 2000.
http://www.cni.org/Hforums/cni-copyright/2000-01/0764.html. The message did not indicate if
other rights were involved nor if one could ascertain defaults for rights not included here.



Given that the rights of lending, giving and selling of the work are conferred on the buyer by the
copyright owner (or middle agent), it seems obvious that this access control technology does not
allow the user to dispose of the item without the authority of the copyright owner.

XrML

XrML can be described as a more sophisticated standard than EBX in that it has additional
features and controls. In the XrML standard, each "right" can be given complex controls of time,
fees and incentives. The standard allows metered charges for "play” of works ("play" includes
display of text), monetary incentives (per use or metered charges can change based on various
factors), and expiration times. Exercise of the options that include fees would necessarily require
the user to interact over a network with a point of sale in order to exchange a fee for the use or
access.

The rights themselves are also highly complex and are divided into the categories of Transport
Rights, Render Rights, Derivative Work Rights, File Management Rights, Configuration Rights.
The rights most obviously related to the first sale doctrine are Transfer and Loan, which are
categories of Transport Rights.

"Transport rights govern the creation and movement of persistent copies of a work under
the control of trusted repositories. There are three distinct kinds of transport rights:
copy, transfer and loan. The interpretation of these rights are similar to familiar
operations on physical works: copying an audio tape, transferring (or giving someone) a
book, or loaning a compact disc."*

There are also rights for Delete and Uninstall that have to do with the disposition of the work by
the recipient of a copy. Each of these rights can have conditions relating to time periods, use
patterns or limitations, and can have fees associated with them.**

In addition, each of these rights can have "next rights." Next rights are those which will be
applied when the item is transferred to the next user. The intention of next rights seems mainly
intended to distinguish the rights of distributors, such as retailers, from the rights of end users,
but could potentially be applied to any license.

"When a digital work is copied, transferred, or loaned, certain rights become available on
the receiving repository. Exactly which rights are available is determined by an optional
NextCopyRights specification."*

Assuming that the software and hardware that implements an XrML license is working properly,
the end user has no right to dispose of the possession of the copyright work without the
authority of the copyright owner.

13 XrML: Extensible rights Markup Language. Version 1.0, April 25, 2000. p. 30

14 The XrML standard itself warns against the use of fees in some of these circumstances. The
standard itself would permit the creation of an access control that required payment for the
deletion of a file. This would allow an unscrupulous entity to offer a file for free download and
then require payment for the user to remove the file from her own hard drive. This points to the
need for something that is outside the scope of the XrML standard, and that is clarity of license
terms and the development of some consumer protection measures.

> XrML: Extensible rights Markup Language, op cit., p. 31.



Is the First Sale Doctrine Applicable to Digitally Transmitted
Works?

I believe to have shown above that access controls on digitally transmitted works can interfere
with the user's right related to the first sale doctrine. The question is whether this is a necessary
result of access controls in general or if it is a characteristic of this generation of controls and
something that might be overcome in the future. For a control to exist that would allow for first
sale, it would need to have some particular characteristics: it would have to encapsulate the work
in such a way that the access control is transferred with the work and still maintains its efficacy;
it would have to allow transfer without allowing the creation of an additional copy; and it would
have to do all of this without requesting authorization from the copyright owner, either at the
time of purchase or at the time of disposition.

I cannot say whether such a system of access control could be developed in the future. | do
know that the access control systems in development today are not of this type and, although
the companies that support them generally are aware of the need to support first sale rights,
they are unable to do so because the technology they use maintains control over the reader's
right to dispose of the work.

There are other conclusions that | can draw from my reading in this area. One is that the rights
of readers, which are poorly understood in the hardcopy world, may be many times more
complex when digital rights management systems are applied. Another is that users may be
unaware of the rights prior to purchase, and even then may have to exercise diligence to
determine their rights once they have obtained the document. *°

When we rely on copyright law for readers' rights, the law pertains to broad classes of works and
the same law applies to all individual items of intellectual property within that class. With digital
rights management technology, each work and each sale of each work can carry a vastly
different set of rights. So the question becomes not only whether users have first sale rights, but
whether they are aware of their rights and know how to exercise them. | have not been able to
address this question here, and it may be too early in the life cycle of digital rights management
systems and their uses to ascertain this, but hope that the question is answered in the future.

'8 The person who posted the e-mail (see 12, above) relating to the rights in the version of the
Stephen King novella stated that she had to click through three levels of menu items to see the
rights, but that these rights were not displayed at any time during the purchase or download
process.



Bob Beard






Copyri ght .t xt

I am nmaki ng nmy comrents as both a conputer programrer and a user of
copyrighted material

| strongly oppose the additional limts on the fair use of copyright
materi al introduced

with DMCA. | believe that the pendul umhas swng too far in the interest of
t he

copyright holders and has begun to tranple the needs and rights of the
copyright users.

| can forsee a significant problemw th the "technol ogi cal circunvention of
copyri ght

protection" clause of DMCA. The following five itens cone i mediately to

m nd:

1. This will limt how the copyright material nmay be used to what is
envi si oned by
t he copyright holder. New and creative uses of the copyrighted material wll

be
stifled.

2. There will be a fear of working with the copyright material |est you run
af oul

of what sone conpany's |egal departnent believes to be a technol ogi cal

ci rcunvention

or what sone future court decision decides is a technol ogical circunvention.

3. You can becone bound up in the econonic fortunes of the copyright

hol der. If

the copyright holder falls on hard tinmes, your access to the copyright

mat eri al may

not stay current with the rest of the industry. Wrse yet, if the copyright
hol der

should fail or beconme uninterested in the copyrighted naterial, you may no
| onger

have any access to the naterial and you will not be able to get a third
party to

"unl ock" the material for you

4. Adding | ocks to copyright material that are "secret" nay conprimse the
functionality

of a product that uses the copyrighted material. For exanple, say you have
desi gned a

product that navigates a vehicle. This vehicle uses a d obal Positioning
System ( GPS)

dat abase that has sone form of copyright protection. Since you have no
visibility into

the way the copyright protection is inplenented, you can never be sure that
an access to

that dat abase may be deened a copyright violation. This could be devastating

if the
vehicle is navigating city streets and this problem occurs.

Page 1



Copyri ght .t xt

5. You may be forced to pay for the same copyrighted material again. This
coul d happen

if there was a technol ogi cal inprovenent, or just another way to access the
copyri ght

material. You would not be able to adapt the copyrighted nmaterial to this
new form

your sel f.

It seens to ne that all copyright law "inprovenents" since 1950 have been
instituted
by | obbying efforts of corporations. Al such | obbying efforts seem ai ned at

keepi ng

a corporation's market position, slow ng technol ogical progress so that the
cor poration

can attenpt to catch up with sone of their nore forward | ooki ng conpetition

and

attenpting to have copyright users pay multiple tinmes for essentially the
sane

copyrighted material. This is obviously a case of "if you aren't w nning the

gane,
change the rul es"”

It is obvious to ne that this is unbal ancing copyright laws in favor of
copyright hol ders.

As a conputer programmer, | have benefited economically fromthis. As a
menber of

society, | have been robbed of many of ny rights and been held back in the
pursuit of

know edge.

Copyright |aw should be based on the ideal that there should be a free and
unhi nder ed

exchange of ideas and expressi on between people. Know edge is what nmakes a
soci ety "grow'

Each generation gains fromthe know edge it creates mxed with the know edge

that it has

gai ned from previ ous generations. Copyright springs fromthe recognition
that sone peopl e

will add to society’' s know edge base freely, w thout asking for anything in
return. Qthers

will do so only if they can profit fromit. W, as a society, grant this
|atter group of

people a limted amount of tine where they may profit fromtheir work in
exchange for the

wor k being added to the society’'s know edge pool and the ability to add on
to that work.

In other words, "use" that know edge.

Copyright |aw should never be used as a weapon agai nst people. | feel that
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many of the
| aws that are being enacted surrounding intellectual property are doing just

t hat .

W seemto be trying to lock intellectual property up as tightly as we
possi bly can.

We shouldn't be doing that. W shoul d be doing just the opposite.

Thank you for your consideration of my opinions.

Bob Beard

1819 W ckl ow Rd
Naperville, IL 60564-3180
630-904- 1756
rveabob@ot nai | . com
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Comments of the
DIGITAL FUTURE COALITION
submitted to the
U.S. Copyright Office
and
National Telecommunications and Information Administration, U.S. Department of Commerce
in response to the Request for Comments published at 65 Fed. Req. 35673
pursuant to Sec. 104 of the Digital Millennium Copyright Act

The Digital Future Coalition ("DFC") consists of 42 national organizations (a list of
which is attached to these comments) representing a wide range of for-profit and non-profit
entities. Our membership includes educators, computer and telecommunications industry
associations, libraries, artists, software and hardware producers, archivists, and scientists. DFC
member organizations represent both owners and users of copyrighted materials.

Over time, our constituents have benefitted — as have other American individuals,
companies and non-profit entities — from the maintenance of a balanced copyright system in the
United States. Such a system is one that provides both strong protection for proprietors’ rights
and clear recognition of consumers’ interests in access to protected materials. Thus, the DFC is
strongly committed to the preservation and modernization, in the digital environment, of the
limitations and exceptions that have traditionally been part of the fabric of U.S. copyright law.. It
IS our common conviction that a balanced copyright system is essential to secure the public
benefits of both prosperous information commerce, on the one hand, and a robust shared culture,
on the other.

In particular, from its inception in 1995, the DFC has advocated the updating of the
so-called "first sale” doctrine, currently codified in 17 U.S.C. Sec. 109, as part of any
comprehensive effort to bring copyright into the new era of networked digital communications.
In the 105th Congress, for example, the DFC strongly supported H.R. 3048, legislation to
implement the WIPO Copyright Treaty and Performances and Phonograms Treaty, which
specifically provided that:

Section 109 of title 17, United States Code, is amended by adding the following new
subsection at the end thereof:

(F) The authorization for use set forth in subsection (a) applies where the owner of
a particular copy or phonorecord in a digital format lawfully made under this title, or
any person authorized by such owner, performs, displays or distributes the work by
means of transmission to a single recipient, if that person erases or destroys his or her
copy or phonorecord at substantially the same time. The reproduction of the work,
to the extent necessary for such performance, display, distribution, is not an
infringement.

We were concerned and disappointed that the final text of the Digital Millennium Copyright Act
of 1998 ("DMCA") contained no similar provision, and — by the same token — pleased that
Sec. 104 of that Act directed the Copyright Office and NTIA to undertake further study on the
topic of "first sale” in the digital environment, along with that of the Sec. 117 exemptions.



The ultimate Constitutional goal of our copyright system is a public one — “To Promote
the Progress of science and Useful Arts." Historically, the "first sale” doctrine has contributed to
the achievement of that goal by providing a means for the broad secondary dissemination of
works of imagination and information. That the public has reaped a wide range of benefits from
the "first sale” doctrine becomes clear from even a cursory examination of the range of various
cultural and commercial institutions this rule has supported and enabled -- everything from great
research libraries to second-hand bookstores to neighborhood video rental stores. More broadly
still, the doctrine has been an engine of free social and cultural discourse, permitting significant
texts to be passed from hand to hand within existing or developing reading communities. In the
current round of discussions over the future of "first sale,” the DFC’s primary concern is that a
"default rule” -- restricting possession and use of copies embodying texts, images and other
copyrighted works to the first purchaser or authorized recipient of such materials -- would retard
rather than advance the progress of knowledge.

Our immediate concern about the future of the "first sale” doctrine in the new electronic
world stems from comments included in the 1995 White Paper on Intellectual Property and the
National Information Infrastructure (at 93-94) suggesting that the doctrine should be
inapplicable, as a matter of conventional copyright doctrine, to electronic retransmissions by
consumers of material originally received (by way of gift or purchase) over digital networks.
Although this interpretation had not (and, to date, has not) been judicially tested, it is sufficiently
plausible to suggest that even before the enactment of the DMCA, "first sale™ was a doctrine at
risk. The DFC’s commitment (already noted) to balance in copyright law reform led us to
propose that as proprietors’ rights were updated in new legislation, "first sale” should be as well.

After the enactment of the DMCA, however, "first sale™” proved to be in greater jeopardy
than before. Specifically, whatever aspects of the doctrine might otherwise have survived and
flourished in the digital environment now are threatened by the copyright owners’ use of the
"anti-circumvention" measures for which new Sec. 1201 of Title 17 provides legal sanction and
support. The copyright industries are publicly committed to the implementation of what they
term "second-level" access controls -- i.e. technological measures that control not only how a
consumer first acquires a copy of a digital file, but what subsequent uses he or she may of it, and
on what terms. See, e.g., Joint Reply Comments of the American Film Marketing Ass’n et al.,
U.S. Copyright Office Rulemaking on Exemptions from Prohibitions on Circumvention of
Technological Measures that Control Access to Copyrighted Works, Docket No. 99-7
(www.loc.gov/copyright/1201/comments/reply/112metalitz.pdf). Although such controls are in
their infancy, they clearly have the potential to erase any remaining vestiges of "first sale™ in
current law, where the digital environment is concerned. Under fundamental copyright law
principles, for example, the purchaser of downloaded digital text file downloaded to a portable
storage medium (such as floppy disk or hand-held "e-book™) apparently is permitted to transfer
ownership of that "copy.” But a simple password system or encryption device could be used to
frustrate this consumer privilege, and attempts to override that anti-circumvention measure
would potentially trigger severe penalties under the new Chapter 12 provisions.

Of course, the DFC is not privy to the plans and intentions of the content industries in this
regard. The current study, however, is in a position to request information from publishing,
motion picture, music and other related business about their business plans for the future
implementation of "second level" access controls.
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In the same connection, we would note that the Sec. 117 privileges of purchasers of
copies of software programs, although formally preserved under the DMCA, are equally at risk
from the use of technological anti-circumvention measures. The software consumer’s right to
adapt purchased programs and prepare archival copies of them were deemed essential in 1980,
when what amounted to the "final compromise™ of the 1976 Copyright Act was adopted at the
suggestion of the Congressionally-mandated Commission on New Technological Uses of
Copyright Works.  Those privileges are as — if not more — important to consumers whose
software purchases occur by way of on-line downloads rather than through face-to-face or
mail-order transactions. However, nothing in the DMCA as enacted in 1998 mandates that
consumer privileges be respected in the implementation of anti-circumvention measures.
Current software industry practice suggest that at least some vendors will take advantage of new
technologies and the legal support that the DMCA affords them to limit the effective scope of
Sec. 117. Again, the DFC expects that the current study will take advantage of its unique
mandate to inquire closely into the plans and intentions of software providers in the regard.

In addition, recent case law have may deprived the Sec. 117 exemptions of much of their
practical force. MAI Systems Corp. v. Peak Computer, Inc., 991 F.2d 511 (9th Cir. 1993), and
subsequent decisions hold that every temporary RAM copying of a computer program, incidental
to its use on a hardware platform, constitutes a form of "reproduction.” Although these holdings
are controversial, they suggest that the use of computer programs by purchasers may now be
legally constrained in ways that the Congress did not anticipate in 1980. The DFC believes that
the study should consider ways to restore the vitality of the Sec. 117 exemptions in light of these
subsequent developments. One such means would be to adopt language contained in both
S.1146 and H.R. 3048, as introduced in the 105" Congress::

Notwithstanding the provisions of Section 106, it is not an infringement to
make a copy of a work in a digital format if such copying --

(1) is incidental to the operation of a device in the course of the use of a work
other wise lawful under this title; and

(2) does not conflict with the normal exploitation of the work and does not
unreasonably prejudice the legitimate interests of the author.

Finally, we would note that the case law is in disarray concerning the effectiveness of
contractual terms contained in so-called "shrink-wrap™ and "click-through” licenses to override
consumer privileges codified in the Copyright Act, such as the Sec. 109 "first sale™ doctrine or
the Sec. 117 adaptation and archiving rights. At the time of the enactment of the DMCA, the
DFC had hoped that further refinement of the Uniform Computer Information Transactions Act
("UCITA," formerly "UCC 2B") would provide important clarification as to the scope of
deference due to federal law in this respect. Unfortunately, the final text of UCITA, which is
now before state legislatures for consideration, did not fulfill this expectation.

There are numerous examples of "end-user licenses"” in the computer industry which
purport to constrain or eliminate purchasers’ Sec. 117 privileges. Where "first sale™ is
concerned, examples of the use of vendor-prescribed, non-negotiable contract terms to override
the default settings of the Copyright Act is likewise a possibility. Through the use of such terms,
the transfer of permission of authorized print-outs or downloads to portable storage media could
be restricted. Clearly, even in the earliest stages of on-line commerce in texts, the continued
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vitality of the "first sale” doctrine is at risk — at least in some degree. Assessment of the full
extent of that risk is, we believe, an appropriate task for the current study.

Ultimately, the DFC believes that the recommendations to Congress in connection with
the study should be focused, in particular, on formulating a restatement of "first sale™ appropriate
for the digital condition. In so doing, we would urge that the language of H.R. 3048, quoted
above, receive serious consideration. By stressing the importance of effective simultaneous
deletion of transmitted material from the transmitter’s system, this language creates the
functional equivalent, in the new context of virtual information environment, of a doctrine that
has served commerce, culture, and consumers well in the familiar actual one. Where Sec. 117
is concerned, we believe that the burden is on the proponents of change to make out the case that
the balance so carefully struck in 1980 should not be maintained.

Moreover, the report to Congress should address additional measures that may be
necessary to make existing and updated "first sale” principles meaningful, and to preserve the
Sec. 117 exemptions. In addition to taking up the issue of temporary digital reproduction, it
should consider the appropriateness of new legislation limiting the circumstances in which
"second level™ technological access controls can be deployed by content owners to override or
frustrate use privileges otherwise conferred on content purchasers by the Copyright Act. The
DFC notes that Sec. 1201(k)(2) of the DMCA, limiting the use of anti-circumvention measures in
connection with certain audiovisual transmissions, provides a specific legislative precedent for
such limitations on technological self-help. Congress explicitly sought to preserve the ability of
consumers to make non-commercial copies of movies and other programs on standard analog
VCRs when delivered over the air or via basic cable, while giving copyright owners the authority
to block copying in situations in which consumers had no reasonable expectation of making
copies. As Congress demonstrated, it is possible to achieve balance between the interests of
information consumers and content creators. We look forward to presenting specific statutory
proposals for other limitations on the implementation of technological protection measures in the
months to come.

Likewise, we hope that the report will recommend new legislation, perhaps in the form
of amendments to 17 U.S.C. Sec. 301, that would provide a clear statement as to the supremacy
of federal law providing for consumer privileges under copyright over state contract rules which
might be employed to enforce overriding terms in "shrink-wrap" and "click-through" licenses.
Again, the DFC hopes to be able to assist the work of the study by proposing specific
amendments on this preemption issue.

The DFC strongly believes that the issues to be addressed in this study are critical ones
for the future of U.S. copyright. The tasks of the study are daunting ones, but we believe that
given full cooperation on the part of all affected parties, including consumers and content
owners, they can be accomplished. The DFC and its member organizations would be pleased to
assist in any way. Specifically, we look forward to the opportunity to testify at hearings
convened in connection with the study. Because the study has been mandated at such an early
point in the development of networked digital communications and information commerce, it is
inevitable that — in part — its conclusions will necessarily be based less on the actual
experience to date than on informed predictions about future trends and developments. For these
reasons, we believe that it is critical that there should be hearings on the issues covered by the
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study, and that the scope of those hearings address not only the record of the past but also the
shape of things to come.
Respectfully submitted,

Peter Jaszi
For the Digital Future Coalition

Membership of the Digital Future Coalition

Alliance for Public Technology
American Association of Law Libraries
American Association of Legal Publishers
American Association of School Administrators
American Committee for Interoperable Systems
American Council of Learned Societies
American Historical Association
American Library Association
Art Libraries Society of North America
Association for Computers and the Humanities
Association of American Geographers
Association of Research Libraries
Chief Officers of State Library Agencies
College Art Association
Committee of Concerned Intellectual Property Educators
Computer and Communications Industry Association
Computer Professionals for Social Responsibility
Conference on College Composition and Communications
Consortium on School Networking
Consortium of Social Science Associations
Consumer Federation of America
Consumer Project on Technology
Electronic Frontier Foundation
Electronic Privacy Information Center
Home Recording Rights Coalition
International Society for Telecommunications in Education
Medical Library Association
Modern Language Association
Music Library Association
National Association of Independent Schools
National Council of Teachers of English
National Education Association
National Humanities Alliance
National Initiative for a networked Cultural Heritage
National School Board’s Association
National Writers Union
Society for Cinema Studies
Society of America Archivists
Special Liberties Association
United States Catholic Conference
United States Distance Learning Association
Visual Resources Association
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Walter Charles Becktel
self/lyricist

P.O. Box 861954 T.A.

Los Angeles, Calif. 90086-1954
(213)627-4203 #628
a_987654321@hotmail.com

COMMENT

Dears Sirs,
Per the DMCA of 1998, and your request for comments dated 6/5/000 on title 1 of the Act, | would like
to add the following:

It firstly seems dubious to me, that no definition(s) have ever been added for "author" in Title 17 USC
Section 101. Possibly this doesn't SEEM to have anything to DO with any such "Digital Millenium"
bologna, but in LIGHT of the fact that recent awareness has revealed that several of the so-called "authors"
of these same "works" that you all keep ARGUING about, are in fact recipients of stolen lyrics either
through eavsdropping, "careful observance", or unwelcomed transcription/tape recordings; it would seem to
me MORE than appropriate at THIS time to at least come up with some sort of a tentative DEFINITION of
the word - because as it stands now, the general vagueness of the Statute seems to be causing MOST people
to believe that, "if | just hurry on UP over there to the Copyright Office, and get that copyright on these
WORDS that | wrote down, then I don't HAVE to give any credit, ON the copyright form or elsewise, to the
person(s) | stole the recital(s) FROM...he he he". Scenerio #4: Stenographer kipes off with the dictation,
runs over to the copyright office, copyrights the dictation, says SHE is the sole author - get the point? A
person who "overhears" another person's recitals, especially if he is another artist, and goes and copyrights
those same transcriptions WITHOUT mentioning the name(s) of the persons whom he or she "borrowed"
them from, is just as much a thief as that STENOGRAPHER was. And apparently, we've been having quite
a BIT of this sort of theft going on; and | think that it is all DUE to the fact that there isn't any solid
definition of the word "author" per se.

So please DO allow me the following proposal, ans possibly for a couple of OTHER words; ‘cause, how
can you go ON with this "copyright" business, when you guys haven't even "gotten off the ground™ about
WHO the AUTHOR is?

Proposed Title 17 USC Section 101 additions:

"AUTHOR", is he who either dictates for a recorder, or puts the
words down himself into the "tangible medium™. The RECORDER
(secretary, scribe, stenographer, etc.) is NOT the author except
where that person's individual contribution can be ascertained,
AND with the permission of the author - and then at best is only

a CO-AUTHOR as in the case of a professor and his understudy. One
does NOT need to hold any title or office to qualify as being
"author" per se; "author" is not a legal designation, but only a
condition of fact. It is not a condition of poverty or wealth,
education or retardation, mental, physical, sexual, or spiritual
fitness; and any such person alienating one such author for any

of the aforesaid reasons, or any OTHER reason, is liable to the
prosecution of which under Federal Laws either through civil
litigation or/AND criminal prosecution.

"TALKER", is a modern day lay term for an oracle, prophet, seer,
sooth sayer, or the like. For the purposes of this section, said
"talker" is also an author. When one takes dictation from one

such "talker", he acts as nothing more than a scribe, secretary,

or stenographer, unless additional co-authorship can be ascertained.



"PLAGERISM", among other commonly known definitions, is the
condition of THEFT whereby by a secretary, scribe, recorder,
stenographer, or other similar transcriber ascribes to HIMSELF

as sole authorship those words, ideas, compositions, or other
works which dictating author has entrusted, through the law
(common or elsewise), into the hands of the recorder for his safe
keeping. Said plagerism of said dictation does NOT constitute any
such "fair usage" for the plagerist and/or his assigns, and

neither is said dictation within the "public domain". Prosecution
for said plagerism would be either within the jurisdiction of the
civil or/and criminal court.

If the foregoing "definitions" are elsewhere described, | appologize; but DO believe that it would be
wise to include them within Section 101, due to the apparent confusion that has ensued.

Please reply to the foregoing and allow me to know what you think - I'm sure YOU wouldn't want
YOUR words "eaten up" by these Little Gremlins.

Sincerely,
Walter C. Becktel
a_987654321@hotmail.com
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My name is John M. Zulauf and | am writing as private citizen and information technology professional.
My comment is directed specifically at the questions posed regarding Section 109 regarding first sale and
Section 117 archival, interoperability, and temporary copies. My comments will also contain references to
"fair use" subjects -- space shifting, excerption, criticism, and time-shifting -- based on questions in the
section "2. General."

The form of my comments today is to take a detailed view of a proposed comprehensive copy management
and control architecture. This review address specifically the impact on 106 and 117 of comprehensive
content protection systems now envisioned by the media and consumer electronics industry. This review
will show a pattern of systematic elimination of the traditional first sale restrictions on the copyright holder,
and further a systematic elimination of archival and all other fair use "rights" as traditionally held. The
system achieves absolute control over the use of digital content by a comprehensive set of licensing
restriction on the behavior of digital-media consumer electronics devices. This license is imposed by use of
encryption protected (in the system architect's view) by an absolute anti-circumvention protection under
DMCA section 1201.

The proposed system reviewed CPSA -- "Content Protection System Architecture; A Comprehensive
Framework for Content Protection” is documented at
http://www.dvdcca.org/4centity/data/tech/cpsa/cpsa081.pdf . The document itself is subject to copy
controls such that it can neither be downloaded from the web nor saved from the Adobe PDF reader. The
only means by which this criticism is possible is by page by page cut and paste from the document.
Ironically and chillingly, were the CPSA document protected by CPSA, no such excerption or criticism
would be possible at all. Because of this, were this document to prove to be a significant embarrassment to
the DVDCCA and its authors, they could simply unpublish the work by removing it from their website --
thus removing all first source evidence of their current proposals.

While this is a lengthy response to these questions, and the detailed review of the CPSA is necessary to

show the devastating extent to which traditional consumers rights can be erode using anti-circumvention as
the wedge. The CPSA provides a chilling vision of our future unless broad exemptions to the DMCA 1201
anti-circumvention provisions are granted. These exemptions are discussed in the “3. Conclusions” section.

0. Abstract

A review of the proposed CPSA content control system and it's probable impact on fair use and first sale.
Conclusions include the need for broad exemptions from the DMCA 1201 anti-circumvent provisions for
all non-pay-per-view publish works and all works access for fair use.

1. Introduction:

The proposed CPSA gives us a view of the future of access and use control without the limitations imposed
on the copyright holders and distribution channel that broad exemption to 1201 would bring. In this
possible future, first sale is discarded, archival and other fair use abandoned in favor of a "comprehensive"
control of all access and use of digital media. Note that no differentiation is made between published and
broadcast work, nor between pay-per-view and unlimited view works. This lack of differentiation show the
utter disregard for both first sale and fair use, as well as an intentional desire to eliminate the consumer
rights granted in "Betamax" and "Vault v. Quaid" case law.

The following are excerpts from the current draft of the CPSA document identified as "Revision 0.81",
dated February 17, 2000, and authored jointly by Intel Corporation, International Business Machines
Corporation, Matsushita Electric Industrial Co., Ltd. and Toshiba Corporation. The excerpts are denoted by
lines beginning with ">" and are quoted directly from the cited web document.

> The protection comes from compliant devices responding



> appropriately to manage the content according to the CMI.
> Such protection is realized only if there is some

> means, or "hook", to compel devices to be compliant.

>

> Encryption is that hook. Encryption is a way of scrambling
> digital content so that it is unusable (not recognizable)

> unless it is first descrambled (decrypted). To get the

> necessary intellectual property to be able to decrypt the

> content, a license is required. That license contract

> specifies requirements to manage the content according to
> jts CMI.

The first expert from the CSPA document show the intent to utilize encryption systems not as content
protection but as a negotiating "hook." The encryption is specifically disclaimed as not being the means of
content protection "protection comes from compliant devices." This is of concern particularly as it is the
position of the MPAA and the DVVD-CAA that this "hook" encryption has unlimited DMCA 1201
protection and thus has the force of the entire US government behind it. That's no "hook," that's fishing
with high explosives!

Further, it says that the encryption has nothing to do with protecting the content -- it's all about controlling
the behavior of devices that want to use the content. This is explicitly use control after first sale. What it
enables, as we shall see below, is explicitly taking away the end-users first sale and fair use with a non-
party agreement.

2: CPSA Axioms

The CPSA system architecture comprises a set of axioms. As used in software and systems design, an
architecture has to do with functional blocks, subsystems, key algorithmic components. The CPSA axioms
function more like a set of contractual obligations than an overall system design. Aside from that the
axioms are themselves collectively and separately a harmful to first sale and fair use, especially when
considering non-pay-per-view content (broadcast or published). Ironically, there's still nothing in the
axioms to prevent wholesale commercial piracy of published media. This content is still subject to DVD-
stamping wholesale piracy. Thus the consumers’ rights have been abridged with the copyright holder
gaining no commercially meaningful protection.

> CPSA provides a framework of 11 axioms that describe how
> CPSA-compliant devices handle the

Note that the role of the axioms is explicitly control over the behavior of devices and thus "use control™ as
it in turn limits the functionality available to the consumer.

> three major areas that are critical to ensuring a
> comprehensive, consistent content protection scheme:
> content management information, access, and recording.

Fair use and first sale are not even a consideration in the design of this system. This is unsurprising in one
sense, no system can be made which judge the intent of a use. However, their choice is thus to allow only
the most limited use, disregarding other legitimate uses utterly prohibited by the design.

> Content Management Information Axioms
> Content Management Information (CMI) is information carried



> with content that indicates limitations on its allowed usage,
> such as constraints on making copies.
> 1. Content Owner Selects CMI

This first axiom and all below it reveal a particular world view. In place of "copyright holder" -- the subject
of the DMCA and other copyright law -- CPSA consistently refers to the "content owner.” This implication
of ownership stretches the copyright holders rights far past first sale and includes the ability to control the
consumers use of legitimately acquired, published works.

While | am not a lawyer (IANAL) it is my understanding that the concept of "content owner" -- is pure
fiction. There is a copyright holder who holds certain limited rights (limited by the "limited times" clause,
and first sale and fair use) over their works, but there is no "content owner.” Ownership of published
content is not granted -- a copyright is. This distinction is important as the CPSA axioms all assume
unlimited rights of the copyright holder over the digital work before and after first sale.

> Axiom: The content owner selects the content management
> information (CMI) from the supported options.

Implication: CPSA allows total control over the use past first sale of content regardless of the traditional
balance in copyright law, case law (Sony Corporation of America v. Universal Studios, 464 U.S. 417 (198),
hereafter referred to as "Betamax" ) to suit the needs of a media company's business model.

> The content owner selects the appropriate content management

> information for his or her content from the supported options.

> The available options vary for different types of content according to
> agreements made between content owners and device manufacturers.

Implication: the CPSA will allow non-party agreements to control the behavior of digital media purchasers
after first sale through controlling the functionality of available devices.

> 2. Ensure Digital CMI Integrity
> Axiom: While the content remains in the encrypted digital form,
> the CMI integrity is ensured

... by licensing terms imposed by the "hook™" of encryption and backed up by the anti-circumvention
provisions of the DMCA ...

> during transmission and storage using the encryption and key
> management protocols.

Implication: CPSA will allow copyright holders to ignore the Betamax decision and control the user's
storage of broadcast content.

> CMI is stored and/or transmitted along with the content.
> While the content remains in the encrypted digital form,
> the CMI can be carried digitally. For example, the CMI
> may be encrypted along with the content.

Implication: CPSA can hide the CMI rules such that non-protected content cannot be known to be non-
protected without decrypting the content. This ensures that only CPSA-compliant devices can be used even
if the CMI rules would allow unlimited copying or access -- clearly controlling consumer use of digital
media past first sale.

> 3. Optional Watermarking



> Axiom: At the content owner's option, the original content

> may be watermarked for the purpose of transmitting the CMI
> with the content, independent of its specific analog,

> digital or encrypted digital representation.

Implication: Using CPSA the copyright holder can hide the CMI in the content so you can't know whether
you can copy it without first decrypting the content. Also it means -- "if we're paranoid, we can reduce your
image quality to encode our paranoia in the picture." Note below.

> Some content owners may not want to include a watermark
> in portions of content where they are concerned about
> transparency, for example.

> |n CPSA, encryption can be used to prevent non-compliant
> devices from accessing protected content. Alternatively,

> where encryption is not present, compliant devices

> control access by detecting watermark CMI and responding
> appropriately.

Note that the purpose of encryption is not to protect the content but control the implementation of the
devices. Note that nothing is said about the authority of the user (as granted by first sale or other means) or
the "authority of the copyright holder", only the compliance of the device. While ignores the language of
the DMCA, the use of encryption as the "hook™ allows effectively bringing DMCA protection (under the
view of the DVD-CCA) to these clearly unprotected implementation details.

> 4. Encrypt Prerecorded Content

> Axiom: All CPSA content on prerecorded media is encrypted.
>

> Content encryption is a key facet of CPSA. It ensures that

> the content cannot be accessed until it is decrypted.

"All ... media is encrypted." What we have here is death sentence for public domain works, and the
"limited times" clause. All digital content is locked up for the unlimited time of the non-party CPSA license
agreement. Fair use and archival are dead -- all future media is owned by the media companies to serve
their business models. This cannot be what the framers of the Constitution nor the authors of the DMCA
had in mind.

> |n conjunction with licensing structures, it is the "hook"

> that compels users to honor the provisions of the content

> protection system. Thus, all digital content that has usage

> restrictions on prerecorded media (e.g. DVD-ROM) is encrypted.

This not access control, this is use control. A LICENSE between an agent of the COPYRIGHT HOLDERS
(the DVD-CCA) and the device MANUFACTURERS "compels the user." Note here the explicit non-
privity. The user has signed no agreement giving up his or her fair use or first sale rights. Note also that the
encryption isn't the protective measure but only the "hook" here again.

> 5. Encrypt Authorized Copies

> Axiom: All authorized copies of CPSA content are encrypted,
> except where specifically agreed otherwise.

>

>Just as all content with usage restrictions on prerecorded

> media is encrypted, so are all authorized digital copies



> of such content (meaning content that arrives encrypted

> and/or containing watermark CMI). For example, when a

> CPSA-compliant device receives analog

> content with watermark CMI, a digital copy of the analog

> input will be encrypted. This allows the encryption "hook"
> mentioned previously to remain in place even for authorized
> copies.

So the copyright holders can (a) control by technical means when | can copy and (b) they will force my
copy to be encrypted when they do allow it (c) and they can control this after first sale. By this means even
the copies they allow me are walled off from me. Even where some copying is allowed, the real fair use,
space shifting, first sale etc. are prevent as the content remains behind the CPSA wall of "axioms" -- unable
for access except by CPSA-compliant devices.

> An exception to this is the DVD-audio framework, which

> allows an unencrypted copy on legacy media (CD-R, CD-RW,
> Mini-Disc or DAT) of any audio content with a sound

> quality equivalent to CD-Audio or less.

Oddly, CD-R and MP3's are explicitly excepted. From earlier testimony before the Library of Congress,
"Napster" was the end of the world, doomsday scenario. Here CPSA does nothing to address it. In any case
this isn't technically feasible and is only a bow to reality.

> 6. Playback Control

> Axiom: Compliant playback modules detect the watermark
> CMI when present in unencrypted content and respond

> appropriately to prevent playback of unauthorized copies.
>

> Before playing back unencrypted digital content, compliant
> playback modules check for watermark CMI. If present in
> unencrypted digital content, compliant modules will not

> allow playback, since all digital copies of content with

> watermark CMI should be encrypted.

Note the authorization circular logic here. All unencrypted copies are de facto unauthorized. What is a the
test for the "authority of the copyright holder"? Merely the presence of the encryption scheme. This is how
the encryption hook is "set." Only encrypted copies are valid, and to play encrypted copies you need to
licenses the CPSA IP. To do that you must agree to all their axioms. This is euphemistically referred to as
"compliance."

> 7. Output Protection

> Axiom: For encrypted content, compliant playback and
> source modules apply an approved protection scheme to
> all outputs, according to the digital CMI settings,

> except where specifically agreed otherwise.

> Protection of encrypted CPSA content must continue during
> transmission, either by encryption (e.g., DTCP) or by an
> approved analog protection scheme such as Macrovision™.

More contractual device control beyond the scope of the encryption. Every link, from player, to AV
receiver, to video recorder, to television or video monitor must be compliant. As single piece of CPSA
equipment forces all other new components to be compliant or be incompatible. Note the added cost and
complexity now built in to every piece of consumer electronics.

> 8. Manage Protected Output of Unencrypted Content



> Axiom: Compliant source modules check the watermark CMI
> of unencrypted content prior to protected digital output,
> and if present, set the digital CMI for the output accordingly.

This shows that the encryption is pure pretext and not needed except as the licensing "hook." Unencrypted
data is given the same protection by compliant devices as encrypted data.

> A compliant source module may optionally forward content
> that arrives unencrypted to a protected digital output.

> If it does so, the module must first check for watermark CMI,
> and if it is present, set the digital CMI of the protected

> output accordingly. This ensures that the digital CMI

> corresponds to the watermark CMI, which is necessary since
> compliant recording modules downstream will check only the
> digital CMI of encrypted content to determine if a copy is

> authorized.

Note that encryption is not even needed once a critical mass of "compliant” devices is deployed. For a user,
CPSA-compliant devices are viral. Once a CMI is detected, the content is treated as if it was encrypted (and
in fact will be encrypted if recorded).

> Recording devices maintain content protection by examining
> digital or watermark CMI and making copies only if authorized
> to do so. Copies of content are encrypted (except as noted

> previously), and the digital and watermark CMI are updated
> to continue the protection of the copied material.

>

> 9. Examine CCI Before Copying and Respond Accordingly
> Axiom: Compliant recording modules detect and respond

> appropriately to the CCl, if it is present, before creating

> a copy, if authorized to do so.

>

> o Digital CCl is examined for encrypted content

> o Watermark CClI is examined for unencrypted content

> Before making a copy, a compliant recording module checks
> the CCI information. If the module is making a copy from an
> encrypted source, it checks the digital CCI; otherwise, it

> checks the watermark CCI. The copy is made only if the CCl
> indicates that it is authorized.

How can a device know when | have fair use rights? It cannot. Under the CPSA it can arbitrary control my
ability to copy. Note again the implication that encryption is not necessary to protect works if devices are
CPSA-compliant. Encryption is the "hook" to enforce the license, but unneeded functionality.

> 10. Update CCI Before Copying

> Axiom: Compliant recording modules appropriately update both
> the digital CCI and the watermark CCI, when present, before

> creating a copy.

This is implementation housekeeping. Note again that encryption is not required for CCI as unencrypted
but watermarked content receives the same protections.

> Prior to creating a copy of CPSA content, compliant recording



> modules will appropriately update both the digital CCI and the
> watermark CCl, if present. Since the watermark CCI is always

> updated when a copy is made, compliant playback modules are
> not required to have watermark updating capability.

> Note that

> for non-CPSA content (unencrypted content without watermark
> CMI), a protection system may still support making an

> encrypted copy, in which case the digital CCI of the copy is

> set as defined by that system.

It doesn't say what the CCI of the system is. Some CCI -- either "unlimited copies" or "no copies" -- is
applied to my home videos or other non-CPSA at the devices discretion. Note that once CCl is applied, the
content is then treated as CPSA content and always encrypted when recorded -- fully locking the user into
using only CPSA-compliant devices even for content on which they (or no one) holds the copyright.

> 11. Temporary Images

> Axiom: Compliant recording modules do not inspect or update
> either the digital CCI or the watermark CCI when making an
> image that is both temporary and localized.

>

> To allow for enhanced (e.g. time-shifted) viewing of copy-

> never

This is reveals another attack on fair use. It presumes that broadcast digital content (the only sort one would
reasonably "time-shift") can be tagged as "copy-never." This is clear erosion of the Betamax decision.
While below "time-shifting" is allowed within a given CPSA-compliant device, it is under far stronger
limitations than those applied by Betamax with respect to archival and fair use.

> content, compliant recording modules do not inspect or update
> either the digital CCI or the watermark CCI when making an

> image that is both temporary and localized.

>

> Content controlled in this manner must exist in a playable form
> for only a limited time, and must be stored in such a way that

> it can only be played back from the system used to create the

> image. Since such an image is not useful as an archival copy,

> it may be made independent of restrictions on copying indicated
> by the CCI.

Here they pay some limited lip service to the Betamax decision and its implications regarding fair use "time
shifting." However space-shifting, excerpting, and archival are clearly ignored. Also, it is unclear how can
this be implemented on a software player without intrusive modifications of the file system, backup and
network subsystems.

> Note that although CCI is neither checked nor updated

> in this case, some types of content might contain other types of
> CMI, such as bits related to time shifting, that would need to
> be checked and

> updated appropriately.

While the CCI always allows for the limited, same-device time shifting, CMI is allowed to prevent it. This
is an interesting and deceptive approach. CPSA-compliant devices can claim that "time-shifting" is always
allowed by the copy control subsystem. Since it can be prevented by the CMI, it’s much like proclaiming
an open door policy thus, "The door is always open -- but sometimes we electrify the porch."



3. Conclusions

As you can see above, current technological developments threaten the very essence of first sale and fair
use. Under the CPSA or other potential, future schemes these are systematically eradicated for the sake of
the mythical "content owner." How is this achieved? The use of encryption and the anti-circumvention
provisions of the DMCA provide an irresistible "hook™ for any arbitrary set of restriction to be imposed on
device manufacturers. This is true (in the view presented within the CPSA draft) even if the designers of
the system assert explicitly that the encryption is merely a pretext (a "hook™) to force compliance to rest of
the content control scheme.

Only broad exemptions to the anti-circumvention measures in the DMCA can dull this "hook™ and prevent
abusive and arbitrary schemes such as those proposed in CPSA. My recommendation for a sufficient set of
exemptions are: (Note: in the following PPV is the abbreviation for "pay-per-view")

Class 1: published, non-PPV works

Exemption: full exemption from all anti-circumvention measures based on traditional first sale.

Class 2: works accessed for fair use

Exemption: full exemption from anti-circumvention for works after first sale (non-PPV) or first access
(PPV) when utilized for fair use.

Class 3: broadcast works (including webcast, cable and pay-per-view)

Exemption: rights granted in the Betamax decision -- including non-encrypted archival, time and space
shift, if access to work is legitimate (i.e. legal cable access, and pay-per-view authorization)

Without this we can expect that this dark, restrictive vision of CPSA will come to pass in the all to near
future. Please remember that this document itself would not have been possible if the axioms described in
the CPSA document had been applied to the CPSA document.

I thank you for you attention to this lengthy response.
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August 4, 2000

Jesse Feder

Office of Policy and International Affairs
U.S. Copyright Office

Copyright GC/I&R

P.O. Box 70400

Southwest Station

Washington, D.C. 22024

Jeffrey E.M. Joyner

Senior Counsel

Office of Chief Counsel

National telecommunications and Information Administration
Room 4713

U.S. Department of Commerce

14" Street and Constitution Ave., N.W.

Washington, DC 20230

Re:  SIIA Comments Relating to the Joint Study by the Copyright Office and NTIA on
Sections 109 and 117 of the Copyright Act

Dear Messrs. Feder and Joyner:

In response to the Federal Register notice of June 5, 2000 entitled "Report to Congress
Pursuant to Section 104 of the Digital Millennium Copyright Act” published by the National
Telecommunications and Information Administration ("NTIA") and the Copyright Office, the
Software & Information Industry Association ("SIIA™) hereby submits the following comments
on behalf of its members.

SlIA is the principal trade association of the software and information industry and
represents over 1,000 high-tech companies that develop and market software and electronic
content for business, education, consumers, the Internet, and entertainment. SIIA and our
members are extremely interested in issues relating to the interplay between new technologies, e-
commerce and the copyright law.

General Comments

As recent as twenty years ago, the Internet did not exist, most consumers had not heard
the term “software,” digital content was unknown except to a few, and consumer electronics
referred to radios, alarm clocks and turntables. But in the last twenty years, the ways that we as a
society learn, communicate, conduct business, purchase goods and services, and entertain



ourselves have fundamentally changed — all because of emerging new technologies, such as the
Internet.

In fact, it has only been in the last several years that consumers could tap into the vast
resources increasingly available on public and private networks. And it is only in that short time
frame that businesses, schools and universities, governments and individuals have begun to
provide a wide range of products and services to previously unreachable audiences.

Consumers and businesses are learning and growing together. The Internet is perhaps the
most competitive marketplace today — one in which consumer demands are clearly and quickly
communicated and businesses are able to respond in kind. With the speed of technology,
companies are able to address new market needs rapidly and effectively. This is a far cry from
the environment that gave birth to the first sale doctrine almost a hundred years ago.

The first sale doctrine first appeared in common law® and later was codified in Section 27
of the 1909 Copyright Act. Section 27 of the 1909 Act provided that “nothing in this title shall
be deemed to forbid, prevent, or restrict the transfer of any copy of a copyrighted work the
possession of which has been lawfully obtained.”® Today, the first sale doctrine is found in
section 109 of the 1976 Copyright Act. The doctrine provides that once a person comes into
possession of a material object embodying the copyright owner’s work that person can (subject
to certain exceptions) dispose of possession of that object in any manner without violating the
copyright owner’s distribution right.®

When this provision was added to the Copyright Act in 1909 and subsequently adopted in
the 1976 Act, Congress intended it to be used as a means for balancing the copyright owner’s
right to control the distribution of a particular copy of a work against the public interest in the
alienation of such copies.* It is important to recognize, however, that alienation does not mean
unbridled alienation. For example, Congress has deemed it appropriate to restrict the public’s
ability to transfer a copy of a work under the first sale doctrine by enacting the rental right
limitations in section 109(b) because of the widespread piracy caused when businesses were
could rent copies of computer software and sound recordings to the public. Thus, the purpose
of the first sale exception is not to give unlimited ability to individuals to distribute their copies
of a work, but rather to permit individuals to distribute their particular lawfully-owned copy of

! Bobbs-Merrill Co. v. Straus, 210 U.S. 339, 351 (1908) (holding that the copyright owner's right to "vend" his
book did not give the copyright owner the right restrict future retail sales of the book or the right to require the that
the book be sold at a certain price per copy).

2 17 U.S.C. § 27 (1970).

® These comments presume a working knowledge of sections 109 (first sale doctrine) and 117 (computer software
exceptions) of the Copyright Act. For additional background information on the first sale doctrine, please refer to
Keith M. Kupferschmid, Lost in Cyberspace: The Digital Demise of the First-Sale Doctrine, The John Marshall
Journal of Computer & Information Law, Vol. XVI, No.4, at 825 (Summer 1998)

* See Craig Joyce, Copyright Law 528 (2d ed. 1991) (stating that "the first sale doctrine ... attempts to strike a
balance between assuring a sufficient reward to the copyright owner and permitting unimpeded circulation of copies
of the work™).



a work only when such distribution would not conflict with the normal exploitation of the work
or adversely affect the legitimate interests of the copyright owner in that work.>

Of particular significance to the study required by section 104 of the Digital Millennium
Copyright Act ("DMCA") is the restriction contained in the first sale exception that limits the
applicability of the exception to the *“particular copy” of the work owned by an individual.
Because of the nature of existing technology involved in transmitting a copy of a work from
one computer to another, by the terms of the statute, the first sale exception will not apply to
any such transmission. When a copy of a work is transmitted from one computer to another,
the “particular’ copy resides on the transmitting computer and a new “‘second generation”
copy is created on the receiving computer. Accordingly, since transmission of works over the
Internet involve the making of a new copy of a work and the first sale exception does not
permit the creation of new copies, the transmissions of copyrighted works over the Internet
does not fall within the coverage of the first sale exception.

In addition to the legal limitations on the first sale exception found in the Copyright Act
and the case law, there are practical limitations inherent in traditional copyright distribution
systems that serve to justify, to some extent, the first sale exception. The reduction and, in
many cases, elimination, of these practical limitations in the e-commerce environment
drastically reduces the need for a first sale exception. The diminished practical barriers
associated with a network delivery system has and will continue to encourage content providers
to use new licensing mechanisms and new means for delivering works to consumers. These
new licensing and delivery mechanisms will enable just about any computer user to obtain a
copy of virtually any work easily and quickly. In fact, these new licensing and delivery
mechanisms will promote alienation and trade in copyrighted works to such a degree that
individuals will have less of a need to avail themselves of the first sale exception because they
will easily be able to get a copy of a work online. Accordingly, there is no need for the first
sale exception to apply to the Internet and related digital distribution systems.

Therefore, with regard to the first sale exception, SIIA strongly urges the Copyright
Office and NTIA to reaffirm the status quo by making clear in the Section 104 Report that: (1)
the first sale exception does not apply to digital distribution mechanisms such as the Internet;
and (2) given the Congressional intent underlying the first sale exception and the ease by which
consumers have and will have access to a wider variety of copyrighted works that ever before,
there is no need for the first sale exception to be expanded into the digital distribution
environment.

With regard to section 117, our only general comment relates to the public perception
and interpretation of the section 117 exception. All to often, we have become aware of
persons engaged in software and content piracy who are using section 117 as the justification

> H.R. Rep. 94-1476, 94th Cong., 2d Sess. 80 (1976). See also Agreement on Trade-Related Aspects of Intellectual
Property ("TRIPs"), Art. 13, which requires the United States to confine its limitations and exceptions, including
section 109, "to certain special cases which do not conflict with the normal exploitation of the work and do not
unreasonably prejudice the legitimate interests of the right holder."”



for their actions. For instance, we have come across numerous people who attempt to auction
off their so-called back-up copies of their computer software or who make pirate software
available on websites, ftp sites or chat rooms under the guise of the section 117 back-up copy
exception.®

One need look no further than the testimony of Robin Gross of the Electronic Frontier
Foundation during the 1201(a)(1) rulemaking as evidence of the misunderstanding of the scope
and effect of section 117. In her testimony, she claimed to have the right to make a back-up
copy of a DVD for personal use, but when asked for the legal basis for her claim, she stated
that she was unfamiliar with section 117.” Unfortunately, Ms. Gross' statement are only the
tip of the iceberg. There are many others who claim to have the right to make a back-up copy
under the law without truly having any understanding of the parameters of section 117.

Consequently, SIIA strongly believes that there is an immediate and important need for
the public to be educated as to the scope and effect of section 117. The days of people using
section 117 as an excuse for software and content piracy must come to an end. The only way
to do this is through a systematic and sweeping process of educating the public on the “dos and
don’ts” of section 117 (as well as other provisions of copyright law) conducted by the
Copyright Office and the Administration.® SIIA would be pleased to contribute its resources
and experience to this much-need educational program.

Response to Section 109 Questions

® We will be pleased to provide you with evidence of these examples if requested.

" See Hearing On Exemption To Prohibition On Circumvention Of Copyright Protection Systems For Access
Control Technologies, 280-81 (May 19, 2000) at http://www.loc.gov/copyright/1201/hearings/1201-519.rtf

MR. CARSON: What other fair uses of a DVD can't engage in under the current regime?

MS. GROSS: If | want to make a back-up copy for my own personal use.

MR. CARSON: Okay. Let's stop with that. What case law tells you that you have a fair use right to
make a back-up copy of the DVD for your own personal use?

MS. GROSS: | think that Sony v. Universal Cities says that.

MR. CARSON: Really? That"s an interesting proposition.

MR. MARKS: | don't think Sony says that.

MS. GROSS: Software law specifically allows you to do that, and DVDs certainly fall under software.

MR. CARSON: DVDs fall within Section 117, is that what you're saying?

MS. GROSS: DVDs are software.

MR. CARSON: Okay. Are you saying that they're covered by Section 117?

MS. GROSS: I'm not really sure what 117 is.

MR. CARSON: Okay. You might want to take a look at it, and let us know in your post-hearing
comments.

& We understand that the Copyright Office and the Patent and Trademark Office have educational programs in
place, but given the misunderstanding and lack of knowledge that the public has with regard to the copyright law,
we believe that further steps need to be taken to educate the public on certain aspects of copyright law.



(a) What effect, if any, has the enactment of prohibitions on circumvention of
technological protection measures had on the operation of the first sale doctrine?

We are not aware of any effects, adverse or otherwise, that the enactment of prohibitions
on circumvention of technological protection measures has had on the operation of the first sale
doctrine.

(b) What effect, if any, has the enactment of prohibitions on falsification, alteration or
removal of copyright management information had on the operation of the first sale
doctrine?

We are not aware of any effects, adverse or otherwise, that the enactment of prohibitions
on falsification, alteration or removal of copyright management information has had on the
operation of the first sale doctrine.

(c) What effect, if any, has the development of electronic commerce and associated
technology had on the operation of the first sale doctrine?

Electronic commerce (“e-commerce”) has many different meanings.® From a business
perspective, e-commerce provides the opportunity to market goods and services to a global
audience at relatively low cost. For many companies, e-commerce is an increasingly important
business strategy. Whether a company offers subscriptions for information services, electronic
delivery of software, video or other entertainment or combines Web sales with traditional
delivery, no industry can afford to ignore this emerging paradigm.

For consumers, e-commerce provides opportunities for unprecedented choice,
convenience and access to creative content. Users can conveniently browse goods at online
stores from their homes. No longer limited by geography, consumers can visit stores around the
world, comparing prices, quality and service from several vendors. As a result, and as stated in
more detail above, SIIA believes that the development of e-commerce has resulted in a reduced
need for the first sale doctrine.

(d) What is the relationship between existing and emergent technology, on one hand, and
the first sale doctrine, on the other?

® See SIIA, Building the Net: Trends Report 2000 (2000) (an online report analyzing six key trends shaping the
digital economy. The Trends Report 2000 provides a concise overview of the rapidly changing software and
information industry. The report examines areas of rapid and dramatic change by considering market demographics,
consumer behavior, evolving business models, relevant policy initiatives and emerging technologies. The Trends
Report 2000 is accessible online at http://www.trendsreport.net. Titles of the six trends include: Software as a
Service, The Value of Information, The Digitization of Business, Customer Empowerment, The Business of Policy,
and Education Anytime, Anywhere.



Perhaps the greatest challenge to policymaking in the high-tech era is adapting to the time
difference. Not from Eastern to Pacific, or even Washington to Brussels, but rather from “policy
time” to “Internet time.” Today’s time challenge is much more complex: requiring the adapting
(where appropriate) and application of laws to a constantly evolving technology driven universe.
Innovation and flexibility are the essence of the Internet and new information technologies.

With business models evolving around technology so rapidly, it is difficult to craft an adequate
public policy framework for right now. Because policy crafted for today could very well be
outdated and restrictive tomorrow, the importance of not creating a new set of laws and
maintaining an industry, competition driven universe is that much more essential.

Achieving a balance between moving fast enough to meet immediate needs and demands,
while not responding too quickly as to stifle growth, poses a very real challenge. It is not
realistic to expect policymakers to live-up to that challenge without the guidance from industry.
Therefore, before taking any position on the effects of technology on the first sale doctrine, we
urge the Copyright Office and NTIA to fully consider the industry comments filed pursuant to
this study, as well as the actions taken by SIIA member companies and other industry
representatives to get their products and services into the hands of consumers through the use of
new emerging technologies and new distribution mechanisms incorporating digital rights
management.

As stated throughout these comments, SIIA strongly believes that no change to the
language of section 109 is appropriate. Not only is such a change unwarranted, but even if one
were to proffer some good reason for changing the scope of section 109, we assert that it is much
too early in the development of e-commerce and that business models are evolving much too
rapidly to make any changes in section 109 at this time.

(e) To what extent, if any, is the first sale doctrine related to, or premised on, particular
media or methods of distribution?

As stated above, the first sale doctrine is premised on traditional methods of distribution
and traditional media. The first sale doctrine plays no role in present-day digital distribution
methods because such methods (i) do not involve the transfer of one’s “particular copy” of a
work, and (ii) require the making of a second generation copy of a work, thereby implicating the
copyright owner’s reproduction right — a right not at issue in section 1009.

() To what extent, if any, does the emergence of new technologies alter the technological
premises (if any) upon which the first sale doctrine is established?

The emergence of new technologies makes copyrighted works more accessible than ever
before. As a result, (as stated in more detail above) there is less need for an individual to transfer
his or her particular copy of a work to another, because that other person can easily and
effortlessly obtain their own copy of that work from the copyright owner or the copyright
owner’s authorized distributor. In fact, in many cases it is or will be actually easier to obtain a



copy from the copyright owner. Therefore, the rationale for the first sale doctrine — the
alienation of copyrighted works — is significantly reduced by emerging new technologies.

(9) Should the first sale doctrine be expanded in some way to apply to digital
transmissions? Why or why not?

No. The first sale doctrine should not be expanded to apply to digital transmissions. As
stated above, SIIA believes that the development of e-commerce and digital distribution systems
that make copyrighted works more accessible than ever before have resulted in a reduced need
for the first sale doctrine. It should also be noted that the Administration considered this issue in
1995 when it published its White Paper on “Intellectual Property and the National Information
Infrastructure” and concluded that no legislative action was needed to revise the rule for digital
content.’® Moreover, only a few years later Congress too considered proposed legislation to
revise the first sale exception during its consideration of the DMCA, but ultimately rejected the
concept. There has been no significant change since the Administration and Congress
considered the issue to warrant reconsideration or a change in policy by the Copyright Office or
NTIA.

(h) Does the absence of a digital first sale doctrine under present law have any
measurable effect (positive or negative) on the marketplace for works in digital form?

No. We are not aware of any evidence indicating or establishing that the absence of a
digital first sale doctrine under present law has had any measurable effect (positive or negative)
on the marketplace for works in digital form. As stated above, SIIA believes that the
development of e-commerce and digital distribution systems that make copyrighted works more
accessible than ever before have resulted in a reduced need for the first sale doctrine.

Response to Section 117 Questions

(a) What effect, if any, has the enactment of prohibitions on circumvention of
technological protection measures had on the operation of section 117?

We are not aware of any effects, adverse or otherwise, that the enactment of prohibitions
on circumvention of technological protection measures has had on the operation of section 117.

10 See Bruce A. Lehman, Information Infrastructure Task Force, Intellectual Property and the National Information
Infrastructure: The Report of the Working Group on Intellectual Property Rights 90-95 (Sept. 1995).



(b) What effect, if any, has the enactment of prohibitions on falsification, alteration or
removal of copyright management information had on the operation of section 117?

We are not aware of any effects, adverse or otherwise, that the enactment of prohibitions
on falsification, alteration or removal of copyright management information has had on the
operation of section 117.

(c) What effect, if any, has the development of electronic commerce and associated
technology had on the operation of section 117?

We are not aware of any effects, adverse or otherwise, that the development of electronic
commerce and associated technology has had on the operation of section 117.

(d) What is the relationship between existing and emergent technology, on one hand, and
section 117, on the other?

See response to question (d) under the heading "Response to section 109 Questions™
above.

(e) To what extent, if any, is section 117 related to, or premised on, any particular
technology?

Section 117 was enacted at a time when software was primarily distributed on floppy
discs that could be damaged by inadvertently scratching, bending or demagnetizing the disc. The
need to make a back up copy of your software in those days was therefore essential.

Technology and business models have evolved considerably since then. Nowadays,
software is primarily distributed on CD-ROM and the potential of inadvertently damaging a CD-
ROM in a way that makes the software contained on the disc inaccessible is an extremely rare
occurrence. In the not-to-distant future (and to some extent at the present time), software will be
sold as a service over networks, making inadvertent software damage as extinct as a
Tyrannosaurus Rex. The Application Service Provider (“*ASP”) model provides the potential for
software to evolve away from the individual desktop and/or network to a server hosted by the
copyright owner or authorized distributor on the Internet. There, the software can be accessed
any time and anywhere by the user, thereby eliminating the need for individual back-up copies.
As a result, in the future, the need for the provisions in section 117 relating to the making of a
back-up copy will no longer exist.

() To what extent, if any, does the emergence of new technologies alter the technological
premises (if any) upon which section 117 is established?

See response to question (e) above.



Response to General Questions

(a) Are there any additional issues that should be considered? If so, what are they and
what are your views on them?

At this time, we can think of no additional issues that should be considered.

(b) Do you believe that hearings would be useful in preparing the required report to
Congress? If so, do you wish to participate in any hearings?

At this time, we do not believe that hearings would be useful in preparing the required
report to Congress. We reserve the right to change this response depending on the content of
other comments filed on or before August 4™. If hearings are held, however, SIIA would like to
participate in such hearings.

In closing, we would like to once again thank the Copyright Office and NTIA for
providing us an opportunity to express our views on these very important issues. If we can prove
any supplemental information or clarify any of our comments please do not hesitate to contact
us.

Sincerely,

Ken Wasch
President
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SLAC Comments For Possible Inclusion in the Report to Congress Pursuant
to Section 104 of the Digital Millennium Copyright Act
by
John M. Thompson
Lega Clerk
SLAC Office of Technology Transfer

1. Section 109

@ What effect, if any, has the enactment of
prohibitions on circumvention of technological
protection measures had on the operation of
the first sale doctrine?

Prohibitions on circumvention of technological protection have had no effect on the
operation of the first sale doctrine. Current technological protection measures are easily
defeated and do little towards protecting digital works from duplication, resale, and
distribution. Additionally, duplication of digital works is extremely efficient and difficult
to trace. This makes enforcement of technological protection laws nearly impossible.

However, for a user who does not defeat technological prevention measures, the
circumvention clause of the DMCA can make it difficult to resell products. In that case
the first sale doctrine is negatively impacted by prohibitions on circumvention of
technological protection.

(b) What effect, if any, has the enactment of
prohibitions on falsification, alteration or removal
of copyright management information had on the
operation of the first sale doctrine?

Because copyright laws are extremely difficult to enforce as applied to digital works,
prohibitions on falsification, alteration or removal, of copyright management information
has had no effect on the first sale doctrine. Digital works such & computer programs,
digitally encoded music files (MP3), and digitally encoded movies (DVD, AVI, ASF,
MPEG) are often distributed for free on the Internet with copyright notices intact. There
is little reason or incentive for software “pirates’ to remove the notices. In fact, leaving
the copyright notices intact helps to show that the illicit copy is the genuine product.

Fear of copyright enforcement seems to be aimost nonexistent and those trading in
illegal files act without regard to the law.

(© What effect, if any, has the development of
electronic commerce and associated technology
had on the operation of the first sale doctrine?
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Electronic commerce has had little effect on the first sale doctrine. Electronic commerce
is merely an aternative method to buy and sell goods and services.  Tangible goods are
usually delivered via a shipping service. Once the consumer receives those goods, the
first sale doctrine applies as normal. The buyer is then free to resell the goods, subject to
standard limitations. For transactions that take place only in the digital ream, the first
sale doctrine applies the same way as it does to tangible goods. Because digital goods are
much easier duplicated than tangible goods, digital goods are more often duplicated and
redistributed for free or for minimal cost.

(d)  What isthe relationship between existing and
emergent technology, on one hand, and the first
sale doctrine, on the other?

As the copyright laws currently stand, with enforcement as applied to digital works
nearly impossible, the burden of protecting intellectual property isincreasingly falling on
the producers rather than the law. Those developing new technologies are continually
developing new ways of protecting their works. This often comes in the form of a
technological lock or protection against unauthorized duplication. Because the locks are
usually easily defeated most digital works can be found for free download on the Internet.

(6 Towhat extent, if any, isthe first sale doctrine
related to, or premised on, particular media or
methods of distribution?

The first sale doctrine is most effective as applied to “old technology works’ such as
print media.  Unlike digital, printed objects are much more difficult to reproduce and
distribute on a wide scale level. Because of this, it is difficult for the original buyer to
keep a copy of the product and sell the original. However, with digital works, copies are
easily made with no loss of quality between copies. This allows consumers to easily
make copies, and distribute those copies, while at the same time retaining their original.
The first sale doctrine as applied to digital works is much less effective than it is when
applied to nondigital works.

® To what extent, if any, does the emergence of
new technologies alter the technological premises
(if any) upon which the first sale doctrine is
established?

The emergence of new technology (specifically digital works) has made the copyright
laws obsolete and ineffective. Digital works are easily reproduced and redistributed.
Once a digital work resides on the hard drive of a single user it is extremely easily
redistributed to many users. This conduct is nearly untraceable and results in many illicit
copies of digital works. Technological fixes have developed as an alternative to
copyright to protect digital works. However, technological protections are routinely
defeated and do little to protect intellectual property. Currently, copyright laws, in
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relation to digital works and individual users, are generally followed on the honor system.
However, development of intellectual property continues to flourish, suggesting that
other forces are at work which encourage the creation of new intellectual property. For
this reason, he lack of the applicability of copyright laws to digital works is not as
problematic as it might seem at first glance.

(9) Should the first sale doctrine be expanded in some
way to apply to digital transmissions? Why or
why not?

Like owners of “old technology works’ (such as printed books), owners of works in
digital forms should be included in the first sale doctrine. It has long been recognized
that a consumer that buys a product also has a right to resell that product. Although
digital works are easily reproduced, this is not a reason to not extend the first sale
doctrine to owners of digital works. The principles of the first sale doctrine must apply
equally to al products. The first sale doctrine should not be limited to certain works only
because some works are easier to reproduce than others. Other methods must be
developed to control reproduction rather than changing the fundamental principles of the
first sale doctrine.

(h) Does the absence of a digital first sale doctrine
under present law have any measurable effect
(positive or negative) on the marketplace for works
in digital form?

Consumers would be provided with more protection if the first sale doctrine were
extended to digital works. If an owner of a computer software program wants to resell it
he does so at the risk of violating the law. If the first sale doctrine is extended to digital
works it will rightfully provide the same protections to all types of works.

2. Section 117

@ What effect, if any, has the enactment of
prohibitions on circumvention of technological
protection measures had on the operation of
section 117?

Acts permitted under § 109(a) and § 117 may be in violation of § 1201(a). For example,
one who has purchased a CD-ROM has lawfully acquired access to that work. Under §
109(a) and § 117 that person is allowed to use the disc in another computer or lend it to a
friend. However, if that CD-ROM requires connecting to a central computer and entering
a password upon use, any attempt to circumvent the password protection for a lawful
purpose (such as lending the CD to afriend) will violate 8 1201(a). This dilemma can be
resolved by amending the law to only bar circumvention of technological measures
controlling access to a copy of the work. Then, orce you had lawfully acquired your
copy, you would be able to lawfully use it in a computer, or circulate that copy, without
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further prohibitions imposed or reinforced by the Copyright Act. Despite the current
illegality of circumventing technological protection measures, these measures are
routinely defeated. So, in practice the law has not had a significant effect on controlling
copying and distribution of digital works.

(b) What effect, if any, has the enactment of
prohibitions on falsification, ateration or removal
of copyright management information had on the
operation of section 117?

Like the above scenario, prohibitions on falsification, alteration or removal of copyright
management operation has the potential to collide with acts permitted to the owner of a
copy under 8 117. In order to lend a lawfully acquired CD-ROM to a friend, that friend
might be required to falsify ownership information of the program in order to access the
software. While loaning the software to a friend is permitted under § 117, falsifying the
ownership information in order to access the disc is not allowed under § 1201. However,
actions in violation of § 1201 regularly occur and the law has done little to prevent the
violations.

(© What effect, if any, has the development of
el ectronic commerce and associated technology
had on the operation of section 117?

In some ways electronic commerce has further hindered the consumer’s ability to take
advantage of permitted acts under 8 117. For example, a consumer may never actualy
posses a copy of a program, but only use the program across a computer network. This
allows the producer of the software to control access without needing protections of
copyright laws. Because copyright laws are doing little to stop the unauthorized
reproduction and distribution of digital works, this is one example of how companies are
coping with the ineffectiveness of the copyright laws as it relates to digital works.

(d) What is the relationship between existing and
emergent technology, on one hand, and section
117, on the other?

Emerging technology is being created in a way that does not rely on § 117 or any other
section of the copyright law to protect it. Producers are developing more sophisticated
methods of tracking use of software and access to software. Until copyright laws or a
new method is developed that better protects digital works, technological protections will
continue to be developed and improved upon.

(6 Towhat extent, if any, is section 117 related to,
or premised on, any particular technology?
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Section 117 seems directed to software that is easily copied and circulated. It does not
apply to software that is used over a network which is never in the physical possession of
the user.

® To what extent, if any, does the emergence of
new technologies alter the technological premises
(if any) upon which section 117 is established?

Section 117 applies to computer programs that are in the possession of the user. It might
not be as applicable to software which is never in the possession of the user, but is
accessed only across a computer network.

3. General

(@ Arethere any additiona issues that should be
considered? If so, what are they and what are
your views on them?

Copyright law in regard to digital works is not protecting the intellectual property
embodied in these works. Currently it is amost impossible to trace the unauthorized
duplication of digital works. A new system needs to be instituted for protecting digital
works. This new system might work best if it is based on controlling access to the works.

(b) Do you believe that hearings would be useful in
preparing the required report to Congress? If so,
do you wish to participate in any hearings?

Hearings would be helpful in determining the direction, if any, Congress should take with
regard to protecting digital works. | am willing to participate in the hearings.
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I"'mwiting to corment about the DMCA yet again, having comrented before on
1201(a)(1). Unfortunately | don't have the time to produce a full-length
formatted message this time, but 1'd like to register ny objections to the
i mpact of the DMCA upon first sale.

Specifically, in the MPAA vs. 2600 case, brought under the DMCA, the Mbdtion
Picture Assocation of Anerica has tried to stop creation of an open-source

DVD pl ayer for the Linux operating system One of the MPAA's clains is that

a user isn't "authorized" to view a DVD just because he's purchased a DVD.

The MPAA requires that the user get a licensed player; otherwi se his attenpt to
access the work is illegal under the DMCA.

Since a DVD is useful because of its content, allow ng the conpanies to
control who can legally access the content on the DVD is effectively

equi valent to allow ng the conmpanies to control who can legally own the copy,
thus interfering with the right of first sale. (Technically, of course, the
physi cal DVD can be still be transferred to another person, but this transfer
is useless without the right to access the DVD s content.) For instance, an
i mporter of foreign DVDs who has |egally purchased those DVDs shoul d be able
to sell them (by the first sale doctrine) to people living in the US. However,
the MPAA will refuse to authorize a DVD player without a signed contract that
requires that the DVD player only play DVDs from one region of the world.
This will make it inpossible to sell the DVDs to anyone who doesn't either
own two DVD players set for different countries (a vanishingly snal
percent age of DVD pl ayer owners), or own an unauthorized player or a player
with the access control circunvented (illegal under the DMCA).

It should be noted that while the Linux player involved in the lawsuit is

in an early stage, and Linux is not as popul ar as Wndows, that does not nean
that the DMCA claims in the lawsuit affect only the relatively small nunber of
Li nux users. |If an "unauthorized" software player for Linux is allowed, the
theory means that "unauthorized" players are allowed, period. Any

manuf acturer woul d be able to produce a DVD player without having to inplenent
any of the onerous contractual restrictions on which the DVD- CCA and MPAA have
condi ti oned authorization. Any consumer would be able to walk into a store
and buy a DVD pl ayer that plays DVDs fromany country, has no Macrovision, and
all ows the user to skip commercials. And needless to say, the inpact on the
mar ket for DVDs caused by restrictions such as regi on codi ng woul d not exi st.

A simlar situation exists for Playstation ganes and ot her video ganes. Video
games, like DVDs, are typically produced with regi on protection, which nmeans
that a game is useless to sonmeone froma different part of the world than

the one for which the gane has been produced. The user can get around this

by buying an unlicensed player (such as the Bleemor Virtual Gamestation

enmul ators) which circunvents the access control, or by nodifying their

Pl aystation console to circumvent the access control by itself. (Note that
Sony has clainmed that nodified Playstations can be used to play pirated ganes,
but has failed to nmention that they play |egally-purchased inmport games.)
However, under the above interpretation of the DMCA, these activities would be
prohi bited and foreign Playstati on games woul d becone unusabl e by US

Pl aystati on owners and thus, unsellable.
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1 Introduction

The Digital Millenium Copyright Act gave copyright holders remarkable new
powers to regulate the distribution of their works, which have raised concerns
that the traditional balance in the law — between the rights granted to
copyright holders and the public interest — is being eroded. These concerns
might be allayed somewhat if the copyright holders were carefully staying
within the bounds and intent of the law. However, that seems not to be
the case. In one of the first trials under the law, Universal et al. v. Corley
(one of the so-called “DeCSS cases”), the copyright holders have adopted a
sweeping view of their powers under the law; indeed, a view far more broad
than anything envisioned by the members of Congress as described the intent
of the law in their debates and reports.

Specifically, the movie studios’ case in Universal et al. v. Corley re-
lies on an interpetation of the Digital Millenium Copyright Act (DMCA),
specifically 17 USC 1201(a) — a view already articulated by their attorney,
Dean Marks, in hearings for the librarian of Congress — which we regard as
fundamentally flawed. This section of the law provides protection for “ac-
cess control mechanisms”, which as we shall show, was clearly intended by
Congress to mean mechanisms which perform some sort of affirmative check
that a viewer is authorized to view a particular work. Several such systems
have been deployed by the movie studios to protect their work, including one
(codeveloped with Circuit City, and marketed to consumers under the name
“Divx”) which actually checked the authority of a particular viewer to view
works distributed on DVD disk. However, the “Content Scrambling System”
(supposedly “hacked” by the authors of the program at issue in this case)
performs no such check; a CSS-enabled player will view any CSS formatted
DVD without performing any check that the user is authorized to view it.

Further, the studios are claiming a right to impose arbitrary conditions
on the implementation of the CSS technology, via the license terms which
they seek to impose on player manufacturers. These terms already include
the implementation of a “region coding” mechanism, which is intended to
prevent disks sold in one region, designated by the movie studios, from being
played in another — with an obvious impact on, among other things, the
ability of a purchaser to resell a work, one of the cornerstones of first sale.
And nothing in the studios’ interpretation would keep them from imposing
further conditions, which could very well have the effect of annihilating the
first sale doctrine in practice.

The copyright office, in this round of requests for comments, asks how the
implementation of the DMCA has affected the first sale doctrine. We will
demonstrate in this paper that the effect is already substantial, and threaten
to become worse. The copyright office also asks whether additional issues
should be considered. We suggest the following;:

e What is required for a technical measure to be an “access control mech-



anism”, and how much control does the law grant copyright holders over
those mechanisms?

e Are the movie studios using the DMCA to claim statutory protections
for use of their works, and not just access? Are these claims consistent
with the text of the law, and with Congressional intent in passing the
law?

e Does the DMCA exceed the Constitutional bounds of Congress’s power
to grant intellectual property rights, by granting patent-like control
over “access control” processes without any time limit?

e [s there an interpretation of the law which eliminates those Constitu-
tional issues, and statutory protections for use controls, while still pro-
viding statutory protection for strong, effective technical mechanisms
which allow copyright holders to protect their works?

This paper proposes such an interpretation of the law, demonstrates that
it provides statutory protection for several strong, existing protection mech-
anisms (including one that applies to works distributed on DVD disk), and
shows that it avoids severe problems with the interpretation advanced by the
movie studios.

2 Technical facts of the case

The plaintiffs in this case are most of the major movie studios in this coun-
try. This case concerns movies which they publish on Digital Versatile Disc
(DVD). The process of formatting these discs includes the application of
the so-called Content Scrambling System (CSS), which transforms the files
containing the video and audio comprising the movie into an obscured for-
mat. The details of this obscured format, and the process of converting it to
industry-standard formats (e.g. MPEG) which may then, after many further
conversions, be displayed to a human viewer are licensed by the plaintiffs, via
their intermediary, the so-called DVD Copy Control Authority (DVD-CCA),

to player manufacturers.

2.1 CSS, and restrictions on its use

Licensees are required to obey numerous conditions on their use of the CSS
technology by the terms of the non-public license. These conditions are
known to include implementation of a system called “region coding”, which
requires a player sold in America, for example, to refuse to play discs sold
for use in Europe, or vice versa. (Among other measures, a player is re-
quired to keep a permanent record of the region it resides in, and to allow
this record to be changed only a small, fixed number of times without being



reset at the factory). These requirements also currently include the imple-
mentation of certain copy-control technologies designed to inhibit transfer of
movies onto VCR cassettes (the so-called “Macrovision” machinery). How-
ever, the studios and their agents have acknowledged that these mechanisms
are technically distinct from CSS per se, and bound to it only legally by the
requirements of their license. They have also included among these condi-
tions such matters as region coding, which have nothing to do directly with
either access control or copy control, which comprise between them the sub-
ject matter of the DMCA. As the plaintiffs’ witness, Robert Schumann stated
in his second declaration:

23. As I also stated in my recent deposition, CSS and the
decryption of it via DeCSS has nothing to do with protecting
so-called regional coding or any mechanism which prevents con-
sumers from fast-forwarding through the initial audiovisual in-
formation contained on a DVD disc (which includes copyright
infringement warnings. and the like).

(Schumann supplemental declaration, June 1, paragraph 23).

The defendants in this case are distributing an unlicensed implementation
of the CSS technology, called “DeCSS”, which, like the licensed implemen-
tations, can take the obscured video files stored on commercial DVDs and
convert them to unobscured form. This is the first of several conversions
required to make these files visible to a human viewer, and is a necessary
step in viewing the content on a DVD (others being conversion from a highly
compressed form called “MPEG” to uncompressed digital video, formatting
that digital video so hardware display drivers can process it, and the conver-
sion of the digital data to analog signals driving an actual display; the analog
signals are generally processed further within a display, but those steps are
of no concern to us).

As such, DeCSS performs a function which is absolutely necessary to
viewing the content on legitimately purchased DVDs to which CSS obscu-
ration has been applied — players which would clearly serve a legitimate
function. In fact, as testimony at the trial has shown, DeCSS was origi-
nally written to serve as a component of such a player (Universal v. Corley,
Johansen testimony, p. 619 of the trial transcript).

2.2 The “threat” of piracy

The movie studios have claimed, in submissions in Universal v. Corley and
elsewhere, that CSS is part of a copy-control regime which is necessary to
prevent “piracy” (that is, unauthorized coyping) of their works, justifying
that claim in part by saying that digital technology allows the creation of
limitless copies without generational loss.

This piracy could conceivably take one of two forms. One would be
creation of unauthorized physical copies of DVD disks, by “bootleggers”;



this is alleged to be common on the Pacific Rim. However, when pressed,
representatives of the movie studios have been candid in admitting that the
CSS technology does nothing at all to prevent such bootlegging. For instance,
consider the following exchange, at a hearing held at Stanford University by
the Copyright Office, Dean Marks, a lawyer representing the movie studios’
trade organization, the Motion Picture Association of America (MPAA),
stated flatly in colloquy with David Carson of the Copyright office:

21 MR. MARKS: A duplicated DVD disk is
22 going to duplicate the CSS encryption.
23 MR. CARSON: And can be played on any
24 legitimate player.
PAGE 247
1 MR. MARKS: And can be played on any
2 legitimate player, legitimate licensed CSS player.
3 And not be played on non-licensed players.
4 MR. CARSON: Okay. So I don’t see how
5 you’re stopping the —— I don’t see how you’re
6 stopping the piracies of DVDs in that respect.
7 Pirated DVDs can be sold on the open marketplace and
8 played in any legitimate DVD player.
9 MR. MARKS: Without infringement
10 copyright?
11 MR. CARSON: No, no, no. Certainly not.
12 But we know pirated goods are on the market all the
13 time.
14 MR. MARKS: Yes, they are.
(Transcript, LOC hearing on the DMCA, Stanford University, May 19, 2000,
pp. 246-247).

We will be reviewing much more of this remarkable colloquy, and will in
particular be returning to Mr. Marks’ intriguing focus on control of DVD
players, rather than control of works on DVD. But the important point here,
for the moment, is that Mr. Marks freely admits that the CSS technology
does nothing to prevent unauthorized copying of disks.

But, there is another form of illegitimate copying which the movie stu-
dios routinely invoke, namely copying of their works from person to person
via the Internet — a threat supposedly enhanced by the possibility of mak-
ing limitless copies of a digital work without generational loss over multiple
generations of copies.

However, the trial has established that this is at best, a distant threat.
The volume of information on a DVD — several gigabytes — is simply too
vast to transmit over even a fast, local network, let alone the far slower,
wide-area links which characterize the Internet as a whole. In order to ar-
gue that such transmission is even feasible, the movie studios have had to
argue that the video data on the DVDs can be compressed far further. But,



that video data is already highly compressed; as testimony at the trial has
demonstrated, performing this compression with any current compression
technology necessarily involves throwing away some video data entirely, and
substantially degrading the quality of the video in the process. Further, ex-
pert opinion in the field of compression is that breakthroughs which will allow
drastically better high-quality compression of full-motion video (as opposed
to special cases, like stills where 3-D geometric data is available) is unlikely,
and further progress in the field will be incremental over the next few years.
(Testimony of Peter Ramadge, Universal v. Corley transcript, pp. 884-932).

So, whatever digital copies can be made are in fact, significantly degraded
from the originals, despite their digital nature. Furthermore, they are by
nature missing any of the “extras” which the movie studios have included
on many DVDs (alternate audio tracks, etc.), which are significant selling
points for the DVD over alternatives such as VHS.

And yet unlike, say, compressed audio files, they are still too large to con-
veniently transmit over the Internet. The compression in Prof. Ramadge’s
examples was to make the files small enough to fit on a conventional Compact
Disk (CD), about 650 megabytes. Extrapolating from experiments performed
by Ole Craig, a witness for the defense, a file the size of a CD would take
more than three hours to transmit over a dedicated T1 line, to another com-
puter which was very close in internet topology. (Craig’s experiment involved
transferring a 1.5 gigabyte file, which took over seven hours; prorating to the
smaller file at issue here is simple arithmetic). (Declaration of Olegario Craig,
Universal v. Corley)

And this T1 line is many times faster than commonly available home
internet access. The effective bandwidth available through even a fast home
internet connection (e.g., DSL) is generally much less. The fastest home DSL
connections from Bell Atlantic (now Verizon) are 0.64 million bits per second,
compared to the 1.5 million bits per second available on a T1; prorating, we
find nearly an eight hour download time for a CD’s worth of data. And even
DSL connections are still relatively rare. The movie studios note that higher
bandwidth is available to researchers at some universities, but those are for
supervised research and do not go, say, to the dorms. Very few people, no
matter how ill their will, would have the patience to sit still for hours to
receive a poor-quality copy of a movie over the Internet, when the price for
renting the high-quality original, with all its extras, is nominal.

Lastly, it is worth noting that those who desire to obtain a digital copy
of the video data on DVD, for whatever reason, have other tools available
(e.g., “DOD speed ripper”). At trial, the MPAA’s head of antipiracy efforts,
Mikhail Reider, claimed, unconvincingly, not to remember hearing of those
tools (Universal v. Corley transcript, Reider testimony, p. 680), but they
were clearly available before DeCSS; at trial, one of the authors of DeCSS
described how he examined such a tool in the course of his work. (Universal v.
Corley transcript, Johansen testimony, p. 623). Yet, while the movie studios
have filed not one, but three separate lawsuits seeking to enjoin distribution
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of DeCSS, in three different states, they have not taken any legal action at
all against distribution of these other tools, which facilitate “Internet piracy”
in the exact same manner as DeCSS.

So, DeCSS rates three lawsuits, and “speed ripper” not even one. A
reasonable person might conclude that DeCSS threatens the movie studios’
interests in a way that these other tools do not — and in a way other than
facilitating “Internet piracy”, since they’re all the same in that regard.

There is, however, a significant difference — “speed ripper” relies on
the CSS descrambling performed by a commercial DVD player; it works
by capturing that player’s output in digital form. DeCSS implements CSS
descrambling itself. As regards “Internet piracy” that’s irrelevant — the
same results are achievable either way.

However, DeCSS does allow you to do something which “speed ripper”
does not — it allows you to build a player which will render works on DVD
without going to the movie studios (or their agent, the so-called DVD Copy
Control Authority) for a license. Indeed, as we have already noted, testimony
at the trial has established that that is why it was written, and one of the
authors has received a prestigious national prize for the work. (Universal v.
Corley transcript, Johansen testimony, p. 627).

It is this sort of activity — making a legitimate DVD player, not “Internet
piracy” —- which will be most directly affected by a finding in favor of the
plaintiffs.

2.3 The prayer for relief

The plaintiffs are suing to enjoin further distribution of DeCSS, claiming
that their licensed implementations of the CSS technology provide a form of
access control which is being “circumvented”, or more simply, bypassed, by
the unlicensed DeCSS implementation.

What makes this a peculiar claim is that there is nothing about any im-
plentation of the CSS technology, either licensed or unlicensed, which would
ever, in the ordinary course of the operation of CSS, deny any viewer access
to the contents of any CSS-formatted DVD. If an unlicensed CSS implemen-
tation would reduce the contents of a given disc to (more) readable MPEG
video data, then any licensed implementation would do the exact same thing.
There is never any case in which the two implementations do anything differ-
ent. How, then, can the plaintiffs claim that one of these things is providing
an access check which is bypassed by the other?

To answer that question, let us begin by examining the law, and how
it may be applied to two access control mechanisms of a sort which it is
unquestionably intended to cover. Having done so, we will return to CSS,
and to the contorted interpretation of the law which leads the plaintiffs to
claim that CSS is providing access control despite the fact that in the ordinary
course of its operation, it can never deny access.



3 Access controls and the DMCA

3.1 The applicable statute

The Digital Millenium Copyright Act was enacted by Congress to protect
certain forms of electronic defenses which copyright holders might adopt
for their works, by adding a new chapter, 12, to Title 17 of the United
States Code, which defines copyright law. Two distinct types of mechanisms
are protected — access controls, in section 1201(a) of the law, and copy
controls, in section 1201(b). The plaintiffs’ case relies on construing CSS as
an “effective access control”, as defined in 1201(a). So let us examine how
that term is defined. In section 1201(a)(3)(B) of the law, we find that, for
purposes of section 1201:

(B) a technological measure ‘effectively controls access to a
work’ if the measure, in the ordinary course of its operation, re-
quires the application of information, or a process or a treatment,
with the authority of the copyright owner, to gain access to the
work.

If that is the case, then section 1201(a)(2) provides that

(2) No person shall manufacture, import, offer to the public,
provide, or otherwise traffic in any technology, product, service,
device, component, or part thereof, that—

(A) is primarily designed or produced for the purpose of cir-
cumventing a technological measure that effectively controls ac-
cess to a work protected under this title;

(B) has only limited commercially significant purpose or use
other than to circumvent a technological measure that effectively
controls access to a work protected under this title; or

(C) is marketed by that person or another acting in concert
with that person with that person’s knowledge for use in circum-
venting a technological measure that effectively controls access to
a work protected under this title.

where “circumvention” is defined in 1201(a)(3)(A) as:

(A) to ‘circumvent a technological measure’ means to de-
scramble a scrambled work, to decrypt an encrypted work, or
otherwise to avoid, bypass, remove, deactivate, or impair a tech-
nological measure, without the authority of the copyright owner

So, “effectively control access” is defined in terms of “gain access to
the work” — which is not, itself, defined in the DMCA. Seeking definitions
from common language, we find that any common dictionary (e.g., Merriam-
Webster) defines three senses for the word “access”: it can refer to a right, a
means, or an act.



The most straightforward interpretation, in context, is that the techno-
logical measure must govern the act of access — that is, it must, “in the
ordinary course of its operation”, perform some explicit test that the user is
authorized by the copyright owner to view a particular work, and allow the
act of viewing the work only in case that he is, in fact, authorized.

But, there are other possible readings; let us consider them. Clearly, it
makes no sense to adopt the sense of “access” in which to “gain access” is
to be granted the legal right to view something. That would reduce the law
to nonsense; it would speak of technical means which somehow require the
application of a process to a copyrighted work in order to allow a viewer to
form a contract.

This leaves the interpretation in which “access” is a means, and the tech-
nical measure checks whether the viewer is using authorized means of acc-
cessing the work. However, the technical measure itself is necessarily part
of the means of access, so at the very least this reading lends a strange
circularity to 1201(a)(3)(B). But nevertheless, as we shall see, that is the
plaintiffs’ reading. (Strangely, they seem to think this control extends over
only means which employ cryptography in some way, even though the defini-
tion of “effective access control” never mentions cryptography, encryption, or
decryption; of that, more anon). We will also see that this is how CSS itself
is designed to function — it does not and cannot check that the user has
been authorized by the copyright owner to perform the act of access — and
we shall show see that this interpretation is at variance with both expressed
Congressional intent in passing the DMCA, and with basic Constitutional
principles regarding intellectual property protection.

But before doing that, it may be worth showing that our alternative in-
terpretation, that “effective access controls” are restricted to measures which
govern acts of access, does provide copyright holders with an opportunity to
provide meaningful protection for their work, and that we are not trying to
read the statute into nonexistence or irrelevance. So, let us examine a few
examples of effective access controls under this definition.

3.2 Examples

On our reading, then, an “effective access control” is one which performs
an explicit test that the viewer is authorized, and circumvention consists of
bypassing, or negating the effect of, such a test, in order to provide access
to a work to a person who would have been denied access “in the ordinary
course of [the access control’s] operation”.

This is a fairly broad definition, which provides statutory protection for
numerous mechanisms which the plaintiffs can build to protect their works.
We will consider three.
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3.2.1 Pay-per-view cable

In pay-per-view (PPV) cable case, programs are distributed to everyone in a
particular cable network, but in a scrambled form. If a viewer desires to view
one of these programs, then they make arrangements, including payment,
with their cable provider. The cable provider then downloads a “key” for
that particular program into that individual viewer’s set-top box. When
the program is broadcast, the set-top box applies the key to the scrambled
program, obtains the program in unscrambled form, and shows it to the
customer. In this scenario:

e All cable customers have set-top box hardware, but only some are au-
thorized to view a given program.

e In the ordinary course of the system’s operation, there are PPV pro-
grams which a customer can view — but only those the customer has
been specifically authorized to view (by arrangement with the cable
company).

e In the ordinary course of the system’s operation, there are PPV pro-
grams which a customer cannot view — namely, those which the cus-
tomer hasn’t paid for. The system is performing an explicit test as to
what programs a user is authorized to view, and denying access if not.

e “Circumvention” on our present reading, would consist of measures
which defeat the above check, by, for instance, fooling the cable com-
pany into downloading a key when the user hasn’t paid for a program,
or filching keys from another customer’s set-top box.

3.2.2 Circuit City Divx

Of course, in the PPV cable case, the work being protected (the pay-per-view
programming) is never fixed in tangible media. But that is not essential; it
would be easy to design a scheme in which players for DVD-like discs would
similarly require a key to be downloaded into them in order to play the
contents of a particular disc.

This mechanism would preserve the essential properties of PPV authen-
tication which we have already discussed:

e All customers have player hardware, but only some are authorized to
view a given disc.

e In the ordinary course of the system’s operation, there are discs which a
customer can view — but only those the customer has been specifically
authorized to view (by arrangement with the central office, mediated
by the player).
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e In the ordinary course of the system’s operation, there are discs which a
customer cannot view, those for which payment has not been arranged.
The system is performing an explicit test as to what programs a user
is authorized to view, and denying access if not.

e “Circumvention” on our present reading, would consist of measures
which defeat the above check, by, for instance, fooling the player into
playing a disc which had not been paid for, or billing the wrong account.

A scheme along these lines was actually marketed as “Divx” by Circuit
City, in conjunction by the plaintiffs; the internal technical details of the
scheme were different, but it looked the same to consumers in most respects,
including most notably the requirement that the player be able to phone
a central office (via an internal modem) to manage billing. (There is, of
course, no connection between this scheme and a video compressor, also
called “Divx”, which has also been mentioned by the plaintiffs).

3.2.3 Certificates

We conclude with a less widely used, but still useful, example: certificates.
MIT uses this mechanism to secure web access to student records. Briefly, a
“certificate” is an electronic analog to a physical ID card with a watermark
or raised seal — a datum which is difficult to produce by someone without
particular authority, but which anyone may easily inspect to determine that
it has been produced properly. These are used in electronic communication
as follows: a “certification authority” issues certificates to individuals who
wish to be identified. (MIT serves as its own certification authority) They
can subsequently present these certificates, via their web browsers, to a web
server, which verifies that they have a proper certificate (the analog to a
physical ID card with the proper seal), and may read the certificate to verify
the user’s identify (as a guard might read the ID card). The web server
can then use the “certified” identity to determine whether or not to server a
particular web page to the viewer — in the MIT case, to assure that students
view only their own records.

Note that while it is common practice to encrypt data protected by the
certificate mechanism, simply to protect it from potential prying eyes as it
traverses the network, that does not form part of the mechanism, and we
would still have effective access control without it. This will become an
important point later. To summarize again:

e All MIT students can get a certificate, but only some — in fact, only
the student and administrators — can view any given student’s records.

e In the ordinary course of the system’s operation, there are records which
a student can view — but only those the student has been specifically
authorized to view (usually his own).
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e In the ordinary course of the system’s operation, there are records
programs which a customer cannot view — in the MIT case, other
students’ records.

e “Circumvention” on our present reading, would consist of measures
which defeat the above check, by, for instance, forging a certificate, or
convincing the web server to serve a student’s records in the absence
of that student’s certificate.

Many other access control mechanisms besides the ones we have discussed
can be imagined, which all share those properties, but we need not go into all
the possibilities here. The point is that the reading of the law which we have
proposed allows the plaintiffs a variety of ways, some of which have already
been deployed, to protect their content.

But, our reading does not provide protection under the law for a scheme
like CSS, which, as we have seen, does not discriminate between movies that
a user is authorized to view and those which they are not, and always grants
access “in the ordinary course of its operation”. To argue for protection for
CSS under this law, then, the plaintiffs must adopt another reading. And
they have.

4 CSS, DeCSS and plaintiffs’ analysis

The plaintiffs believe this case is simple and straightforward. To quote one
of their attorneys, Leon Gold, in pretrial hearings:

Circumvent means to descramble, and that’s what DeCSS
does. A technological measure effectively controls the access here
to do the protected work and CSS is such a measure and it’s de-
signed to control access to our copyrighted works. Because CSS
is an encryption technology, you've got to have a software key to
open it, so CSS qualifies as an access control measure. And all
of the statutory requirements are met, and defendants are clearly
violating them.

Note the peculiar statement that “Because CSS is an encryption technol-
ogy, CSS qualifies as an access control measure”. This already indicates that
the plaintiffs have adopted a somewhat strained reading of the statute. The
statutory definition of “effective access control” — that an effective access
control measure is one that “requires the application of information, or a
process or treatment, with authority of the copyright owner, to gain access
to the work” — makes no specfic reference to encryption. Instead, as we
shall discuss in detail, it requires that the technological measure so described
have a particular e ect. As we have already seen, it is perfectly possible to
have an access control measure which does not encrypt the work it protects;
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conversely, it is possible to employ encryption technology for purposes such
as electronically signing documents, which have nothing to do with access
control.

But rather than relying on Mr. Gold’s perhaps hasty and off-the-cuff
remarks, let’s examine a more elaborate version of this argument, from the
colloquy between David Carson and Dean Marks at the Stanford LOC hear-
ing, concerning the notion of “authority” which is crucial to the statutory
definition of “effective access control”:

16 MR. CARSON: Are [DVD buyers] authorized to view
17 [their DVD] on any machine they can find, that they can make
18 to view it?
19 MR. MARKS: No, no. They’re authorized
20 to view it on a licensed device. If someone were to
21 buy a VHS cassette, and they didn’t have a VHS
22 player, are they authorized to disassemble the
23 videocassette, reproduce the film in there in 35-
24 millimeter print and play it on their movie camera?
25 I don’t think so.
PAGE 249

MR. CARSON: Okay. But, first of all,
there’s no contractual privity between the purchaser
of that DVD and Time Warner, I assume. There’s no
shrink-wrapped license. You know, you don’t sign a
license saying, "I agree only to play this on an
authorized player," when you purchase the DVD.

MR. MARKS: That’s correct. And neither
is there a shrink-wrapped license when you buy a VHS
cassette that’s in NTSC format, and you only have a
PAL player.

(Transcript of LOC hearing at Stanford, pp. 248-249).

So purchasers of a DVD are not entitled to view their DVD “on any ma-
chine they can ... make”, but only on “a licensed device”. But that is not
due to any contractual obligation they personally have entered into, but due
to the DMCA. However, once you have an authorized player, you are guar-
anteed to be able to play a given DVD; the player performs no authorization
checks.

Note that the terms in which this is couched are rather different than
in our analysis above — they speak, for instance, not of authorized viewers,
who may or may not be authorized to view a particular movie, but rather of
authorized players, which, if authorized, may play any DVD.

What makes such a player authorized is, in the plaintiffs’ view, the CSS
license. If removal of the CSS obscuration is done by a licensed player,
then the player has the authority of the copyright owner, and is therefore
authorized. However, if the exact same process is performed by a player
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which was created by someone without a license, then it is unauthorized,
and therefore circumvention, never mind that the two processes have the
exact same effect.

Note also, that it is the manufacturer of the player who must be licensed
in this view — CSS licenses are not required of individual viewers, nor even,
in the usual case, available to them. This system is not about controlling
the access of individuals to DVDs; it is rather used to control (via the CSS
licensing requirement) who may create players for them.

This is how our reading of the statute differs from that of the plaintiffs.
We read the “authority of the copyright owner” to be the authority of a
given user to view a particular work. But in the case of CSS, the copyright
owners are claiming the right to control how, or whether, a particular piece
of equipment performs a particular process.

It should be noted that the plaintiffs go on to state that this control only
applies to “access control processes”, and they sometimes go on to state that
CSS fits that description because it is “an encryption process”. Of which,
more anon.

5 Problems with plaintiffs’ analysis

There are a number of problems with the plaintiffs’ assertion of a right,
stemming from 1201(a), to vet the application of certain processes to their
content. The legislative record is clear that Congress did not mean to create
such a right, on the part of the defendants, and indeed amended the bill
to avoid such an interpretation. Also, there are some basic Constitutional
problems with this new exclusive right to vet implementations of an access-
control process, which simply do not arise if the statute is read, as it seems
clear that Congress intended, simply to give copyright holders the right to
control access (and sue only when access was or might be provided to an
unauthorized viewer).

5.1 Conflicts with the First Sale doctrine

In the spirit of the LOC’s request for comments, let us first consider how
the plaintiffs” interpretation of the DMCA relates to the First Sale doctrine,
codified at 17 USC 109. This section of the copyright laws governs what
rights are transferred to the purchaser of a published work, in the absence
of a contract with the copyright owner (which clearly does not exist in the
case of DVDs). It states that when a copy of a published work is sold,
the purchaser acquires all rights other than those listed in 17 USC 106 as
exclusive rights of the copyright owner. In fact, 17 USC 109(c) specifically
provides that the right to privately display the work is transferred.

In other words, the first sale doctrine states that when a published work
is sold, the coypright owner voluntarily parts with the rights of control asso-
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ciated with ownership of a copy, and the purchaser of the DVD acquires the
right to display the work to an audience in the physical presence of the copy.
Since display inherently requires the act of access if the work is scrambled,
the right of access is part of the larger right to display — authority over
which, once again, the copyright holder has voluntarily surrendered at the
point of sale.

However, as we have seen, the movie studios claim that this rule no
longer applies in the case of DVDs. They believe that they retain authority
over how a work on DVD may be lawfully displayed, because that display
is only lawful when it is performed, in Mr. Marks’ words, on “a licensed
device” — licensed by them, via their agents, the DVDCCA — despite the
failure of the studios and their agents to ever announce this requirement
to the DVD purchaser. And if all such devices implement some measure
which restricts use of a work, such as region coding which prevents viewers
from viewing a disk which they purchased in Europe, then the viewers have
no lawful alternative way to access the content on the DVDs which they
purchased. This obviously impacts the scope of possible resale, one of the
rights traditionally acquired by the purchaser under the first sale doctrine.
And the scope of further restrictions that might be imposed in the future is
limited only by the studios’ imaginations in drawing up their license.

In his colloquy with Mr. Carson of the LOC, Mr. Marks acknowledged
that “the technological protection measure is not only dealing with access,
but also with subsequent uses of the content” (transcript of the LOC hearing
at Stanford, p. 261). (Representatives of libraries, universities and the public
objected at those proceedings to the imposition of persistent use controls in
the guise of 1201(a) access controls).

This analysis presumes that there is no contract which would alter the
terms of sale of the published work, but in the case of DVDs, that is uncon-
tested. See, for instance, Mr. Marks, representing the MPAA, once again in
colloquy with Mr. Carson of the LOC:

1 MR. CARSON: Okay. But, first of all,
there’s no contractual privity between the purchaser
of that DVD and Time Warner, I assume. There’s no
shrink-wrapped license. You know, you don’t sign a
license saying, "I agree only to play this on an
authorized player," when you purchase the DVD.

7 MR. MARKS: That’s correct.

(Stanford LOC hearing transcript, p. 249).

An alternative reading of the situtation, of course, would be that the first
sale doctrine still applies, and that the movie studios have surrendered their
right to control private viewing at the sale of a DVD. Note that if surrendering
display rights as per first sale is not to the taste of certain copyright owners
(including, evidently, the movie studios), the law does give them an option:
they may license, rather than sell their works, as is commonly done with
software, pursuant to an explicit license agreement which imposes whatever
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additional restrictions are to their taste; contract law, then, rather than
copyright law should apply. And such a model of sales would impose scant
burden on the studios; following the practice of software shrink-wrap license
agreements, they can simply notify the buyer of the contract in a prominent
way, and allow the purchaser to return the work if they don’t agree with
the terms. In fact, there is precedent for exactly that arrangement with the
“DivX” pay-per-view scheme for controlling DVDs, which did require the
consumer to sign an explicit contract.

Incidentally, the prospect of communicating restrictions by license agree-
ment could largely eliminate apparent conflict between 17 USC 109, the
First Sale doctrine, and 17 USC 1201, the anticircumvention provisions of
the DMCA. If a copyright owner wants to exercise their right to control access
to a published work via technical measures, granted by 1201, all the First
Sale doctrine requires is that they provide a license agreement in a manner
which notifies the purchaser of the restrictions on what they have purchased,
and allow for returning the product if they don’t like the terms. That seems
only fair.

But, on the studios’ reading of the law, such a conflict clearly exists.

5.2 Encryption not required for access control; any
process could be regulated

To summarize where we have arrived: the movie studios have adopted a
reading of the law which allows them a patent-like control over processes
which are required to gain access to their works — that is, once again, that
the law is meant to give them control over not just the act of access, but the
means. They are suing because DeCSS threatens to allow DVD purchasers
to develop their own technologies and devices — competing DVD players — to
access the works they have purchased.

When asserting this control, in court and elsewhere, the studios and their
representatives are always careful to qualify it, by saying that this right to
authorize means of access extends only to “access control processes”, and
not other kinds of processes. For instance, as we have seen, they have been
careful to state in court that CSS is an access control process because it uses
cryptography (a debatable position in and of itself, once the nature of that
cryptography is analyzed, as we have seen).

However, no support for this assertion may be found in the statute. Nei-
ther the definition of access control nor that of circumvention in 1201(a)
requires any particular structure of the access control mechanism, or the na-
ture of the measures used to circumvent it. The definition of “effective access
control” states simply that an effective access control must “require the ap-
plication of information, or a process or a treatment, with the authority of
the copyright ower, to gain access to the work”; there is no restriction on the
technical means by which this requirement is met. And while the definition
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of circumvention discusses descrambling and decryption, it also encompasses
any other technique which allows a user to “avoid, bypass, remove, deactive,
or impair a technological measure”, again with no restriction to particular
technical means.

Also, the studios use the terms “decrypt” and “descramble” interchangably,
but standard rules of statutory construction tell us that different words apply
to different things, and the range of technological measures which may be
described as “scrambling” is so broad that it is no restriction in practice. For
instance, we have already mentioned the MPEG compression process which
is used on DVD video even without CSS. This process is intended solely to
compress the data, with no pretense of access control. Yet, the compression
process involves throwing away some of the data and thoroughly scrambling
the rest, and intensive computation is required to “descramble” it back to
ordinary digital video.

Lastly, let us note that there are real, deployed examples of access control
(certificates, as discussed earlier) where the use of encryption, if any, is wholly
incidental, and not a part at all of the access control provided. You can have
access control without encryption — and the movie studios’ reading would
have the bizarre effect of denying such systems protection under the law.

In short, the notion that the law is restricted to processes which are
somehow cryptographic is fallacious. If the law actually grants the movie
studios the authority they claim, then they could exercise that authority
over any process which is necessary to gain access to one of their works, such
as, for instance, a video compression algorithm. Thus, they would secure the
benefits of a patent on that process without meeting any of the requirements
(originality, protection for a limited time), a point to which we shall return.

5.3 Access controlled is access to a market, not access
to a work

Another problem with the studios’ analysis is that, contrary to the letter of
the statute, they are not using CSS to control access to works. As we have
noted already many times, any DVD will play in any DVD player. What
they are using it for is to impose conditions on the manufacture of players
— some of which have to do with the goals of the DMCA (e.g., imposition
of Macrovision copy control), and some of which simply do not (e.g., region
control).

In other words, the studios are asserting that the DMCA gives them the
right to control access into the market for DVD players, by requiring anyone
who builds a player to enter into a license agreement, to which they can
attach arbitrary terms.

Again, it is interesting to observe the colloquy of Mr. Carson of the LOC,
and Mr. Marks, representing the MPAA, on this point. Mr. Carson began
by noting that CSS, as described by Mr. Marks, had nothing to do with
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access control as he (correctly) understood it:

6 It strikes me that what we are

7 describing is perhaps a copying control device in

8 access control clothing. In other words, you’ve got
9 a device that controls access to a work, but not in
10 the way that, certainly before this rulemaking

11 began, I thought we were talking about. We were

12 talking about access control devices.

13 In other words, I assumed —-- naively,

14 perhaps -- that a technological measure that

15 controls access to a work, the purpose of that is to
16 make sure that authorized users and only authorized
17 users are getting access to the works. So if I paid
18 the price to the copyright owner otherwise be able
19 to use that work, then I’m entitled to use it.

20 And if he somehow gets access to it by
21 circumventing encryption or passwords, or whatever,
22 then she’s in trouble because she’s not an

23 authorized user. I’m not in trouble because I am.
24 That’s got nothing to do, as far as I can tell, with
25 what you’re talking about.

(LOC hearing transcript, p. 245)
Here is what Mr. Marks had to say in response:

MR. MARKS: I think it’s partially a
fair description. I think it is also used —- the
fact that the work is encrypted is used to try and
guarantee that the user has legitimately —- has
10 legitimate access to the work as well. I mean, I
11 don’t think it’s completely devoid, the CSS system,
12 of trying to ensure that those people that -- for
13 example, would just simply duplicate the DVD disks -
14 - you know, pirates who would duplicate the DVD
15 disks.

16 And if there were pirate players that

17 were unlicensed, they wouldn’t be able to play those
18 disks because they were encrypted with CSS. That

19 serves an access control function as well.

(LOC hearing transcript, p. 246)

So, Mr. Marks suggests two “access control” functions for CSS. One of
these functions is, in fact, copy control, not access control; the other has to
do with “pirate” players. Furthermore, Mr. Marks immediately admitted
that CSS does not, in fact, have anything to do with copy protection, per se,
returning once again to players:

20 MR. CARSON: But a duplicated --
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21 MR. MARKS: A duplicated DVD disk is
22 going to duplicate the CSS encryption.
23 MR. CARSON: And can be played on any
24 legitimate player.
PAGE 247

1 MR. MARKS: And can be played on any

2 legitimate player, legitimate licensed CSS player.

3 And not be played on non-licensed players.

(LOC hearing transcript, pp. 246-247)

So, the only “access control” function served by CSS is, by Mr. Marks
own testimony, regulation of the player market — specifically, restricting it to
“licensed players”. Where a licensed player, of course, is one whose manufac-
turer agreed to the full terms of the CSS license agreement — terms which,
like region controls, may have absolutely nothing to do with the purposes of
the DMCA. And later, when Mr. Carson asked what defined an “authorized
user”, in the view of Time Warner, Mr. Marks replied that that was anyone
who had legal possession of a DVD and a licensed player (the only legal kind
of player, in the MPAA’s view):

21 [MR. CARSON:] In other words, there’s no reason to
22 Dbelieve as a general proposition that someone who
23 has a commercially manufactured and marketed DVD,
24 manufactured by Sony, perhaps, or any of the major
25 studios -- Time Warner, whatever -- is not an
26 authorized user.
PAGE 248

If someone has that DVD which is
manufactured by Time Warner, you’re going to presume
they’re an authorized user, aren’t you?

MR. MARKS: Yes. Although you’d have to
sort of define what you mean by authorized user. If
someone has purchased a DVD from Time Warner,
they’re authorized to play it on a licensed DVD
player. They can play it as many times as they
want, there’s no restriction on saying it’s a one-
time play, it’s a two-time play.

(LOC transcript, pp. 247-248)

So, again, Mr. Marks makes plain that CSS has nothing with do with
seeing whether a given user gets to see a movie — if they have the disk, CSS
will allow any licensed player to play it for them. The sole “access control”
function of CSS, on Mr. Marks’ own explicit testimony, is to restrict DVD
playback to “licensed” players — i.e., those whose manufacturers have agreed
to abide by the movie studios’ restrictions, whatever they may be.

Before the passage of the DMCA, this would have been somewhat ques-
tionable; indeed, it has at least the appearance of an illegal tying arrange-
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ment. But that is not what we wish to investigate here — we simply wish to
know if this is the sort of arrangement that Congress meant to protect when
they passed this law. So, let us see.

5.4 Inconsistent with Congressional intent

The legislative history, unsurprisingly, does have something to say about how
Congress envisioned the relationship between the copyright holders and mak-
ers of players for their works. Both houses of Congress wanted to maintain
the rule established in the Betamax case, that any device with a legitimate
purpose was legal, and that the copyright holders not be able to decide
among themselves what constituted a legitimate purpose. Sen. Ashcroft, in
the Senate:

In discussing the anti-circumvention portion of the legislation,
I think it is worth emphasizing that I could agree to support
the bill’s approach of outlawing certain devices because I was re-
peatedly assured that the device prohibitions in 1201(a)(2) and
1201(b) are aimed at so- called “black boxes” and not at legiti-
mate consumer electronics and computer products that have sub-
stantial non-infringing uses. I specifically worked for and achieved
changes to the bill to make sure that no court would misinterpret
this bill as outlawing legitimate consumer electronics devices or
computer hardware. As a result, neither section 1201(a)(2) nor
section 1201(b) should be read as outlawing any device with sub-
stantial non-infringing uses, as per the tests provided in those
sections.

If history is a guide, however, someone may yet try to use
this bill as a basis for initiating litigation to stop legitimate new
products from coming to market. By proposing the addition of
section 1201(d)(2) and (3), I have sought to make clear that any
such effort to use the courts to block the introduction of new
technology should be bound to fail.

As my colleagues may recall, this wouldn’t be the first time
someone has tried to stop the advance of new technology. In
the mid 1970s, for example, a lawsuit was filed in an effort to
block the introduction of the Betamax video recorder. I think it
useful to recall what the Supreme Court had to say in ruling for
consumers and against two movie studies in that case:

One may search the Copyright Act in vain for any
sign that the elected representatives of the millions of
people who watch television every day have made it
unlawful to copy a program for later viewing at home,
or have enacted a flat prohibition against the sale of
machines that make such copying possible.
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As Missouri’s Attorney General, I had the privilege to file a
brief in the Supreme Court in support of the right of consumers
to buy that first generation of VCRs. I want to make it clear
that I did not come to Washington to vote for a bill that could
be used to ban the next generation of recording equipment. I
want to reassure consumers that nothing in the bill should be
read to make it unlawful to produce and use the next generation
of computers or VCRs or whatever future device will render one
or the other of these familiar devices obsolete.

(Congressional record, 14 May 1998, p. S4890).
Which was echoed on the other side of the aisle; here are remarks from
Rep. Klug, in the final debate on the Conference Committee bill:

Both of these changes share one other important characteris-
tic. Given the language contained in the Judiciary Committee’s
original bill, specifically sections 1201(a)(1), (a)(2), and (b)(1),
there was great reason to believe that one of the fundamental
laws of copyright was about to be overruled. That law, known
as Sony Corporation of America v. Universal Studios, 464 U.S.
417 (198), reinforced the centuries-old concept of fair use. It also
validated the legitimacy of products if capable of substantial non-
infringing uses. The original version of the legislation threatened
this standard, imposing liability on device manufacturers if the
product is of limited commercial value.

Now, I'm not a lawyer, but it seems irrational to me to change
the standard without at least some modest showing that such a
change is necessary. And, changing the standard, in a very real
sense, threatens the very innovation and ingenuity that have been
the hallmark of American products, both hardware and content-
related. I'm very pleased that the conferees have meaningfully
clarified that the Sony decision remains valid law. They have also
successfully limited the interpretation of Sections 1201(a)(2) and
(b)(1), the “device” provisions, to outlaw only those products
having no legitimate purpose. As the conference report makes
clear, these two sections now must be read to support, not sti-
fle, staple articles of commerce, such as consumer electronics,
telecommunications, and computer products used by businesses
and consumers everyday, for perfectly legitimate purposes.

(Congressional Record, 12 Oct. 1998, p. H10621)

But, might it change things if a player manufactured without the co-
operation of the copyright holders exposed their works to the possibility of
unauthorized duplication? The answer, as clearly envisioned by Congress,
is no; they even amended the law to try to preclude such an interpretation.
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Sen. Ashcroft, again, in the immediate continuation of the speech quoted
above:

Another important amendment was added that makes clear
that this law does not mandate any particular selection of compo-
nents for the design of any technology. I was concerned that this
legislation could be interpreted as a mandate on product manu-
facturers to design products so as to respond affirmatively to ef-
fective technical protection measures available in the marketplace.
In response to this concern I was pleased to offer an amendment,
with the support of both the Chairman and the Ranking Member
of the Committee, to avoid the unintended effect of having design
requirements imposed on product and component manufactur-
ers, which would have a dampening effect on innovation, and on
the research and development of new products. Accordingly, my
amendment clarified that product designers need not design con-
sumer electronics, telecommunications, or computing products,
nor design and select parts or components for such products, in
order to respond to particular technological protection measures.

This amendment reflects my belief that product manufac-
turers should remain free to design and produce consumer elec-
tronics, telecommunications and computing products without the
threat of incurring liability for their design decisions under this
legislation. Nothing could cause greater disaster and a swifter
downfall of our vibrant technology sector than to have the fed-
eral government dictating the design of computer chips or mother
boards. By way of example, during the course of our delibera-
tions, we were made aware of certain video boards used in per-
sonal computers in order to allow consumers to receive television
signals on their computer monitors which, in order to transform
the television signal from a TV signal to one capable of display
on a computer monitor, remove attributes of the original signal
that may be associated with certain copy control technologies. I
am acutely aware of this particular example because I have one
of these video boards on my own computer back in my office. It
is quite useful as it allows me to monitor the Senate floor, and
occasionally ESPN on those rare occasions when the Senate is
not in session. My amendment makes it clear that this legisla-
tion does not require that such transformations, which are part of
the normal conversion process rather than affirmative attempts
to remove or circumvent copy control technologies, fall within the
proscriptions of chapter 12 of the copyright law as added by this
bill.

(Congressional record, 14 May 1998, pp. S4890-S4891).
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In this example, Sen. Ashcroft cites a device which actually bypasses a
technical protection measure as not actionable circumvention under the law,
because the end effect is not to provide a work to an unauthorized person.
(The amendment to which Ashcroft refers was codified as 1201(c)(3)).

In these quotes and others, Congress was expressing a clear intent that the
DMCA not be used as a club for copyright owners to dictate how products like
computers, programs, and DVD players could be designed — an intent that
was echoed in the House debate (by Klug and others), and carries straight
through to the Conference Committee report:

Persons may also choose to implement a technological measure
without vetting it through an inter-industry consultative process,
or without regard to the input of affected parties.

(Congressional Record (House), 8 Oct. 1998, p. H10065)

Note here that copyright owners are specifically denied the right to vet
and approve implementations of their access control measures. In fact, they
go on to stress that such reimplementations are allowed to suppress incidental
effects, if that’s needed for usability:

Under such circumstances, such a technological measure may
materially degrade or otherwise cause recurring appreciable ad-
verse effects on the authorized performance or display of works.
Steps taken by the makers or servicers of consumer electronics,
telecommunications or computing products used for such autho-
rized performances or displays solely to mitigate these adverse
effects on product performance (whether or not taken in com-
bination with other lawful product modifications) shall not be
deemed a violation of sections 1201(a) or (b).

(Congressional Record (House), 8 Oct. 1998, p. H10065)

This makes plain that the only protection afforded under 1201 is against
products which perform circumvention per se — for 1201(a), that would be
actually allowing unauthorized access — and not for whatever incidental
effects an access control mechanism might have or perform. Other Congress-
men made similar remarks, and some were even more emphatic than the ones
I've quoted so far. Here’s Sen. Kohl, speaking before the floor vote on the
Conference Committee’s final bill:

[1201(c)(3)] reflected my belief that product manufacturers
should remain free to design and produce the best, most ad-
vanced consumer electronics, telecommunications, and computing
products without the threat of incurring liability for their design
decisions. Creative engineers—not risk-averse lawyers—should be
principally responsible for product design.

(Congressional Record (Senate), 8 Oct. 1998, p. S11888)
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5.5 Inconsistent with other provisions of the DMCA

We might also note that the injunction sought by the plaintiffs in Universal
et al. v. Corley would harm some fields of activity specifically protected by
the DMCA.

Cryptographic research, for example, is the study of security systems and
their failures; to the extent that CSS qualifies as an access control mecha-
nism, or security system, at all, it is clearly a fit subject for such research.
And it is a field of endeavor granted specific protections in the DMCA, as
1201(g). However, that research can only proceed if the researchers are al-
lowed to communicate precise descriptions of the system, its components,
and its operation — and it is exactly that communication, in the form of
computer source code, which the plaintiffs are seeking to enjoin.

The movie studios’ interpretation is also somewhat difficult to reconcile
with the provisions for reverse engineering in the Act. The whole point of
reverse engineering, as it is ordinarily practiced, is to allow an engineer to dis-
cover features of a system or product which its manufacturer has chosen not
to disclose, in order that the engineer can design a device with similar func-
tions without having to license the relevant details from the manufacturer.
But if a license is required for the engineer’s product to be legal anyway, why
protect the process of reverse engineering?

5.6 Inconsistent with Constitutional principles

Finally, the movie studios’ claimed rights of access control break the consti-
tutional balance between the copyright holder’s limited monopoly and public
access to information. What they are claiming, once again, is a patent-like
power to regulate the manufacture of players which perform their “access
control” process, allowing them to retain control over the use of content they
are ostensibly publishing. Constitutional enabling language for both patents
and copyrights (in Article I, Sec. 8) grants Congress the power . ..

To promote the progress of science and useful arts, by securing
for limited times to authors and inventors the exclusive right to
their respective writings and discoveries.

This has traditionally been interpreted as restricting the power of Congress
to create exclusive rights for authors and inventors in several ways:

e The protection granted must extend “for a limited time”.

e The form of protection must be appropriate — authors are granted
protections for expressive content of their works, but not functional
elements, and inventors protection for functional elements of their in-
ventions, but not expressive content.
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e The form of protection granted must in some way promote “the progress
of science and the useful arts”. Traditionally, authors and inventors
have received exclusive rights in exchange for public disclosure, through
fair use rights in copyrighted works or the enabling disclosure of a
patent application

The access-control right fails the first two of these tests flat — there
is no time limit; more strangely, in this case, we have authors (copyright
holders) claiming an exclusive and perpetual right to the functional elements
of a “process or treatment” which is applied to their work — clearly an
invention.

5.7 Abuse of paracopyright

Lastly, even if we accept that studios have been granted a patent-like right
to control the implementation and use of CSS, in perpetuity, the courts have
long held that there are limits to the scope of such grants, based on a long
history of jurisprudence which states that in order to fulfill its Constitutional
purpose, the monopoly grant provided by laws is limited tightly to the actual
intellectual property.

The basis of this jurisprudence is not the antitrust laws, but the Con-
stitution itself. Indeed, as the Supreme Court ruled in Morton Salt (quoted
below) the question of antitrust violation per se is irrelevant; what matters
is the public purpose underlying the intellectual property grant. Morton
Salt stated this rule for patents; several circuits have extended the principle
to copyrights; it is clear that similar limits should apply to whatever new
“paracopyright” rights were granted by the DMCA. And in already tying
CSS to mechanisms like region coding — a mechanism whose explicit, de-
signed purpose is restraint of trade between the regions — the studios are
clearly exceeding the bounds.

The studios’ representatives admit and relish the tying between movies
and players, as the numerous quotes about “authorized” and “licensed” play-
ers clearly show; the whole purpose of the CSS licensing regime is to impose
restrictions on the players. As Mr. Marks testified at the LOC hearing:

6 Those devices, whether they be players

7 or personal computers or the Sony PlayStation who

8 would like to have their devices be able to display
9 and play back those DVD disks need to get a license
10 to be able to decrypt the CSS encryption system.

11 They do that by going to the DVD-CCA and applying

12 for a CSS license.

13 That CSS license gives them the keys and
14 tools to be able to decrypt the disks. It also

15 imposes certain conditions on what the device can do
16 with the content once it is decrypted. One of those
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17 obligations, for example, is that the content is not

18 allowed to flow out in the clear on a digital

19 output.
(LOC hearing transcript, p. 242). The collective market power of the movie
studios in the DVD market is obvious and undisputed. Through contractual
arrangement with the DVD-CCA, the studios have formed a trust which
seeks to force an unwanted licence on all prospective members of the DVD
player market. This is as obvious a case of tying as one can imagine. The
collective force of the trust of all movie studios has subordinated an entirely
new technology market under the guise of access authorization.

“First, as to antitrust liability, case law supports the proposition that
a holder of a patent or copyright violates the antitrust laws by ’concerted
and contractual behavior that threatens competition.” ” Image Technical
Services Inc v. Eastman Kodak Co, No. 96-15293, (9th Cir. 8/26/97).

The problem becomes clear when we read the statute’s requirement for
the authorization of “the” copyright owner. Setting aside the “which came
first, the access or the device” question, if each studio were to market its
access authority independently, no trust would exist and there would not be
a problem. However, through collusion the Copyright Act is subverted. The
MPAA authorization model provides authority not from the copyright holder
of the individual movie, but rather from a single entity which speaks for the
entire trust of all movie studios. Copyright holders not acting as part of a
trust might disagree on whether and end user could create unencrypted copies
for certain purposes. If the MPAA model does not create a trust, how can can
authorization be coherently defined when different copyright holders make
different determinations on authorization in a common protection scheme.

The industries’ desire for standardization cannot serve as the escape hatch
here. The true intent of the DMCA was to allow First Sale to be taken for
the keys to encrypted works. These keys could easily be placed in a variety of
standardized players without the need for a trust that would drive restrictive
conditions and expensive prices to all would be player developers.

It is commonplace for encryption algorithms to be openly distribution
and yet the keys they use to remain proprietary. In fact, this is the prefered
model for the field, because it is widely acknowledged that trying to keep the
alogorithm secret is doomed to failure. So-called “security through obscurity”
is a “beginners mistake”, in the words of the expert witnesses for the defense.

While a violation of antitrust laws is sufficient, it is not strictly necessary
for a defense to an intellectual property violation, as argued persuasively in
Lasercomb v. Reynolds:

A patent or copyright is often regarded as a limited monopoly
— an exception to the general public policy against restraints of
trade. Since antitrust law is the statutory embodiment of that
public policy, there is an understandable association of antitrust
law with the misuse defense. Certainly, an entity which uses
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its patent as the means of violating antitrust law is subject to a
misuse of patent defense. However, Morton Salt held that it is not
necessary to prove an antitrust violation in order to successfully
assert patent misuse:

“It is unnecessary to decide whether respondent has violated
the Clayton Act, for we conclude that in any event the mainte-
nance of the present suit to restrain petitioner’s manufacture or
sale of the alleged infringing machines is contrary to public pol-
icy and that the district court rightly dismissed the complaint for
want of equity.” 314 U.S. at 494. See also Hensley Equip. Co. v.
Esco Corp., 383 F.2d 252, 261 & n. 19, amended on reh’g, 386
F.2d 442 (5th Cir. 1967); 8 Walker on Patents, at 28:33.

So while it is true that the attempted use of a copyright to vio-
late antitrust law probably would give rise to a misuse of copyright
defense, the converse is not necessarily true — a misuse need not
be a violation of antitrust law in order to comprise an equitable
defense to an infringement action. The question is not whether
the copyright is being used in a manner violative of antitrust law
(such as whether the licensing agreement is ”reasonable”), but
whether the copyright is being used in a manner violative of the
public policy embodied in the grant of a copyright.

Morton Salt expressed the Supreme Court’s view on misuse of patents,
which Lasercomb translated into copyrights. It is only since the rise of copy-
righted computer programs that misuse of copyright has gotten attention.
Still, Lasercomb’s perspective has subsequently been endorsed by the 5th
Cirtuit as well, eg Alcatel USA v. DGI Technologies, No. 97-11339, (5th
Cir. 1999). When the Lasercomb standard is take together with that of
Morton Salt, a comprehensive statement covering intellectual property can
be formed:

The grant to the creator of the special privilege of a intellectual property
grant carries out a public policy adopted by the Constitution and laws of
the United States, "to promote the Progress of Science and useful Arts, by
securing for limited Times to Authors and Inventors ...the exclusive Right
...”7 to their original works and novel inventions (United States Constitution,
Art. I, section 8, cl. 8). But the public policy which includes original works
and inventions within the granted monopoly excludes from it all that is not
embraced in the original expression or novel invention. It equally forbids the
use of the intellectual property grant to secure an exclusive right or limited
monopoly not granted by the Copyright or Patent Office and which it is
contrary to public policy to grant.

Interestinly enough, the judicial origin of intellectual property misuse is
traced by James A.D. White in his article “Misuse or Fair Use: That is the
Software Copyright Question” (Berkeley Technology Law Journal 12-2, Fall
1997) to a Supreme Court case strikingly similar to the one at hand.

28



The doctrine of intellectual property misuse first arose in the
early 1900s in conjunction with the use of patents. In the 1917
case of Motion Picture Patents v. Universal Film Mfg. Co. [243
U.S. 502 (1917)], the patentee licensed its patented movie projec-
tor on the condition that the film used in the machine must be
purchased from the patentee (a type of tying arrangement). The
Court found that:

[SJuch a restriction is invalid because such a film is
obviously not any part of the invention of the patent in
suit; because it is an attempt, without statutory war-
rant, to continue the patent monopoly in this particu-
lar character of film after it has expired, and because to
enforce it would be to create a monopoly in the manu-
facture and use of moving picture films, wholly outside
of the patent in suit and of the patent law as we have
interpreted it.

In short, the Court denied relief to the patentee because the
licensing restrictions attempted to extend the scope of the film
projector patent into the unpatented area of film.

The same logic applies to the studios’ use of CSS on movies. Were it con-
fined to assuring that the consumer purchased the descrambling key before
viewing the work, there might not be a problem. However, just as in Motion
Picture Patents, the intellectual property rights to the work are tied not just
to the key, but to full blown players which implement additional technology
that is not part of the monopoly grant. Further this technology can only be
obtained, according to the MPAA, subject to the DVD-CCA licence which
contains anticompetitive terms that attempt to restrict end-users from re-
verse engineering it and prevent public disclosure of the ideas it contains.
Both restrictions violate 17 USC 102(b) which forbids copyright protection
to “ideas” or “methods of operation”.

The reasoning from 1917 is timeless. These restrictions are invalid because
a player is obviously not any part of the creation of the intellectual property
in suit; because it is an attempt, without statutory warrant, to extend the
intellectual property monopoly in this instance movies on DVD, beyond the
scope and duration statutorily protected, and because to enforce it would be
to create a trust in the licencing and use of DVD players, wholly outside of
the intellectual property in suit, and hence beyond the reach of intellectual
property laws as the Supreme Court has interpreted them.

5.8 These problems inhere only to the studios’ reading

It is noteworthy that the problems discussed above largely go away when
the statute is read, as seems clear it was intended, to protect only measures
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which test whether a user is authorized to view a particular work, and only
to the effect that copyright holders can sue if such a test is subverted, not if
it is performed correctly by a device which they have not licensed. In this
reading, the law becomes reflective of the expressed Congressional intent,
not completely at variance with it. And the law is no longer seen as grant-
ing exclusive rights over any process to copyright holders. No such grant
is necessary to protect legitimate access control; Congress can ban circum-
vention tools without granting exclusive rights to manufacturers of access
controls just as they can ban burglary tools without granting a new form of
intellectual property right to locksmiths.

6 Consequences of adopting plaintiffs’ read-
ing

We have argued so far that the studios’ reading of the DMCA is at odds with
the text of the statute itself, with legislative intent, and with the Constitu-
tion. However, if they were to prevail in their lawsuit, it would establish a
precedent which would, in the long run, be enormously harmful to the public
interest. To see this, let us examine what rights the studios are claiming in
this case, and consider what similar claims they might make in the future.

6.1 Imposition of arbitrary use controls on work, via
license restrictions

To begin with, the movie studios are claiming a monopoly right to vet and
approve implementations of the CSS process, a process which is necessary
to render the video from any DVD (deriving this supposed right from the
notion that CSS is an “access control” process, even though it does no more
to check that the viewer of a given disk is in any sense authorized than do
any of the other, numerous processes such as MPEG decompresssion which
are necessary to achieve the same end). To put the matter simply, it is not
possible to build a useful DVD player — one which will render the movies
on any of the DVD disks commonly sold in stores — which does not perform
the CSS process. (One could build a DVD player which did not do CSS, but
it would not render the vast majority of current DVD titles, and would be
very little use in the usual role of such a player in home entertainment). So,
if the studios succeed in their case, it will not be possible to build a useful
DVD player without a license.

And, while the fee for these licenses is (so far!) nominal, and they have
been given out (so far!) to anyone who was willing to agree to the terms of
the license, there is a catch — namely, the terms of the license, which already
impose conditions which many might find obnoxious.

One such condition, for instance, is the implementation of the “region
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coding” mechanism, by means of which the studios mark certain disks as
intended for particular markets, so that a DVD sold in the United States,
for instance, is not supposed to be playable in Brazil. Many people (not
excepting Americans, who are not supposed to be able to view disks sold in
Europe!) might find this to be an obnoxious restriction. Indeed, in Europe,
there is already a substantial market for DVD players without region control,
and for kits to disable the region control mechanism in DVD players. This
region coding mechanism has nothing to do with either access control or
copy control, the two nominal rights provided by copyright holders under
the DMCA. Yet, the studios are using their supposed right to license the
CSS mechanism as a club to force player manufacturers to adopt it.

And there is nothing in the studios’ reading of the law to prevent them
from imposing even more restrictions on CSS licensees in the future, which,
if translated into mechanisms such as region coding, would be translated
directly into controls of the use of their works by the consumer. In effect, the
studios would have bootstrapped the access control power, which they were
given by Congress into a power to control the use of their works, which they
were denied. And they would have reestablished the end-to-end control of
the chain through which their works are distributed which they lost decades
ago in U.S. v. Paramount — they would not directly control the players in
peoples’” homes, but they would have so much control over what those players
were allowed to do that the effect on the public interest would be as severe
as if they did.

6.2 Economic control of the player market

Likewise, while the studios are not charging excessive fees or discriminating
against potential licensees now, there is nothing in their reading of the law
to prevent them from doing so in the future, thereby allowing them to pick
and choose among potential licensees. They would have bootstrapped the
“access control” power into power to control the design of products which
play their works — another power which Congress specifically denied them.

In short, if the movie studios are allowed to impose arbitrary terms in the
CSS license, and to require such a license as a condition of legal manufacture
of players for their work, they would have acquired a power of enormous
scope, of immense value to them, but hugely inimical to the public interest.

7 Conclusion

The law regarding intellectual property protection in the United States has
always stressed a balance of interests, between, in particular, copyright hold-
ers and the general public. This theme of balance was kept carefully in mind
by Congress as they deliberated over and enacted the DMCA — in particular,
it is a theme of the Congressional debates, repeated over and over, that the

31



ban on “circumvention” devices would be narrow, would cover only devices
specifically designed to grant unauthorized access, and would not cover any
device with a legitimate purpose.

The interpretation of the law adopted by the MPAA stands this balance
on its head. The movie studios are asserting an absolute right to control
the manufacture of any machinery which is capable of viewing their CSS-
protected works, specifically including the LiViD project, whose sole purpose
is in fact producing a player functionally equivalent to those already com-
mercially available for Windows and Macintosh computer systems. And they
are already using this power to restrict the options available to the general
public (by making players artificially unable to view films from outside “re-
gion 1”7, the U.S. and Canada), and so to artificially restrain trade. This is
not about piracy, it is about control. It should not, and cannot stand.

32



Mickey McGown






August 4, 2000

The following comments are in response to the request of the Copyright Office regarding Sections 109 and
117. The questions posed by the Copyright Office are in italics, while my comments are in bold.

1. Section 109
(a) What effect, if any, has the enactment of prohibitions on circumvention of technological protection
measures had on the operation of the first sale doctrine?

"It alters the intended effect of the first sale doctrine by allowing the copyright holder to
insist that each subsequent ‘owner" obtain a new authorization."

(b) What effect, if any, has the enactment of prohibitions on falsification, alteration or removal of
copyright management information had on the operation of the first sale doctrine?

"None. It is reasonable to retain proper attribution to the original author."

(c) What effect, if any, has the development of electronic commerce and associated technology had on
the operation of the first sale doctrine?

(d) What is the relationship between existing and emergent technology, on one hand, and the first sale
doctrine, on the other?

""New technologies do not affect the first-sale doctrine any more than previous technologies."

(e) To what extent, if any, is the first sale doctrine related to, or premised on, particular media or
methods of distribution?

(f) To what extent, if any, does the emergence of new technologies alter the technological premises (if
any) upon which the first sale doctrine is established?

"To no extent at all.""

(9) Should the first sale doctrine be expanded in some way to apply to digital transmissions? Why or
why not?

"It should not be expanded at all. If the concern is about the original owner keeping a copy
after the fact, this is not a new issue. It has always been incumbent upon the individual to follow
through with their obligation."

(h) Does the absence of a digital first sale doctrine under present law have any measurable effect
(positive or negative) on the marketplace for works in digital form?

"No. It is not the absence of a new law that has affected the marketplace, it is the absence of
persons, both corporate and private, adhering to existing law.""

1. Section 117
(a) What effect, if any, has the enactment of prohibitions on circumvention of technological protection
measures had on the operation of section 117?

"The fair-use privileges granted by US Code, Chapter 17, Section 117(a)(2) can be
criminalized at the whim of the copyright holder. There appears to be no limit to the interpretation
of what is covered, ranging from simple archive viewers to tamper-resistant fasteners to complex file
formats, even retroactively.”



(b) What effect, if any, has the enactment of prohibitions on falsification, alteration or removal of
copyright management information had on the operation of section 1177

(c) What effect, if any, has the development of electronic commerce and associated technology had on
the operation of section 117?

"None."

(d) What is the relationship between existing and emergent technology, on one hand, and section 117,
on the other?

(e) To what extent, if any, is section 117 related to, or premised on, any particular technology?

(f) To what extent, if any, does the emergence of new technologies alter the technological premises (if
any) upon which section 117 is established?

""Section 117 is not premised on technology. However, copy-protection methods have grown
more complex, making the individual work harder to retain fair-use privileges. Anti-circumvention
legislation now makes it a legal minefield."

2. General
(a) Are there any additional issues that should be considered? If so, what are they and what are your
views on them?

"I am concerned that the prohibition on circumvention of technical protection measures
(TPM's) effectively creates a new class of intellectual properties, one that I am not allowed to study.
It is not a copyrighted work, because that is what is being protected. It is not a patented work,
because it would have been disclosed. It is not a trade secret, because it is prohibited to be
independently discovered. This new class of works has a vague definition, which allows it to be
applied to a wide variety of situations in ways that | don't believe were intended, and | am restricted
from examining these new works even while asserting my section 117 privileges."

(b) Do you believe that hearings would be useful in preparing the required report to Congress? If so, do
you wish to participate in any hearings?

"Yes, but only if that hearing has the jurisdiction to urge repeal of the prohibition of

circumvention of TPM's, or has the effect of exempting all classes of works from the prohibition. If |
can further this cause by my participation, I would be honored."

Thank you,

Mickey McGown
mickeym@mindspring.com
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INTRODUCTION TO FIRST SALE AND THE DMCA

The Digital Millennium Copyight Act (DMCA) creates a new right to authorize access to
copyrighted works when technological protection measures (TPM's) are used. The new law,
however, issilent on critical questions that are answered for the other rights givento copyright
owners. Specifically, there are at least two interpretations of the statute that are consistent with
itstext regarding the relation of the new right to authorize accessto First Sale. One interpretation
obliterates the doctrine of First Sale and has serious antitrust implications, while the other
strengthens First Sale and preserves the balanced relationship between authors and the public.

In anutshell, one interpretation of the DMCA finds copyright holdersin possession of two
distinct rights, which can le sold separately. These are the right to vend copies and the right to
authorize access. Thisinterpretation would treat the new right to control access asif it were
equivalent of the exclusiverightsin 17 U.S.C 106 (though it is not listed there). Tle sale of the
rightsin 106 can be transferred separately. If access control istreated thisway, then the doctrine
of First Sale has been replaced with the doctrine of "First and Second Sal€" since both access
and copy are needed for use.

Moreover, by design, a dangerous tying arrangement would be created between the two. This
tying arrangement is not one of speculation. Indeed, it is being used in the marketplace today by
the DVD-CCA to claimrightsto a"Third Sale" with the collective market power of the movie
studios forcing the product on would be DVD player developers. There simply isno right to
control players, which are distinct from encryption keys. The use of the market power of the
studiosto force player technology to the entire player market isin utter contempt for the
DMCA statue, Congressional antitrust legislation, and the public.

An aternate interpretation of the DMCA isthat the right to authorize access control is not listed
in 106, and therefore must not be treated as such. Rather, like every other aspect of control over
use not covered by the exclusive rights of section 106, control is transferred when the just
reward is collected inthe market place. Under this view, access authority is inherently
transferred at First Sale, along with alot of other rights.

Congress simply failed to put anything textual in the law that decides between these two
aternatives. Obviously, studios and publishers, true to their long standing history, seek every bit
of control that they can use to milk money out of consumers and prefer the first model.
Consumers, academics, scientists, and librarians, true to their long standing history of seeking
every bit of knowledge possible to advance the progress of science and arts, obviouslyprefer

the second model.

The question, ssimply put, is how should the Copyright Office interpret an ambiguous statue that
can reasonably be read two mutually incompatible ways. Fortunately, along line of Supreme
Court decisions provide the answer. In fad, direct guidance on the question of how to resolve
ambiguity has recently been offered by the Supreme Court in the holding of Sony v. Universa
Studios:



The protection given to copyrightsis wholly statutory, and when Congress has not plainly
marked the course to be followed, the judiciary must be circumspect in construing the
scope of rights created by a statute that never contemplated such a calculus of interests.

Thus the answer to the question of how to pick between different interpretations is cler:
circumspection is required if the granting of rights to the copyright holder is not "plainly
marked". Thisresult requires that ambiguity be resolved against the copyright holder. The
granted monopoly inherent in intellectual property must never be exended beyond the limits of
it's specific grants. When the limit is fuzzy, we must err on the side of caution. Thisis settled
law.

The holding in Sony is no accident. In fact, the connection to prior jurisprudenceis provided in
footnote 13, which is quite telling:

While the law has never recognized an author's right to absolute control of hiswork, the
natural tendency of legal rightsto express themselves in absolute terms to the exclusion of
al elseis particularly pronounced in the history of tle constitutionally sanctioned
monopolies of the copyright and the patent. See, e. g., United States v. Paramount Pictures,
Inc., 334 U.S. 131, 156 - 158 (1948) (copyright owners claiming right to tie license of one
film to license of another under copyrigh law); Fox Film Corp. v. Doyal, 286 U.S. 123
(1932) (copyright owner claiming copyright renders it immune from state taxation of
copyright royalties); BobbsMerrill Co. v. Straus, 210 U.S. 339, 349 -351 (1908) (copyright
owner claiming that aright to fixresale price of hisworks within the scope of his
copyright); International Business Machines Corp. v. United States, 298 U.S. 131 (1936)
(patentees claiming right to tie sale of unpatented article to lease of patented device)."

Thus the Sony decisionis no accident, but the consistent application of a century of careful
consideration.

The legidlative history of the DMCA finds much disapproval for the concept of the 'pay per use
society. It isdifficult to imagine how this can be reconcile with the'First and Second Sale”
model. The right to control access, if itis not transferred at First Sale, will inevitably lead to
repeated salesfor access. This requires little more than incorporating a counter into the TPM so
that different keys are required every time. It will not take long for publishersto realize that if
they can collect twice they can collect repeatedly. Thus"First and Second Sale" will be replaced
by "First and Second and Third and ... Sale".

The real purpose of the DMCA is not to alow copyright holders to have expanded power to
collect repeatedly from hapless consumers. Instead it ismerely to create another alternative way
to collect that is compatible with ecommerce. By using encryption, the work can be securely
transmitted separately from the key. The DM CA creates away for copyright holders to take their
just First Sale reward by selling EITHER the copy or the key.

By allowing this new model, the burden of network based commerceis greatly eased. Encrypted
copies can befreely circulated, without concern for endless copying of useless cipher text. Then,
when a buyer is found, the minimum amount of data need be exchanged: a credit card number



for akey. An example of the DMCA in action, preventing copyright holders fronlosing the
fruit of their labor without being compensated is provided by Real Networks v. Streambox.
Unlike the DVD cases, Streambox users have no claim of access because they have not paid
First Sale.

Thereisatruly frightening claim that is beingadvanced currently by movie studio plaintiffs, but
it is not one that can be reconciled with the statute. It is clear that Congress intended authority to
access to be conferred through the application of information with the authority of the copyright
holder. Thisisfound in the definitions of 1201(a)(3):

Asused in this subsection-

(A) to "circumvent a technological measure" means to descramble a scrambled work, to
decrypt an encrypted work, or otherwise to avoid, bypass, remove, deactivae, or impair a
technol ogical measure, without the authority of the copyright owner; and

(B) atechnological measure "effectively controls access to awork" if the measure, in the
ordinary course of its operation, requires the application of infomation, or a process or a
treatment, with the authority of the copyright owner, to gain access to the work.

The key used for decryption is the quintessential example of such information. A monopoly to
profit once from such keysis al that is granted.

The movie studios in the controversial DVD cases claim that beyond just first and second sale,
that they have an exclusive right to authorize players, the programs that apply the key. Thus,
they believe that in addition to the First Sale of the DV D, and the Second Sale of the player
program, that if you want to create a player you must buy authorization through "Third Sal€" in
the form of $10,000 to the DVD- CCA.

In order to sustain this claim, one must infer from the statutory prohibition on distrbuting
circumvention devices, that aright to authorize players exists. Thissimply isn't found in the text.
A statutory prohibition is not the creation of aright for athird party. In fact the only authority
created isdone so in thetext of 1201(a)(3) above. Hereit is clearly seen that the only
authorization given to the copyright holder is over the application of access information and the
act of descrambling.

From this, the movie studios would have us believe that they have been given total ontrol of the
entire DVD player market. The technology license they sell grants a copyright license to the
software it protects and allows appropriation of the certain trade secrets under a confidential
relationship, but it certainly cannot create a newform of super-intellectual-property that protects
ideas without a patent's disclosure requirement and as a copyright ssmply cannot do.

The studios are clearly making a play for the "absolute control” decried by footnote 13 in Sony.
Thisis not surprising however, sinceif you include the Sony decision itself in the tally, 3 of the
5 decisions describe abuses by movie studios. DVD's are just another episode in along history



of intellectual property abuse by movie studios. Actually, the Court left outanother significant
case fromit'slist: Motion Picture Patents v. Universal Film Mfg. Co. 243 U.S. 502 (1917). The
facts of that case are eerily similar to those of the DVD situation.

It isdifficult to identify any ideathat the Supreme Court hasrebuffed so repeatedly as the movie
industry's overly aggressive interpretation of intellectual property rights. Movie industry
credibility on copyright should be treated like the tobacco industry on health matters: listen to
what they say and believethe opposite.

Normally, one would expect a Federal Judge to identify such clear overreaching. The collective
market power of the MPAA studios bears down on the DVD player market, forcing an
unwanted license down the throats of any would be competitor. The violation of antitrust laws,
and the misuse of intellectual property are so obvious it shocks the conscience.

Sadly, the judge in the New Y ork DVD case refuses to recognize these arguments, but, as he
admits, hisformer law firm was responsible foradvising Time Warner on DVD antitrust matters
while the Judge practiced there. Despite this, Judge Kaplan refusesto recuse himself. No
reasonabl e person could expect such a judge to repudiate the prophylactic antitrust work of his
former firm without suffering a conflict of interest. The recent precedent in Panamav. American
Tobacco Company, No. 99-30685 (5th Cir. 7/20/2000) on avery similar recusal situation only
confirms that the judge should have stepped down. Fortunately, the integrity of theprocess the
Copyright Office has been using is beyond reproach.

For the above reasons, | urge the Copyright Office to useit's rule making and influence to
advance the progress of science and the arts by rejecting the notion of "First and Second Sale".
Moreover, | urge that CSS encrypted DVD movies specifically be defined as a " class of works'
for exemption status under 1201(a)(1)(B). Finaly I urge the Copyright Office to declare that
applying DVD "title keys' obtained from the DVD media constitutes'application of
information with the authority of the copyright holder" so that any device that does so is
noncircumventing in accordance with the First Sale doctrine.

ANSWERS TO SPECIFIC QUESTIONS
1. Section 109

(d) What effect, if any, has the eractment of prohibitions on circumvention of technological
protection measures had on the operation of the first sale doctrine?

Depending on the choice of interpretation of the DMCA, First Sale has either been
obliterated or it has been strengthened.

(c) What effect, if any, has the development of electronic commerce and associated technology
had on the operation of the first sale doctrine?



Electronic commerce, combined with encryption technology, afford a new and more
efficient model for copyright holars to take their just reward in the market place: easy
distribution of digital encrypted works over the internet, with independent payment for
access. trading a credit card number for an encryption key.

(d) What is the relationship between existing andemergent technology, on one hand, and the first
sale doctrine, on the other?

New ways of doing commerce have and will continue to create more efficient ways for
copyright holdersto trade their intellectual property. The First Sale doctrine should
continue to apply to assure that the point when rights are transferred is the point of sale.

(e) To what extent, if any, isthefirst sale doctrine related to, or premised on, particular media or
methods of distribution?

The first sale doctrine is simply thequid-quo-pro that the public, through Congress has
offered to authors for access to their work. Authors are allowed, for limited times, to
extract from the public domain and to obtain a one time reward for providing accessto the
fruits of their intellect The distribution method or mediaistotally irrelevant to this.

(f) To what extent, if any, does the emergence of new technologies alter the technol ogical
premises (if any) upon which the first sale doctrine is established?

New technology does not alter the premise upon which First Saleis based, but it does seem
to offer movie studios and other would be copyright abusers a continual supply of new
ways to try to abuse the public's generosity in offering copyright protections.

(g) Should the first sde doctrine be expanded in some way to apply to digital transmissions?
Why or why not?

Thereis no need to link First Sale to the ownership of the copy. Using encryption, First
Sale can be tied to the transmission of an encryption key. The resulting efficency improves
advancement of science and arts by making it easier for the public to provide authors with a
one time reward.

(h) Does the absence of adigital first sale doctrine under present law have any measurable effect
(positive or negative) on the marketplace for worksin digital form?

The digital First Sale doctrine is the same as it was prior to the DMCA. All that has

changed is that the encrypted work may be distributed independently of money changing
hands when an encryption key locksit.

Bryan Taylor
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The Library of Congress, The United States Copyright Office
and
The Department of Commerce, National Telecommunications
and Information Administration
Washington, D.C.

Inquiry Regarding Sections 109 and 117 ) Docket No. 000522150-0150-01

Comments of the Library Associations

We file these comments to the Copyright Office's Inquiry on behalf of five major
library associations, the American Library Association, the American Association of Law
Libraries, the Association of Research Libraries, the Medica Library Association, and
the Special Libraries Association (the “Libraries’). These associations represent the
interests of tens of thousands of libraries, librarians and ingtitutions, as well as their
public and private patrons.

Section 104 of the Digital Millennium Copyright Act (“DMCA?”) directs the
Register of Copyrights and the Assistant Secretary for Communications and Information
of the Department of Commerce to submit areport to the Congress by October 28, 2000,
evaluating the effects of the amendments made by title 1 of the Act and the development
of electronic commerce and associated technology on the operation of sections 109 and
117 of title 17, United States Code, and the relationship between existing and emerging
technology and the operation of those sections.

The Libraries believe there are unsettling trends undermining the Constitutional
and legidative balance between incentives to create works and the public access to ideas

and content that require federal review and action. Consumers obtaining digital works
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are routinely required to assent to contract terms that require waiver of long-standing
limitations on the exclusive copyright rights, including the first sale doctrine, fair use and
preservation. While copyright policy supports adigital first sale doctrine, the current
state of the law post-DMCA permits diminished use of the doctrine, impeding the free
flow of information and libraries’ ability to provide public access to digital works. The
Copyright Office should use thisinquiry as the platform from which to urge Congress to
take meaningful stepsto clarify the terms of a digital first sale doctrine to ensure that
state laws and contractual terms that unduly restrict the rights of information users do not
preempt federal copyright policy.
Introduction: The Role of the First Sale Doctrine In U.S. Copyright Law

The balancing of incentives to create and provide public access to ideas and
content is fundamental to U.S. copyright policy. See, e.g. Twentieth Century Music Corp.
v. Aiken, 422 U.S. 151, 156 (1975). The Constitution empowers Congress to enact
copyright legislation for the specific purpose of *promot(ing) the Progress of Science
and the useful Arts, by securing for limited Times, to Authors and Inventors, the
exclusive Right to their respective Writings and Discoveries.” U.S. Const., art. |, 8 8, cl.
8. Pursuant to that public purpose, the Copyright Act grants to authors the exclusive right
to distribute copies of their work, 17 U.S.C. 8106(3), but limits that right by
distinguishing between ownership of a copyright (the bundle of exclusive rights granted
an author) and ownership of a copy (the tangible material in which awork is fixed), 17
U.S.C. 8202, and by extinguishing the copyright owner’s distribution right upon the first
sale of each copy, see 17 U.S.C. 8109. Of course, no copyright exists in government

works, nor in facts or data.
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The limitation of the distribution right to the first sale, as codified in Section 109
of the 1976 Act, was intended to continue the first sale doctrine established by decisions
under Section 27 of the 1909 Act.* The treatment of the first sale doctrine by U.S. courts
has consistently reflected the belief that the public benefit derived from the alienability of
creative works outweighs the increased incentive to create that would stem from granting
authors perpetual control over copies of awork. Burke & Van Heusen, Inc. v. Arrow
Drug, 233 F. Supp. 881, 884 (E.D.Penn. 1964);? Blazon, Inc. v. Deluxe Game Corp., 268
F. Supp. 416, 434 (S.D.N.Y 1965) (quoting Nimmer, Copyright, 8103.31 at 385 (1963)
for the proposition that “[after the first sale], the policy favoring a copyright monopoly
for authors gives way to the policy opposing restraints of trade and restraints on
alienation.”); See, e.g., C.M. Paula Co. v. Logan, 355 F. Supp. 189, 191 (N.D. Tex. 1973)
(same). The balancing approach to the doctrine was recognized by the Supreme Court

early this century. See Bobbs-Merrill Co. v. Straus, 210 U.S. 339 (1908).® The Libraries

! See Staff of House Comm. on the Judiciary, 89" Cong., 1% Sess., Copyright Law Revision, Part
6, Supplementary Report of the Register of Copyrights on the General Revision of the U.S. Copyright Law:
1965 Revision Bill 28-29 (Comm. Print 1965) (submitted by Register of Copyrights) reprinted in 4
Omnibus Copyright Legidative History (George S. Grossman ed., 1976) (clarifying that the distribution
right would not prevent an owner of alawfully made copy from salling, lending, renting, giving, or
destroying the copy). See also Act of Mar. 4, 1909, ch. 320, 841, 35 Stat. 1075, 1084 (stating that “nothing
in [the Copyright Act] shall be deemed to forbid, prevent or restrict the transfer of any copy of a
copyrighted work the possession of which has been lawfully obtained.”). The doctrineis said to have its
roots in the English common law rule against restraints on alienation of property. See, e.g., H.R. Rep. No.
98-987 at 2 (1984), reprinted in 1984 U.S.C.C.A.N. 2898, 2899.

% InBurke & Van Heusen, a copyright proprietor attempted to restrict use of records containing its
copyrighted musical compositions to promotional distribution in conjunction with shampoo sales. Id. at
884. The court held that the defendant’ s sale of the records independent of shampoo did not infringe the
plaintiff’s vending right, because receiving proceeds from the initial sale of the records completed the
plaintiff’s reward under the copyright statute. 1d. at 882. Beyond that reward, the plaintiff enjoyed “no
further right of control over the use or disposition of the individua copies of the work. Id.

3 In Bobbs-Merril [, the plaintiff owned copyright in a book, copies of which were printed with the
following notice: “ The price of this book at retail is one dollar net. No dealer islicensed to sell (the copies)
at alessprice, and asae at aless price will be treated as an infringement of the copyright.” 1d. at 341.
Notwithstanding the notice, the defendant sold the books at retail for eighty-nine cents. Id. at 342. The
Court rejected the plaintiff’s copyright infringement claim, holding that the while the vending right
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believe that recent developments surrounding distribution practices involving digital
works undermine this constitutionally crafted balance.

Questions Regarding Section 109

(a) What effect, if any, has the enactment of prohibitions on circumvention of
technological protection measures had on the operation of the first sale doctrine?
The DMCA’s enactment of prohibitions on circumvention places criminal
penalties on top of contractual restrictions, thereby increasing publishers' ability to
control accessto works. The public, which enjoys use and lending rights with respect to
works that were subject to the first sale doctrine because they were purchased outright,
now faces licensing and legal barriersto private as well as public lending and use. While
content owners contend that technol ogical measures merely control unlicensed access and
prevent piracy, as the Libraries explained in comments and testimony in the Section 1201
rulemaking proceeding, many measures currently in use or development blur control over
initial access with control over library lending and fair use practices such as viewing,
reading, extracting, copying and printing. These measures may also allow copyright
owners to control use and disposition of copies of digital works long after the copyrights
have passed into the public domain. The same concern applies to those who seek to
regulate access to digital versions of government works. Thisunlimited control is

contrary to the core principle of the first sale doctrine.

protected plaintiff’s multiplication and sale of his production, the right had been exhausted when the
plaintiff sold copies of the book “in quantities at a price satisfactory to it.” 1d. at 351.
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America s libraries have long been among the nation’ s largest volume-purchasers
of copyrighted works.* Libraries and their staffs are also diligent law abiders. They
understand and adhere to the balance that the Constitution and copyright law have struck
between the rights of copyright owners and users. However, recent adoption of
legidlative changes in the DMCA has reinforced a view of the legal environment that
makes sharing of certain digital works suspect. It must be stressed that from the
Libraries perspective, fair use, preservation and the first sale doctrine are as important in
adigital environment as they are in the print world.

Technological measures, augmented by the threat of crimina sanctions for
circumventing those measures, permit publishers to control usesin new and
unprecedented ways. Publishers can now block alawful licensee's access to digital
content by activating a control and device embedded into the code. While the law
prohibits sale of devices designed to circumvent technological protections, and certain
individual practices will be prohibited commencing October 28, 2000, the mechanisms
may be activated without regard to whether the conduct at issueisinfringing. License
restrictions on what would ordinarily be fair use, permissible dissemination under the
first sale doctrine or allowable preservation, may ultimately be enforced through these
measures. Moreover, one patron’s misuse may be used as the pretext for foreclosing
access not just to the offending individual but to all authorized users, to the public’'s

detriment. For example, one university recently had several services turned off by the

* According to surveys published in 1998 by the National Center for Education Statistics (U.S. Department
of Education), the 8,891 U.S. public library systems alone spent $789 million on library materials,
including electronic formats, in 1995. The 3,303 U.S. academic libraries spent $1.3 billion on information
resourcesin al formatsin 1994. These libraries now spend well over $2 billion.
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vendor because of “unusual patterns of use” (i.e., excessive searches and downloads) by
one individual.

Technological measures also impact on alibrary’s ability to implement
customized systems for ensuring compliance with license terms. When works are owned
outright and are subject to the first sale doctrine, alibrary is able to exercise managerial
discretion over the lending and use of its materials. In a publishing world dominated by
digitally controlled works, libraries are forced to comply with one-size-fits-all
technological enforcement measures that sometimes result in delays and diminished
access by patrons. For example, access controls based on shared passwords have already
proven problematic for some libraries. According to one university librarian, “We have
gone to great lengths to organize and maintain a myriad of passwords to give to off-
campus users. Passwords are getting to be a nightmare; | have pages of them.” Licenses
that limit access to students registered at a university, for example, may also impede full
utilization. These licenses are frequently administered according to users domain
names, which may prevent libraries from making works available to visiting professors,
scholars and community members with access to the library. Distance education users
who are covered by the license but who attempt to log in from distant |P addresses also
face severe and often impassable technological hurdles.

Technological measures that limit the machines from which a digital work can be
accessed are another common impediment to full utilization of licensed resources. A
recent survey by the Libraries of the impact of technology disclosed that many databases
are available on only one computer in alibrary, which means that only one user can dial

in at any given time. For example, the Nature web site bundles together several journals
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online that are password protected. Only one individual can use the site at any given
time. This means that even though all the journals were lawfully acquired, asingle
patron using just one of the purchased works effectively blocks use of all the other
journals available on the site. In the print format, each issue could be simultaneously
used by separate users. Thereis no copyright rationale for preventing multiple users
from accessing different journals at the same time, yet the technological measure and
prohibition on circumvention of that measure enforce the restriction.

The blurring of distinctions between lawful access and use was not the intent of
Congress when it passed the DMCA’s anti-circumvention provisions. The DMCA and
its legidlative history indicate that the prohibitions were not to affect other rights,
remedies and limitationsin the Act. See 17. U.S.C. 81201(c)(1). However, any
reservation of these rightsis moot if it remainsillegal for alibrary or a user to circumvent
technological measures in order to use the underlying works in ways that have
traditionally been permitted under the first sale doctrine, fair use and preservation. In
light of these developments, the Libraries urge copyright reform to reaffirm and assure
their ability to lend digital works in the public interest and to facilitate uses of those
works that are consistent with traditional copyright law principles.

(b) What effect, if any, has the enactment of prohibitions on falsification, alteration
or removal of copyright management information had on the operation of the first
sale doctrine?

Copyright Management Information (“CMI”) technologies such as “digital
watermarks,” “digital signatures,” and “digital object identifiers” do not by themselves

prevent access to adigital work, but they do give content owners an unprecedented
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ability to track ongoing use of digital works. Despite Congressional effortsto protect
privacy in the DMCA, CMI technologies allow publishers to monitor who islooking at a
work and exactly what the users are doing with it. Deployed in conjunction with access
controls, CMI technologies impose unprecedented limits on and accountability for a
library’s ability to lend and make fair use of lawfully acquired digital works.

Digital publishers now have the ability to manage the kind of day-to-day
operational decisions that were previously within the discretion of libraries. Previoudly,
as owner of aparticular copy of abook, alibrary was entitled to set the terms of patron
access to that copy; as licensee of adigital work subject to technological measures, the
library may be denied such right. The inability to establish uniform usage procedures
will become increasingly problematic as the number of licensed works proliferates.
Libraries are aready finding it difficult to keep track of and interpret varying contract
terms. In light of the accountability imposed by CMI and the criminal sanctions
associated with circumvention, many individual librarians are understandably reluctant to
make the fair use judgment calls that previously were standard management decisions or
expose patrons to the new sanctions. Where uncertainty about permissible use exists,
liability concerns may lead librarians to forego uses that are actually permitted under
license and the law. According to one university librarian, “ Technologica devices such
as watermarking have affected interlibrary loan, class reserve, and classroom use in the
application of fair use. Electronic journals are still available in print versions so
interlibrary loan and reserves are still possible. But when publishers start eliminating
print versions, such electronic restrictions will be a significant problem unless electronic

versions are treated just as print versions where fair use applies.”
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The combination of technological measures and CMI systems also gives
information publishers an unsettling ability to track individual intellectual inquiry in
ways that would not have been permissible traditionally under the first sale doctrine. To
the extent that the first sale doctrine ensures individuals' and libraries' right to share and
lend lawfully owned copies of a copyrighted work, the doctrine facilitates the exchange
and intellectual collaboration that is central to the First Amendment “marketplace of
ideas.” Mindful of the accountability imposed by CMI, libraries are asked to comply
with licensing terms that effectively restrict the time, place, and duration of private
intellectual engagement. Intellectual inquiry is especially threatened when CMI
technologies are deployed in conjunction with access blocks. According to one library
system: “Some journals from the American Chemical Society request that they be
allowed to send ‘cookies' to users' workstations to monitor use. When users refuse this
invasion of privacy, they are denied access at their workstations even though the
organization has a subscription.” Even though the definition of CMI in the DMCA
specifically excludes “any personally identifying information about a user of awork or of
acopy,” 17 U.S.C. 81202(c), the way CMI technologies are actually implemented chills
use of alibrary’s digital resources for research in areas where anonymous inquiry and the
absence of adigita trail are critical. Of course, this chill can affect not only scholarly
researchers, but more broadly faculty, students and the general public.

America s libraries have always had the right to allow their patrons to enter the
library’ s facilities, access works lawfully owned by the library, and use those works,
often anonymously, as allowed by copyright laws.® Copyright law has never meant that

publishers can control who looks at information and whether a page can be copied for



-10-

private use. Now, increasingly sophisticated technological measures and private licenses
between parties with unequal bargaining power threaten to curtail the abundant access to
information and private intellectual inquiry that American libraries, both public and
private, were founded to facilitate. While the exact nature and extent of the detrimental
effects remain unclear a thistime, the need for afull understanding of the interaction
between CMI and first sale, on the one hand, and privacy rights on the other, is
increasingly apparent. Aswith other developing aspects of technology and privacy,
legislative analysis and action are needed to avert adverse effects.

(c) What effect, if any, has the development of electronic commerce and associated
technology had on the operation of the first sale doctrine?

In the past decade, electronic distribution has grown into a dominant method for
publishing many kinds of copyrighted works. As ageneral proposition, owners of
copyright in digital works distribute these works by licensing usage rights rather than
selling physical copies of the copyrighted work. Because the first sale doctrine codified
in section 109 of the Copyright Act applies only to lawfully owned copies of a
copyrighted work, some suggest this statutory limitation on a copyright owner’sright to
control distribution of a copyrighted work beyond the initial sale of copiesisinapplicable
to licensed works. As aresult, many digital licenses are able to—and do—restrict both
the resale and lending of digital works and the licensee’s ability to use lawfully obtained
copies in ways that have traditionally been permitted under fair use, the first sale doctrine
and the rules of preservation with regard to analog works.

The Libraries have found that licensing rather than selling digital works has

allowed content owners to implement a price and market discrimination business model

® Indeed, many states have laws prohibiting libraries from revealing circulation records.
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which forces libraries to choose between second-class, but affordable products and more
expensive digital versions. To the extent that “deluxe’ digital versions feature content
and search mechanisms not available in lower-priced formats, libraries limited budgets
threaten to exacerbate the “digital divide’ between those who have access to electronic
information services and those who do not.

Where libraries are able to afford access to digital products, licensing terms
routinely affect uses that were traditionally lawful under the first sale doctrine. Routine
library practices permitted under copyright law, such asinterlibrary lending, lending for
classroom or at-home use by patrons, archiving, preservation, and duplication for fair use
purposes, have al been restricted — in some cases severely restricted and in other
instances barred — by licensing agreements. Alternatively, in some instances, sharing of
digital works may be made only upon payment of additional fees. Loss of accessto
digital works for these purposes also promises to increase the information-access gap
between the rich and the poor. The Libraries' recent inquiries to members and others has
determined that:

1. Interlibrary lending of digital works is threatened by restrictive practices

Because digital products are costly and library budgets are limited, few facilities
can afford to acquire accessto all the digital worksthat are likely to be sought by patrons.
Interlibrary lending has traditionally enabled libraries to borrow from each other’s
collections on behalf of patrons seeking access to materia that is unavailable in the
patron’s local library. The practice is often prohibited by the licenses under which digital
works are acquired. Public libraries in communities with limited resources - whose

patrons are among the least able independently to purchase access and among the least
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likely to have direct access to other publicly accessible collections, such as at public
colleges and universities - have traditionally been the most dependent on interlibrary
lending. Accordingly, these libraries are the most disadvantaged by the containment of
interlibrary lending of digital works. Librarians around the country have provided
detailed commentary on the loss of this lending right:

“We will not be doing any ILL [interlibrary lending] to other libraries using
online journals. Since we have dropped many print journasin favor of online
only, libraries that have depended on us for our unique collection will have to
go elsewhere.”

“Most licenses do not cover inter-library loan privileges, and must be
negotiated. While we are able to ILL anything from our print collection,
publishers are reluctant to extend that provision to electronic material.”

“We are not alowed, and do not practice, interlibrary loan of materials that
we [licensg] in electronic format, which means that if we no longer hold a
print copy, we are not able to provide interlibrary loan to things that we
purchase rights to.”

“The terms for some products are unacceptable or cost prohibitive, and we
have not licensed these products, so our users do not have access. Unlike
printed books or journals, digital products are generally not available through
inter-library loan and often there is no print equivalent. Since thereis seldom
amethod for asingle user to access the digital products the library does not
license, these products are essentially unavailable to our users.”

Restrictions on interlibrary lending can be devastating to scientific and medical
interests. As one academic medical library recently reported:

“We recently had difficulty obtaining an article from the European Journal of
Surgical Oncology for one of our users on interlibrary loan. Two libraries
were not able to supply the article because they only had the el ectronic copy
of the journal and the license does not alow interlibrary loan use. We were
finally able to obtain the article from the National Library of Medicine.
Obviously, whoever requested the article was made to wait longer for receipt
of information that may have been important for patient care or research.”
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Even where licenses permit some interlibrary lending, lack of staff and expertise
in interpreting contract terms may make the practice impracticable. One library system
recently reported:

“The mish-mash of licensing terms has simply made inter-library loan of
digital materials impractical for usto provide—to the detriment of users
around the globe with whom we otherwise share scholarly material. We have
hundreds of contracts with different e-journal and full-text vendors with
different terms governing inter-library loan. Some of our licenses do permit
us to print out the digital text and loan the printed version. However, because
of the complexity of these terms, the high volume of inter-library loan that we
do, and the low-paid short staffing in our interlibrary loan department, we
have had to resort to the practical expedient of simply not providing any inter-
library loan of digital materials.”

Interlibrary lending is a vital aspect of our educational system. Acquired digital
works should have the same status as their print and analog companions when it comes
to library loans. The first sale doctrine should be clarified to ensure that core federal
copyright principles associated with interlibrary lending are guaranteed regardless of
format.

2. Licensed Digital Works are the Equivalent of “Chained Books,” Often Unavailable
for Classroom and Offsite Use.

Lending alawfully purchased copy of awork for classroom and offsite use has
historically been within the discretion of libraries under the first sale doctrine. As
teachers and patrons increasingly seek digital works for these purposes, the impact of
usage limitations imposed by licenses has become apparent. Many digital works
agreements limit access to one specific computer terminal, causing one librarian to liken

licensed digital worksto “chained books’ that can only be read at a specific table. Other

librarians share frustration with such limitations:
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“There is an ongoing, unresolved problem between desire to provide access to
material and technical service’s concern with signing restrictive site licenses.”

“Some vendors/publishers have been very reluctant to permit access to their
databases from off-campus .... Some publishers have instituted pricing
policies which penalize libraries for offering access to off-campus users. This
restricts what we are able to provide for distance education and what is
available for students and faculty in their local residences.”

“The proportion of contemporary culture and communication in electronic
format isincreasing rapidly. Lossof ability to “clip” or “Xerox” bits of video,
music, and electronic-only publications limits what students and faculty could
take to class when most mediain our collection were print or LP records.”

Copyright law should provide an explicit right to use all works in a school’s
library in classrooms within that institution, whether the works are in digital, analog or
print format. Off-campus uses by enrolled students and faculty should also be explicitly

allowed as a corollary to the first sale doctrine.

3. Licensing Provisions That Preclude Rights Traditionally Available Under The First
Sale Doctrine Threaten A Digital Future Without Access to History

Under Sections 107, 108 and 109 of the Copyright Act, libraries are able to
archive lawfully purchased works for future use and historical preservation. They are
also now explicitly authorized to convert particular copies of awork into new formats
(for instance by scanning print works into microfilm and digital formats) to ensure
against loss of access as technology evolves and playback equipment becomes outmoded.
As libraries obtain more electronic products under license rather than purchase, they are
losing control over archiving and preservation, because many licenses prohibit copying
digital works for archival or any other purpose, and because the prohibitions on copying

are enforced by technological measures. Where they were once the foremost guardians
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of America s public domain literary heritage, libraries are finding themselves
increasingly at the mercy of publishers' abilities and commercial incentives to archive.

From the Libraries' perspective, works that exist only on content providers
servers may be subject to corruption, sabotage, subsequent alteration and selective
preservation. If digital works are not archived in a professional manner (appropriate
storage media, care and environmental maintenance, adequate indexing, etc.) the risk of
loss to authors and society is enormous. There are no firm statistics on losses because the
transition to digital publishing is still in the relatively early stages, but it is entirely likely
that profit-motivated publishers will not invest in archiving older works that may no
longer be marketable on alarge commercial scale. Indeed, libraries are already finding
that subscription services do not always maintain older works. The PALS network
subscribed to by one college library recently dropped its 1993 full-text database, leaving
the library without access to those works.

Libraries have also expressed concern that they will lose access to digital worksin
the event that publishers merge, cease operations, or decide not to convert existing works
into new formats as technology evolves. Asone librarian explained, “Under the terms of
purchase we are generally not permitted to make copies, and as these media are damaged
or deteriorate the information is simply lost to humanity. Often the companies are no
longer in business, and when they are still in business they frequently no longer have this
older material in stock. It might as well have never existed.”

Mindful of the uncertainty, libraries are often forced to trade off between current
and future interests. One academic medical librarian explained: “Our users are

demanding electronic products and we cannot afford to maintain both print and electronic
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products due to cost considerations. We are unsure of the permanence of electronic
products and our ability to have archival access to electronic publications. When we
license an electronic journal, will we be able to access an issue 20 or 30 years from now
as we can with a print journa ?’

Libraries around the country echoed these concerns:

“Archiving of e-journalsis generally not permitted by license. Print journals
are generally available, but do not include value-added supplements (video,
sound, images) .... An increasing number (of print journals) will become
‘electronic only’ in future years.”

“Archiving is not possible at all with our First Search and Infotrac. We are
dependent on current subscription for access. Theoretically, we have archival
rights to keep EBSCO disks and some encyclopedias etc. However, asthe
interface and computer formats change, using the old disks becomes
impractical and eventually impossible because technological and legal
restrictions usually prohibit migrating the information to newer formats.”

“Changes in format for technology limits access and use. National
Geographic 20 volume set is not compatible with NT network system and is
no longer accessible.”

“We try to select our subscriptions carefully, with aview to along-range
subscription with long-standing, reputable companies. ... Thisisadistinct
drawback to licensing versus straight-out ownership.”

“Elsevier has granted electronic access to their journals, but tells us they will
only provide access for a9 month period, so we will lose access to those
electronic issues that we once had. We cannot afford their Science Direct
product at the moment, which would give us more comprehensive, stable
access to their journas.”

“We have had to return tens of thousands of dollars worth of CD-ROMsto
vendors like Standard and Poors when our subscriptions ran out, leaving us
with no archival data for many years of business information. The price of
purchasing this archival information in another format is prohibitive. The data
issimply no longer available to the economists and MBA students on our
campus.”

“In just [one] week ... we had to withdraw and discard 75 titles that were on
older computer disks because we were not sure if we had the rights to transfer
them to more current media. With millions of items to keep track of and short
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staffing, we simply cannot devote the staff resources to researching the rights
of every title in order to know if we can preserveit or not. The practical
consequence is that if the publisher or the laws make it difficult for cash-
strapped libraries to save this material, it smply will not be saved.”

Federal copyright law should ensure that America’s libraries have the full legal
tools required to preserve bodies of works in digital, as well as analog and print, formats.
The 1998 amendments to Section 108 initiated legal support for this effort by removing
the “digital’” barrier to certain copying and by allowing three, rather than one, copies to
be made of covered works. It is time now to review the state of preservation of digital
works in a systematic way. The Libraries believe the time is at hand to enable repository
libraries around the country to be designated custodians of specific parts America’s
digital history and supported in that work..

4. Restrictive Licensing Terms and Pay-per-use Models May Hamper Research in the
Very Areas Where it is Most Needed.

High prices and limited budgets routinely force the Libraries to acquire digital
products subject to license limitations on transactions, usage hours, or the number of
simultaneous users. In order to acquire certain digital products, libraries face restrictive
terms that effective diminish the use of scholarly works, contrary to copyright policy
applicable to print works. To the extent that high prices reflect alack of competitive
information sources, and to the extent that scholarly research tends to build on existing
information, restrictive license terms may effectively discourage research in the very
areas where it is most needed.

The problem has been confronted even by relatively large and well-financed

library systems. In order to schedule access to certain high-demand sources, students and

faculty there are “being forced to do research late at night during off-peak hours.”
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Visiting other schools or asking colleagues at other institutions to provide research
assistance has been the only means of accessing certain other sources that the university
cannot currently afford.

Scheduling disincentives have already been compounded by cost disincentives at
some university libraries. Asone librarian explained, “Document delivered articles, for
which we pay copyright, are delivered with atechnological device that prevents a second
viewing or online storage. S0, to get the item again, we have to pay again—asituation
that doesn’t exist when we purchase a periodical in print.” Asindividuals and research
institutions face increased financial burdens at every step in the research process, some
projects may be discouraged. Licensed access with transactional pricing may well enable
current information publishers to maintain perpetual monopolies over the information
categories they currently dominate.

Licensing terms that unreasonably burden libraries’ and their patrons’ use of
works acquired by contract rather than outright purchase should be preempted by an
appropriate federal digital first sale doctrine.

5. The Lack of a Clear Digital First Sale Doctrine Eliminates Private Donations as a
Long-standing source of Library Materials

Libraries have long relied on private donations to add continually to their
collections. School libraries and public library children’s collections have traditionally
been regular recipients of books and audio materials donated by the families of children
who have outgrown them. As educational CD-ROM s become more common and more
in-demand by students and teachers, the libraries have found themselves confronted with

licensing agreements that render them unable to use donated digital works. Theresult is
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that public funds are sometimes used to purchase digital works that might have been
acquired by donation under the first sale doctrine. Thisis especially detrimental to
Libraries and their patronsin light of the budget constraints limiting libraries’ ability to
afford costly digital works, and licensing terms that routinely prohibit interlibrary loan as
an alternative means of providing patrons with accessto digital works. According to one
public elementary school librarian, “When the CD-ROM is given to mein its original
case--for example, a counting or letter recognition CD-ROM that a child has outgrown--I
feel | should be able to accept it if it would be a useful addition to our curriculum. . . .|
feel CD-ROMs should be treated like books, and should be able to be legally used by
those other than the original purchaser.”

Libraries must be allowed to receive donations of digital works without fear of
legal reprisal to donor or library.

d) What is the relationship between existing and emergent technology, on one hand,
and the first sale doctrine, on the other? e) To what extent is the first sale doctrine
related to, or premised on, particular media or methods of distribution? f) To what
extent, if any, does the emergence of new technologies alter the technological
premises (if any) upon which the first sale doctrine is established?

The first sale doctrine is neither media-specific nor technology-specific. The

rights and privileges that are codified in the Copyright Act are intended to operate as a
whole, with “checks’ such as the first sale doctrine preventing the remuneration rights of
authors from chilling the public access to creative works that is the goal of copyright law.
See generally Twentieth Century Music Corp. v. Aiken, 422 U.S. 151, 156 (1975).

Some argue that current law prevents application of the first sale doctrine to
digital works, because the doctrine limits only the distribution right, not the reproduction

right, and because use of adigital program necessitates copying it into the hard drive of a
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computer. The Libraries do not agree. Even though Section 109(a) states that the
doctrine applies “ notwithstanding the provisions of section 106(3),” (the distribution
right), a proper application of Section 109 takes into account fair use and necessary
activities incidental to application of doctrine (such as reproduction). Seecf. 17 U.S.C.
8117 (confirming that an owner of a copy of a computer program does not infringe the
reproduction right by copying that program as an essential step in use).

Moreover, the Supreme Court has held that the Copyright Act “should not be so
narrowly construed as to permit evasion because of changing habits due to new
inventions and discoveries.” 1d. 158 (affirming that reception of an electronic broadcast
by aretail outlet did not constitute a public performance under the 1909 Act). When
technological change rendersits literal terms ambiguous, the Act must be construed in
light of its basic purpose. Id. at 157.

The numerous privileges and exemptions that libraries and their patrons enjoy
under copyright law evidence the long-standing conviction that the rights accorded by the
first sale doctrine are fundamental to the basic purpose of the Copyright Act. Even when
the threat posed to the phonorecord and software industries by modern duplication
technologies led Congress to prohibit commercial rental of those works, libraries and
educational institutions retained certain lending rights that were deemed to serve a
“valuable public purpose.” H.R. Rep. No. 735, 101% Cong., 2d Sess. (1990), reprinted in
1990 U.S.C.C.A.N. 6935, 6539. Asexplicitly recognized by Chairman Kastenmeier at
the 1990 hearings on the Computer Software Rental Amendments Act of 1990:

[A] bill to change the first sale doctrine . . . is not amodest proposdl. Itis. . .a

major substantive proposal involving a fundamental change in one of the main
tenets of copyright law.”



-21-

Software Rental Amendments of 1990: Hearing Before the Subcomm. on Courts,
Intellectual Property and the Admin. of Justice of the House Comm. on the Judiciary,
101% Cong, 2d Sess. 2 (1990) (statement of Rep. Robert Kastenmeier) (quoting Prof.
David Lange).

During consideration of the 1990 amendments, Rep. Carlos Moorhead noted,
“Legislation to reform the first sale doctrine frequently arises from a collision course
between intellectual property law and technological change.” 136 Cong. Rec. H8266
(daily ed. Sept. 27, 1990) (emphasis supplied). Such reform is appropriate, as Congress
noted in 1998 by directing the Copyright Office to consider additional changes to the
copyright law that might be needed.

The first sale doctrine presupposes that copyright proprietors will realize “afair
return” on their creative investments from the first sale of acopy. See, e.g., Platt & Munk
Co. v. Republic Graphics, Inc., 315 F. 2d 847, 854 (2d Cir. 1963) (stating that the
ultimate issue in application of the first sale doctrine is whether or not the copyright
proprietor has “received his reward,” quoting United States v. Masonite Corp., 316 U.S.
265, 278 (1942)). When market conditions threaten to undermine incentives to creative
production, a re-balancing of owner’ s rights and user’s privileges may be warranted.
However, where the author’ s interests and those of the public conflict, “the public interest
must prevail.” See Register’s Report on the General Revision of the U.S. Copyright Law
(1961) (explaining the purpose of public interest limitations on author’ s rights), reprinted
in 8 Nimmer On Copyright at App. 14-17.

The piracy rationale that has warranted past modifications to the first sale doctrine

may eventually be rendered obsolete by copy control technologies. Until such time as
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that determination can be made, the increased incentive to digital publishing that may be
achieved by restrictive licenses must be balanced against the benefit that the public
receives from library lending. Full application of the first sale doctrine requires
extending the section 117 “essential copy” rights that currently facilitate use of computer
programs to use of digital works lawfully acquired under the first sale doctrine.
Certainly, the public interest in ensuring that libraries are able to carry out their mission

of providing access to works — to promote the progress of knowledge — requires no less.

(g) Should the first sale doctrine be expanded in some way to apply to digital
transmissions? Why or why not?

As our survey has shown, vita library services have been diminished by the loss
of control over collections that results from restrictions on the application of the first sale
doctrine to licensed digital works, so some rethinking of federal policy is urgently
needed. We arein the midst of an accelerating transition to digital formats; print versions
of some publications currently remain available for uses such as interlibrary and offsite
lending which are banned by digital licensing terms. However, these substitutes are
becoming less available as users demand the additional content and search mechanisms
that are typically available only in electronic formats.

For libraries to serve the informational needs of the American public in the future
as effectively as they have in the past, the binding that ties copyright policy embodied in
the first sale doctrine (as well as the fair use doctrine and preservation of works) to
lending and usage rights must be strengthened with respect to digital works. This

Copyright Office study should recognize this fact and recommend changes to Section 109
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consistent with the proposals herein. Specifically, afirst sale doctrine for the “digital

millennium” should include these points:

1.

Interlibrary Lending: Fundamental public copyright policy should not permit
distinctions in lending based on the format of the work. The Copyright Act
should reaffirm and strengthen the rules on interlibrary loans of digital works.
Unchaining Works: All works acquired by alibrary should be available for
use in the classroom, regardless of geographic location, and use by enrolled
students and faculty, wherever they are located.

Preservation: As recently as 1998 when Congress modified Section 108, it
reaffirmed the libraries vital role as the preservers of our nation’s recorded
history. The trends since passage of the DMCA require additional initiatives.
One such initiative to ensure preservation of worksin digital formats would
be creation of anational system of digital library repositories, wherein specific
libraries or institutions would be designated as custodians of specific parts of
America’ sdigital history and assisted in their efforts to serve as the preserver
of these works.

Unreasonable Licensing Restrictions. Federal law should preempt state
statutes and contractual terms which unduly restrict the accessrights all to
which all Americans are entitled to with regard to copyrighted works. A
unitary federal policy, providing minimum standards respecting limitations on
the exclusive rights of ownership (including but not limited to first sale, fair

use and preservation) should be established.
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5. Donations. Federal policy as expressed in copyright law should encourage
donation of works to libraries irrespective of format. Donors and recipients of
digital works should not face threats of litigation or reprisals for the generosity
of the gift or the willingness to receive.

If the Copyright Office does not recommend and the Congress does not act, many
publishers will continue to legislate digital first sale limitations in their stead—by
contract—to an end that fails to effectuate the federal policy of balance between the
interests of information owners and users. Restrictive licensing of digital works has
become the industry standard, and as print sources become increasingly obsolete,
acquiescence is the only means by which many users can gain access to the information
they need.

From the Libraries perspective, this practice deprives many libraries of vital
control over their collections. Essential library services such asinterlibrary lending,
archiving, preservation, and lending for classroom and offsite use have been severely
curtailed. Digital products are expensive; for many citizens, library and classroom access
istheir only access. Foreclosing that access will exacerbate the “digital divide,” which,
in our information-based economy, may mean lost productivity for generations to come.
Perhaps even more disturbing is the risk to our nation’ s rich cultural heritage that is posed
by the licensing away of the libraries’ archiving rights. The profit motive that properly
governs the publishing industry ssimply cannot ensure that today’ s digital works will
remain available to tomorrow’ s historians, scholars, and scientific and medical

researchers.
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As the Supreme Court articulated in Sony Corp. v. Universal City Studios, Inc.,

“The monopoly privileges that Congress may authorize are neither unlimited nor

primarily designed to provide a specia private benefit. Rather, the limited grantisa

means by which an important public purpose may be achieved.” 464 U.S. 417, 429

(1984) (Emphasis added.) That important public purpose — the continued flow of ideas

and information —is directly served by the limitations on copyright that Congress has

built into the law. However, as the debate over the proposed Uniform Computer

Information Transactions Act (“UCITA’) has demonstrated, unless an express federal

digital policy preempts state laws, content owners will continue to turn to local laws and

restrictive licensing agreements as a way of forcing members of the public to waive the
very federal rights that Congress reserved for the public — including those rights that flow
from the first sale doctrine on which so many library practices depend.

h) Does the absence of a digital first sale doctrine under present law have any
measurable effect (positive or negative) on the marketplace for works in digital
form?

The Libraries believe that the current uncertainty about the application of the first
sale doctrine for digital works has and will continue to have a negative impact on the
marketplace for works in digital form.

Uncertainty about the extent to which the rights reserved to users by the
Copyright Act apply to licensed digital works is currently chilling digital purchases by
libraries. The standard licenses by which publishers market digital works prohibit many
practices that have traditionally been within the libraries' discretion under the first sale
doctrine. These practices, including lending for offsite use and archiving, are vital to

libraries ability to serve patrons now and in future decades.
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In the absence of clear legidative guidance, many libraries have taken the “ safe’
route and continued to purchase print alternatives to digital where those alternatives
remain available. These print works generaly lack the added content and search
capabilities of their digital counterparts, but libraries appreciate that the print versions
may confidently be used according to provisions of the Copyright Act with which they
arefamiliar. Thisisno small factor as the threat of “self-help repossession” by
publishers compounds the libraries' concerns about liability for unintentional non-
compliance with proliferating contract terms. For these reasons—and because they are
eager to purchase more digital works as uniform usage guidelines become available—the
Libraries believe that the uncertainty of a digital first sale doctrine has had a significant
negative effect on the short-term market for digital works.

The Libraries also believe that the lack of a codified digital first sale doctrine will
hurt the market for digital products well into the future, by exacerbating the “digital
divide” between those who have access to digital technologies and those who do not.
Interlibrary and classroom lending provide many low- and middle-income individuals
and communities with their only access to digital works. If restrictive licenses continue
to bar libraries from making digital works available through these services, many citizens
simply will not develop the comfort with electronic technology that they need to compete
as producersin the digital economy. Because marginalized producers are unlikely to
reach their full potential as consumers of digital goods, the Libraries believe that
reaffirmation of the first sale doctrine extension to digital works will positively impact

the future market for such works.

General: Other issues to consider. Would hearings be helpful?
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A new copyright debate is raging throughout many state legislatures this year.
The issues posed by attempts to pass the proposed Uniform Computer Information
Transactions Act on a state-by-state basis, has led those in state governments,
unaccustomed to dealing with federal copyright policy, to confront the relationship
between copyright policy and contract law. The debate, which fundamentally affects the
first sale doctrine and the applicability of particular terms within licensing agreements,
backed by strong local laws, to impact on the federal copyright policy, should not be
ignored by the Copyright Office in thisinquiry. The Libraries believe that no review of
the first sale doctrine and computer licensing rules should be completed without the
Congress giving serious consideration to a new federal preemption provision affecting
these rules.

The Libraries urge that in light of the vital need for adigital first sale doctrine
policy, public hearings should be held prior to the Copyright Office sending a report to

Congress.

Respectfully submitted,

American Library Association
American Association of Law Libraries
Association of Research Libraries
Medical Library Association

Specia Libraries Association

Date: August 4, 2000
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Mr. Jesse M. Feder

Policy Planning Advisor

Office of Policy and International Affairs
U.S. Copyright Office

Copyright GC/I&R

P.O. Box 70400

Southwest Station

Washington, DC 20024

Mr. Jeffrey E.M. Joyner

Senior Counsel

Office of Chief Counsel

National Telecommunications and Information Administration
Room 4713

U.S. Department of Commerce

14th Street and Constitution Avenue, N.W.

Washington, DC 20230

Re: Report to Congress Pursuant to Section 104 of the Digital Millennium
Copyright Act (DMCA)

Dear Messrs. Feder and Joyner:

The Computer & Communications Industry Association (CCIA) respectfully submits
these comments in response to the Federal Register Notice on June 5, 2000, concerning
the study required by Section 104 of the Digital Millennium Copyright Act (DMCA).

The Computer & Communications Industry Association (CCIA) is an association of
Internet, computer, telecommunications, software, and electronic commerce companies
ranging from small, entrepreneurial companies to some of the largest in the industry.
CCIA’s members include equipment manufacturers, software developers,
telecommunications and online service providers, resellers, systems integrators, and
third-party vendors. Its member companies employ well over a half-million employees
and generate annual revenues exceeding $300 billion.

The June 5 Notice requests, inter alia, comments on the effects of the development of
electronic commerce and the operation of Section 117 of the Copyright Act, and the
relationship between existing and emerging technology and the operation of Section 117.
Our view is that the Section 117’s narrow scope has impeded the growth of e-commerce.

I. Section 117 and Computer Programs.



Congress adopted Section 117 in 1980 as part of the Computer Software Protection Act.
Congress based Section 117 on language recommended by the National Commission on
New Technological Uses of Copyrighted Works (CONTU) in its 1979 report. Twenty-
one years ago, long before the advent of the World Wide Web, CONTU concluded that
the Copyright Act required relatively few amendments to accommodate computer
programs properly. Specifically, CONTU recommended an exception that permitted the
making of a copy of a computer program 1) as an essential step in the utilization of the
computer program, e.g., loading the program into the computer’s hard drive; or 2) for
back-up or archival purposes.

In 1980 Congress followed CONTU’s recommendations, with one significant difference.
CONTU suggested that the exception apply to the “rightful possessor” of a copy of the
computer program. Congress, however, replaced the phrase “the rightful possessor” with
“the owner” of a copy of the computer program. At first, courts did not place great
weight on this word choice, and applied Section 117 to entities that obtained the software
pursuant to a license agreement. See, e.g., Vault Corp. v. Quaid Software Ltd., 847 F.2d
255 (5th Cir. 1988). More recently, courts withheld availability of Section 117 from
licensees. See, e.g., MAI Sys. Corp. v. Peak Computer, Inc., 991 F.2d 511 (9th Cir.
1993). Because almost all software is distributed subject to a license, be it a negotiated
agreement or a “shrink-wrap” contract, this recent line of cases in essence has repealed
Section 117.

The MAI v. Peak decision contained another critical holding: that the temporary copy of a
program in a computer’s random access memory (RAM) constituted an actionable
reproduction under the Copyright Act. This holding is on questionable footing; the
House Report accompanying the 1976 Copyright Act states that “For a work to be
‘reproduced,’ its fixation in tangible form must be *sufficiently permanent or stable to
permit it to be perceived, reproduced, or otherwise communicated for a period of more
than transitory duration.”” (Emphasis supplied.) Nonetheless, MAI has been followed by
other courts.

These two holdings, taken together, leave the licensee completely at the mercy of the
licensor. Virtually every use of a computer program involves the making of RAM
copies; and Section 117 does not excuse the making of copies by licensees. Thus, the
licensee can use the software it paid for in full only in the manner specifically permitted
by the licensor. For example, the licensor can require that the software be maintained
only by the licensor’s service organization.

I1. Section 117 and the Internet.

The advent of the World Wide Web only compounds the temporary copy problem. Even
if Section 117 were to apply to all rightful possessors of copies, rather than just owners of
copies, Section 117 by its terms concerns only computer programs. It does not refer to
other works, such as text, sound recordings, or films. Since the Internet operates by
packets of information moving from the RAM of one server to the RAM of the next, the



Internet involves the making of copies that the MAI decision considers to be potentially
unlawful and Section 117 clearly does not sanction. One court, for example, found
unlawful the RAM copy made by a user while browsing a website.

This basic framework of the theoretical illegality of virtually all Internet transmissions
has imposed serious barriers on the growth of the Internet. The potential exposure of
Internet service providers for activities initiated by third parties led to the lengthy and
costly negotiations that culminated in the Digital Millennium Copyright Act’s safe harbor
provisions. Service providers now often find themselves modifying the structure of their
services in order to comply with the safe harbors’ complex legal requirements rather than
deploying the most technologically efficient solutions. When the activity can not be
squeezed into the DMCA’s safe harbors, service providers and users alike must really on
uncertain legal doctrines such as fair use, copyright misuse, and implied license to avoid
legal liability.

Further, foreign jurisdictions have followed the U.S. model of the illegality of Internet
transmissions, again leading to costly lobbying with uncertain results. For example, the
draft EU Copyright Directive states that “Member States shall provide for the exclusive
right to authorise or prohibit direct or indirect, temporary or permanent reproduction by
any means and in any form....” This provision, in turn, has led to great controversy over
the scope of the exception to the temporary reproduction right.

I11. Conclusion.

Temporary copying is inherent to digital technology. Unless it results in the making of a
permanent copy, or in a public performance or display, the legitimate interests of the
rightsholder have not been harmed. Moreover, even if the temporary copy does result in
the making of a permanent copy, or a public performance or display, then the copyright
analysis should focus on that permanent copy or public performance or display, and not
the temporary copy. Treating temporary copies as potentially infringing copies has
imposed needless complexity and uncertainty on the Internet. The temporary copy
problem in the U.S. would evaporate if Section 117 were amended to include the
following language from S. 1146 and H.R. 3048 introduced in the 105th Congress:
“Notwithstanding the provisions of Section 106, it is not an infringement to make a copy
of a work in a digital format if such copying --

(1) is incidental to the operation of a device in the course of the use of a work otherwise
lawful under this title; and

(2) does not conflict with the normal exploitation of the work and does not unreasonably
prejudice the legitimate interests of the author."

Thank you for the opportunity to comment on this important matter. Please do not
hesitate to contact me if I can be of further assistance.

Sincerely,

Jason M. Mahler



Vice President and General Counsel
Computer & Communications Industry Association
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I ntroduction

By Notice published in the Federal Register of June 5, 2000, the U.S. Copyright Office and the
National Telecommunications and Information Administration requested public comments
relating to an issue that at first blush might seem relatively straightforward: the meaning and
scope of section 109 of the U.S. Copyright Law, title 17 U.S.C.> Theredlity is otherwise. Many
newcomers to copyright, particularly in the rapidly developing Internet environment, often
misinterpret the meaning of this provision in avery basic way. My comments will address, in
general, Section 109(a) of the copyright law (1(e), (f) and (g) of the “ Specific Questions’ raised
in the Request for public comment), and put forward a possible theoretical basis for moving
forward that will draw on recent developments in the technology for persistently identifying and
accessing information expressed in the form of digital objects.

Section 109 & “ Copies’

Fundamental to an understanding of section 109 is an appreciation of the meaning of the term
“copy.”? From alegal perspective, thisisamuch misunderstood -- and misused -- word. Many
in the emerging information industries simply view “copy” in alay person’s sense, and are
mystified when told that it is defined as a“material object” for copyright purposes.®> Thereisan
important difference between a copyrighted work, and a physical object in which the work may
be fixed. This distinction has important consequences for other sections of the copyright law.

! For ease of reference, citations to sections of the copyright law will be to the informal

reprint of the law by the United States Copyright Office, Circular 92 (April 2000).

2 Section 109(a) limits section 106(3) by generally permitting “the owner of a particular
copy or phonorecord lawfully made. . . to sell or otherwise dispose of the possession of that copy
or phonorecord.” My comments will focus on “copy” and not “phonorecord.”

3 Under section 101, “* Copies are material objects, other than phonorecords, in which
awork isfixed by any method now know or later developed, and from which the work can be
perceived, reproduced, or otherwise communicated, either directly or with the aid of a machine
or device. Theterm ‘copies includes the material object, other than a phonorecord, in which the
work isfirst fixed;” see also, H.R. Rep. No. 1476, 94" Cong., 2d Sess. 61 (1976). For an
interesting recent case touching on the meaning of “copy,” see DSC Communications Corp. V.
Pulse Communications, Inc., 1999 Copyright L. Dec. (CCH) & 27,886, at 31,272-73 (Fed.Cir.
1999) (discussion of interplay between section 117 and 109).
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To illustrate the difference between the general notion of copy and “copy” for purposes of the
copyright rights of reproduction and distribution,* it is sometimes helpful to use imagery familiar
to computer users. My favorite is the image of a“flying toaster” that used to dart across my PC
screen while the computer was otherwise idle. With today’ s technology, there is no way to move
ametal toaster over fiber optic cablesor fly it to a satellite for transmission to users. Thereisalso
no way to send a piece of plastic, tape, paper, or ssimilar physical object over the Internet. No
“copy” of acopyrighted work is transmitted over the Internet. This has important ramifications
for other provisions of the law, e.g., if no copy is distributed to the public over the Internet, then
the mere act of transmission alone would not serve to publish awork.” A mere change of
terminology to refer to what has been loosely called a*“ digital transmission” would not appear to
change the situation. There would also be no lega requirement for a copyright notice on
information sent via the Internet, unless, of course, it had been previously made available in the
form of material objects in sufficient amount to satisfy the requirements for publication.®

The misunderstanding may stem from the often interchangeabl e use of the concept of acopy in
the sense of a“reproduction” of awork and copy as the physical object in which the reproduction
may be fixed. Further elaboration on the difference between a reproduction and a copy may
clarify the situation. In particular, it may advance a consideration of section 109 and its
relevance, if any, in encouraging the creation and dissemination of information goods and
services in a networked environment. The Committee Report on section 109 is helpful in this
context. For example, the Report provides the following illustration of the meaning of “copy:”

4 Among the exclusive rights of owners of copyright set forth in sections 106(1) and (3)
of the law are the rights “to reproduce the copyrighted work in copies or phonorecords’ and
“to distribute copies or phonorecords of the copyrighted work to the public by sale or other
transfer of ownership, or by rental, lease or lending;” see e.g. section 201(c) of the law.

> Asdefined in section 101 of the copyright law: “‘ Publication’ is the distribution of
copies or phonorecords of awork to the public by sale or other transfer of ownership, or by rental
lease, or lending. The offering to distribute copies or phonorecords to a group of persons for
purposes of further distribution, public performance, or public display, constitutes publication.
A public performance or display of awork does not of itself constitute publication;” see also
H.R. Rep. No. 1476, 94™ Cong., 2d Sess., 138 (1976) (“any form or dissemination in which a
material object does not change hands-- performance or displays on television, for example--is
not a publication no matter how many people are exposed to the work”).

® According to the House Committee Report, awork is “published” if one or more copies
or phonorecords embodying it are distributed to the public--that is, generally to persons under no
explicit or implicit restrictions with respect to disclosure of its contents--without regard to the
manner in which the copies or phonorecords changed hands. Id. at 138.
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“. . .the outright sale of an authorized copy of a book freesit from any
copyright control over itsresale price or other conditions of its future
disposition. A library that has acquired ownership of acopy is entitled to
lend it under any conditions it chooses to impose. . . .Under section 202
however, the owner of the physical copy or phonorecord cannot reproduce
or perform the copyrighted work publicly without the copyright owner’s
consent.”’

Unlike works fixed in the form of abook on paper or asa CD-ROM on a piece of plastic, works
such as a game program written in a computer language and made accessible at an Internet site,
may potentially be reproduced, performed and/or displayed publicly and otherwise used by
millions of users without any payment, or even credit, to the owners of copyright in the work
asawhole, or its component parts. Extension of section 109 to such new forms of expression
without careful evaluation may have a negative impact on the creation and accessibility of new
works of authorship to the detriment of both copyright owners and the public at large.

State Contract L aw

The meaning of the term “copy” aso has ramifications for the interplay between state contract
law and the federal copyright statute. Thereis agrowing body of state contract law that employs
the term “copy;” however, the definition of the term differs from that used in the U.S. copyright
law. Here | am thinking of the Uniform Computer Information Transactions Act (“UCITA”) that
was drafted by the National Conference of Commissioners of Uniform State Laws and approved
for enactment in al states at its meeting in July 1999.2 Without going into the details of prior
drafts, for purposes of illustration, | will limit my comments to the current version of what is now
known as UCITA. Section 102(20) of UCITA defines*copy” in terms of the “medium” on which
information isfixed. However, it isnot clear whether “medium” is limited to a physical copy

or includes, for example, information expressed in some digital form that is mapped into one or
more continuous waveforms (i.e, analog signals) for purpose of transmission to say a remote
computer. Since the definition of the term “delivery” in UCITA isintended to cover both
“voluntary physical” or “electronic transfer” of possession or control of a copy, does this mean
that “medium” for UCITA is not the same as “material object” for copyright purposes? This
difference may prove troublesome unless there is some coherence drawn between the differing
concepts. Whether “delivery” isthe same as distribution, or whether it is broad enough to cover
both “distribution” and “public performance,” or some new right, should also be clarified.

" 1d. at 79.

8 For text of UCITA, see http://www.ucitaonline.com
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There are also important differences between the definition of “computer program” for purposes
of UCITA, and “computer program” under copyright law. This may have ramifications for a
consideration of alogical unit of information for a possible amendment of section 109. Under
UCITA, “separately identifiable informational content” is not included under the definition of
computer program; and “informational content” is generally intended to cover information “to be
communicated to or perceived by an individual.” The U.S. copyright law does not require that
works incorporated in a computer program (works that may be viewed as “informational content”
under UCITA) are as such excluded from the scope of the term “computer program” for
copyright law purposes. Thisis a particularly important point where new creative works are
embodied in a computer program that is performed on a single computer or on a distributed basis
over the Internet; and no protected expression would necessarily be “communicated to or
perceived by an individual .”

This recalls the rulemaking proceeding at the Copyright Office with respect to protection

of computer programs that incorporate typeface designs. An early regulation required that
applicants disclaim data pertaining to the typeface; however, the Office was later persuaded to
change this position and found that “ computer programs designed for generating typeface in
conjunction with low resolution and other printing devices may involve original computer
instructions entitled to protection under the Copyright Act.”® Even if this arbitrary distinction
between computer programs and informational content remains confined to the state level for
now, the law in this area continues to evolve. In the event the law embraces the notion of a
logical entity that is uniquely and persistently identifiable, it may show the way forward for a
reconciliation between the now disparate conceptsin UCITA and the federal copyright statute.

The term “copy” also comesinto play in such provisions of the UCITA as section 502 on “Title
to Copy.” For example, under Section 502(b)(2)(B), “[i]f an agreement provides for transfer of
title to a copy, title passes: . . .with respect to electronic delivery of acopy, if afirst sale occurs
under federal copyright law, at the time and place at which the licensor completed its obligations
with respect to tender of the copy.” The commentary on this section further stresses the link
between this provision and the federal copyright concept of first sale as follows:

“Title transfers when the licensor compl etes its obligations regarding tender of
delivery, which obligations are spelled out in Section 606. The rule for electronic
transfers is the same, but explicitly defersto federa copyright law. Some argue

® Registrability of Computer Programs that Generate Typefaces, Final Regulation, 57
Fed .Reg. 6201 (1992).
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that even if thereis an intent to transfer title to a copy, an electronic transfer of a
copy of a copyrighted work is not afirst sale because it does not involve transfer

of a copy from the licensor to the licensee. Under subsection (b), state law expressly
coordinates with resolution of that issue in federal law.”*°

It would appear from this commentary that the meaning of section 502 of UCITA may benefit
from clarification of the meaning and scope of section 109 of the U.S. copyright law. In any
event, a study of section 109 should take into account the possible impact of section 109 on state
contract law, and the scope of the preemption of state law by the federal copyright statute in this
context. There may aso be implications for the copyright law concept of “first sale” that may
develop around the concept of a“ Transferable Record” as set forth in the Uniform Electronic
Transactions Act (UETA); however, it isabit early to tell how thiswill evolve.™

I nterplay between Patent & Copyright L aw

Over the last decade, there has been an increasing focus on the application of patent law to the
now vigorous information economy. The decision of the U.S. Court of Appeals for Federa
Circuit in the case of State Street Bank v. Signature' that recognized patent protection for
business methods provides some guidance on this emerging area of the law.™® In the State Street
case, the court held that “the transformation of data, representing discrete dollar amounts, by a
machine through a series of mathematical calculationsinto afinal share price, constitutes a
practical application of amathematical algorithm, formula, or calculation, because it produces
‘“auseful, concrete and tangible result’ -- afina share price momentarily fixed for recording and
reporting purposes and even accepted and relied upon by regulatory authorities and in subsequent
trades.” At first glance the notions of “tangible” and “momentarily fixed for recording” would
depart from the normal meanings of these concepts for copyright law purposes. There are other
aspectsto consider.

10 Official Comments on Section 502, reprinted in Electronic Contracting: Current Law

and the Uniform Computer Information Transactions Act, at 187 (2000).

1 For text of UETA, see http://www.uetaonline.com

12 State Street Bank & Trust v. Signature Financial Group, Fed. Cir. No. 96-1327 (1998),
at http://laws.findlaw.com/Fed/961327.html ; seealso AT&T Corp. v. Excel Communications,
Inc., Fed. Cir. No. 98-1338 (1999), at http://www.law.emory.edu/fedcircuit/apr99/98-

1338.wp.html

3 For interesting discussion of developing law of business method patents, see
“Automated Financial or Management Data Processing Methods (Business Methods),”
http://www.uspto.gov/web/menu/busmethp/index.html
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A careful evaluation of the interplay between possible patented processes or method patents,
and the products or services produced using such processes or methods is warranted. If the “first
sale” doctrine is expanded or extended to include the developing electronic arena (and the need
for such amoveisstill far from clear), then the notion of the unit of information that is to be
viewed as the virtual equivalent of the “copy” should be clarified. The developing patent law
around the concept of a“data structure” may be a starting point in this context. Care should be
taken, however, since traditional copyright-dependent industries today do not usually rely on
patents to protect the result of the physical instantiation of their protected works. However,

new information economy organizations may opt to follow such a path.

Consider the data structure called a“novel.” When aliterary work is expressed as a novel and
fixed on paper, normally there is no question raised about patents in this method of structuring
the data. The same may be said for what might be viewed as the method of expression itself,
e.g., English language and syntax. However, in electronic commerce, where works are often
expressed initidly in digital form, using new computer languages like Java, there may be patents
claimed not just in the method of structuring the data, but in the resulting product itself. The
dividing line between what is subject to patent, and expression protected by copyright, is
increasingly ambiguous. Indeed the two areas aready appear to overlap, at least in part. Certain
understandings may need to be reached on when a process or method should be deemed subject
matter of patent, and when the copyright law should be preeminent. Anytime someone wants to
write the virtual equivalent of anovel or publish a newspaper or express a copyrighted work in
some new data structure, there should be some generally understood forms of expression that
would not require an author to negotiate a patent license.*

Communications L aw -- Extended

The Digital Millennium Copyright Act (“DMCA”) marks an important step forward in adapting
the U.S. copyright law to meet the capabilities of the evolving information infrastructure;
however, one aspect of the existing communications law merits further reflection in the context
of astudy of section 109. In weighing possible electronic alternatives to the physical copy, some
account should be taken of current communications law as it relates to the conventional
broadcast, satellite and cable industries. If the notion of a uniquely and persistently identifiable
unit of information is found to be generally comparable to a physical copy for purposes of an
extended version of any new “first sale” doctrine for electronic commerce, then there should also

' For some general thoughts on this subject, see P.A. Lyons, “Where Electronic
Publications and Television Programs are Really Computer Programs. Some Copyright
Implications,” Scholarly Publishing The Electronic Frontier, ch. 18, at 299 (1996).
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be some discussion of who owns such a“virtual copy” and what rights they may have. Inthis
context, it isimportant to maintain some logical coherence between any proposed new legislation
and the communications law asit has evolved since the enactment of the Communications Act

of 1934. An example from the broadcast industry may help to illustrate my point.

In the 1934 Act, Congress recognized that technology existed that would allow someone to
receive abroadcast signal, remodul ate the signal, and rebroadcast it without permission of the
owner of what was called a*“program.” There was concern that once such programs were
broadcast over the airwaves, the broadcaster would lose control over the material. Since at
the time there was uncertainty about the application of the definitions of “copying” and
“performance” under the 1909 Copyright Act to aradio broadcast, Congress enacted Section
325 to provide broadcasters, and thus program owners, some degree of protection against the
usurpation and redistribution of their valuable programming.™

Distinct from copyright rights, one can conceive of anew “communicator’ sright” to authorize
others to access discrete units of information that may be stored in network-based repositories,
or accessed via software “agents’ that interact with other such agents. The notion of “accessto
perform stated operations on sets of sequences of bits” is a potentially important new addition to
the provision of communications services which may fit comfortably in the context of the
communications law; and, it appears useful for the rules governing authorization for such access
to be articulated within the framework of that law. Thiswould alow for the broadening of any
such new legislation to cover situations where the material in question is not based on or
incorporates copyrighted works or performances of works.

M anaging Access to Digital | nfor mation

Access to repositories of information expressed in some digital form for storage, processing,
retrieval and other stated operations will be afundamental attribute of businessin the future.
The notion of what today are called “ databases’ may prove too limited to adequately describe
the dynamic information resources under development or now actually being deployed. | am

1> Section 325(a) states in part: “. . .nor shall any broadcasting station rebroadcast the
program or any part thereof of another broadcasting station without the express authority of the
originating station.” 47 U.S. C., sec. 325(a); see generally J.E. Dunstan & P.Lyons, “Access to
Digital Objects: A Communications Law Perspective,” Annual Survey of American Law,
3 N.Y.U. L. Sch. 363 (1994).
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attaching a paper prepared by me for a Congress held at Monaco in March 1997, and published
in the ASIS Bulletin of December/January 1998.%° It provides a brief overview of the notion of
digital objects (sometimes referred to as packages, containers or, more generally, structured bit
sequences) and their supporting technologies. In this context, adigital object is understood as
one or more sequences of bits or sets of such sequences that contain “typed data’ (to alow the
sequences to be interpreted) and include a unique, persistent identifier for the object known as
a“handle” (or, in certain instancesa“DOI").}” There are several implementations of this
technology to date in various sectors of the economy such as the publishing industry.

A practical illustration of the general concept of adigital object, and the possible need for further
consideration of the legal and procedural framework for the deposit of such objectsin multiple
repositories, was the subject of arecommendation of the Committee on Intellectual Property
Rights and the Emerging Information Infrastructure.’® While the recommendation referred to the
“deposit of digital filesin multiple depositories,” the underlying concepts relate more generally
to the deposit of structured bit sequences in one or more repositories. Fundamental aspects of
such an information infrastructure were described in a paper on aframework for distributed
digital object services.*® With appropriate authentication, storage and access mechanismsin
place, digital objects could attain a similar attribute of persistence as a“materia object” such as
abook printed on paper. This framework represents an important contribution to the emerging
information infrastructure and points the way toward managing information in the networked
environment.

There is arelationship between the recommendation concerning “deposit of digital files” and
the meaning of “copy” for purposes of section 109, as well as the more basic concept of
“publication” for copyright law purposes. It isimportant to recall that section 407 of the
U.S. copyright law provides generally that “the owner of copyright or the exclusive right of
publication in awork published in the United States shall deposit at the Library of Congress,

18 See http://www.asis.org/Bulletin/Dec-97/lyons.htm (reproduced in the Appendix):;
this paper was prepared for delivery at the Unesco International Congress on Ethical, Legal and
societal aspects of Digital Information, held at Monaco, March 10-12, 1997.

7" For information and software relating to “handles,” see Handle System at
http://www.handle.net Information on the DOI may be found at http://www.doi.org

¥ The Digital Dilemma, Intellectual Property in the Information Age, Computer Science
and Telecomm. Board, National Research Council, at 208-209 (2000).

¥ R.E. Kahn & R. Wilensky, “A Framework for Distributed Digital Object Services’
(1995), available at http://www.cnri.reston.va.us’/home/cstr/arch/k-w.html



http://www.asis.org/Bulletin/Dec-97/lyons.htm
http://www.handle.net
http://www.doi.org
http://www.cnri.reston.va.us/home/cstr/arch/k-w.html
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within three months after the date of such publication . . . two complete copies of the best
edition.” Thereisalso an interplay between section 407 and the requirements for registration
of copyright claims that should be considered in this context.

The meaning of the term *copy” came up for discussion at the Copyright Office several years
ago in the course of the Advisory Committee on Copyright Registration and Deposit (known

as the Accord group). Consideration was given to whether there was a distribution of copies for
purposes of publishing works where no actual “copy” of the work was transmitted to the public.
The Accord group decided to propose legislation to Congress that would amend section 407 to
extend to unpublished, but publicly transmitted works. This proposal did not get very far due
to opposition from representatives in the computer program and database industries.”

In closing, a study of the meaning of section 109 should take into account the ramifications of
any proposed change on the basic concepts underlying the U.S. copyright law as awhole, as well
as patent and communications law. The interplay between the federa copyright law and state
contract law should also be explored. Any examination of the meaning of this provision should
not be carried out inisolation. If the notion of a*“virtual copy” (or other ssimilar data structure)
that may be “delivered,” “transmitted,” “processed,” “accessed” or otherwise used in a networked
environment is to be considered, then it is essential that an analysis of such a proposal be carried
out in light of the developing information architecture, including the work that is going forward
around the concept of digital objects. In any study of the role of section 109 of the copyright law,
however, the primary role of copyright in encouraging the creation and dissemination of works of
authorship should be kept uppermost in mind. An effort to expand public access to copyrighted
works should not inadvertently lead to a severe limitation on the ability of copyright ownersto
control the dissemination of their works.

2 See Copyright Reform Act of 1993, H.R. Rep. No. 103-833, 103d Cong., 1% Sess., at
25 (1993) (proposed study “to determine how to implement an amendment to that section [407]
extending the mandatory deposit provisions to unpublished, but publicly transmitted works,
including computer programs and online databases’); see also Report of the Advisory Committee
on Copyright Registration and Deposit, Co-Chairs R. Wedgeworth and B. Ringer, 86 Copyright
L. Rep. (CCH), at 55, n. 14 (1993).



APPENDI X

Managing Access to Digital Information: Some Basic Terminology |ssues
by Patrice A. Lyons

Often, amarked technical advance stimulates a period of intellectual progress. It iswidely
recognized that the printing press was such a development. Whereas, before this invention, only
afew books were laboriously produced, and fewer still were available to the public, the printing
press opened the doors for sharing information with amuch larger audience. There is little doubt
that this new procedure for communicating ideas had a major impact on civilization. Other data
structures besides books, such as newspapers, monographs and journals, also emerged to take
advantage of the capabilities of the printing press.

In this century, radio and television technology ushered in ayet more diversified medium of
communication. In addition to expressing ideas with printed text and illustrations, information
could be widely shared in adynamic form consisting of a series of related sounds and images.
While the data structure understood as “the book” played (and continues to play) aleading role
in the print-on-paper world, a unifying structure, known as “the transmission program,”
facilitates the origination and transmission of information in the broadcast, cable and satellite
communications industries. This unit for organizing and identifying information has generally
been regulated under communications and trade laws, but it also has implications for the
application of copyright law in a communications environment. For example, the North
American Free Trade Agreement (NAFTA) makes provision for the protection of “encrypted
program-carrying satellite signals.”

Like booksand transmission programsin the past, what logical entities are most
appropriateto facilitate commercein creative worksin a digital environment?

Over the last decade, there has been substantial growth in the use of computer networking
capabilities for the creation and dissemination of copyright works. Of particular noteisthe
emergence of the Internet. For definition of Internet see

http://www.fnc.gov/Internet res.html

This phenomenon is not a unique situation in the history of intellectual progress. It has been a
distinguishing feature of human potential to challenge existing assumptions, to reconceptualize
given knowledge and to generate diverse informational materials and artifacts for entertainment,
educational, industrial and other purposes. Technology has simply helped to accelerate the
process.


http://www.fnc.gov/Internet_res.html
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The widespread availability of global information systems like the Internet carries with it the
potential to generate and share information at a degree of complexity and pervasiveness that was
unimaginable until recently. Already, information is being posted on the Net that would
otherwise only be available to arestricted group, if anyone knew of its existence. Unlike
transmission programs consisting of sounds or images that are produced solely for
communication to the public in sequence and as a unit, digital information is inherently
malleable. Information expressed as sequences of binary digits (or bits) may be accessed
interactively, data streams from widely distributed sources may be intermingled and new works
dynamically generated and processed.

There is agrowing perception in the research community, and increasingly by leadersin
copyright-dependent industries, that data structures are needed to enable the organization and
identification of units of digital information for purposes of managing rights and interestsin a
network environment. Effortsin this direction are well underway. Of particular noteisa
framework under development that will enable copyright works and other information resources,
once configured as "digital objects," to be reproduced, stored, accessed and disseminated over
computer networks in this new form of data structure. This architecture grew out of a program
organized and led by the Corporation for National Research Initiatives (CNRI) under the
sponsorship of the U.S. Defense Advanced Research Projects Agency and with the active
participation of the U.S. Copyright Office of the Library of Congress. Fundamental aspects of
thisinformation infrastructure were described in a paper entitled “A Framework for Distributed
Digital Object Services’ by Robert Kahn and Robert Wilensky. It is available on the Internet at

http://www.cnri.reston.va.us’home/cstr/arch/k-w.html

Digital objects (sometimes referred to as packages, containers or, more generally, structured bit
sequences) and their supporting technologies have emerged as afocus of experimentation. In this
context, adigital object isunderstood as one or more sequences of bits or sets of such sequences
that contain “typed data’ (to allow the sequencesto be interpreted), and include a unique,
persistent identifier for the object known asa“handle” (or, in certain instances, a“DOI”). The
digital object isintended to be a generic means of structuring information in the digital world. A
digital object may incorporate information in which copyright, patent, trade secret or other rights
or interests may be claimed, although this need not always be the case. Key infrastructure
components of an open architecture that supports digital objects are discussed in a Cross-Industry
Working Team (XIWT) white paper entitled “Managing Accessto Digital Information: An
Approach Based on Digital Objects and Stated Operations’ that is available at

http://www.xiwt.org



http://www.cnri.reston.va.us/home/cstr/arch/k-w.html
http://www.xiwt.org/
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Digital objects may be deposited and stored in a network-based computer system or “repository”
for possible subsequent access. Repositories may be operated in avariety of ways, spanning the
range from individual storage depots to bulletin boards to broadcast stations on the Internet.
From a copyright perspective, it isimportant to stress that a“handle” identifies a particular
logical entity, i.e., adata structure, in which awork or other information has been embodied, but
not the underlying information itself.

A unigue and important attribute of a digital object embodying a copyright work is the capability
of the object to incorporate data about itself. Thisinformation or metadata may include
conditions for accessing the digital object and/or its underlying content, or an indicator to where
such information may be available. The digital object may also enable a negotiation to take place
where a user wishes to go beyond any conditions previously set forth in its metadata. This
capability is an essential ingredient to enable and encourage the growth of commerce in copyright
worksin adigital environment.

Severa organizations are now building testbeds to implement the digital object framework.
These include two at the U.S. Library of Congress and another in the publishing community
sponsored by the Association of American Publishers. Information on the publishers’ initiativeis
available at

http://www.doi.org

A key goal in these effortsis to provide an open architecture that allows the identification and
management of access to digital information. They seek to make both proprietary and
non-proprietary information available in a structured and well-known way with open interfaces,
protocols and object structures. A digital object as a structured package of encrypted information
may also facilitate the development of flexible and efficient mechanisms for managing rights or
interestsin a computer network environment. In this context, the keys can be managed and
distributed independently from the digital object itself. This capability for managing rights or
interests also applies where intelligent agents, structured as digital objects, act on behalf of
rightsholdersin a network environment to protect works embodied in such objects.


http://www.doi.org/
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What isthe copyright status of original works of authorship structured as" digital
objects' ?

When Congress revised the United States federal copyright statute about 20 years ago, it restated
the two fundamental criteria of copyright protection: originality and fixation in tangible form.
From the first U.S. copyright statute, which designated only “maps, charts and books,” the
copyright law has grown to include new forms of expression as creative and worthy of
protection. The wording of the definition of fixation, however, limits this expansive intent. It
specifically provides that awork is"fixed" in atangible medium of expression when it is
embodied in an authorized "copy" or “phonorecord.” Generally, a copy for these purposesis a
material object (other than a phonorecord). This limitation is not just a matter of passing interest
in the context of U.S. law. The concept of fixation isimportant, since it represents the dividing
line between the application of the federal copyright statute and any protection that may be
available under State common law or statute.

What it means to be a copy aso came up at the Diplomatic Conference on Certain Copyright and
Neighboring Rights Questions convened by WIPO and held in December 1996. Specificaly, the
following text appears under the Agreed Statements concerning Articles 6 and 7 of the WIPO
Copyright Treaty adopted by the Diplomatic Conference: “. . .the expressions ‘ copies and
‘original and copies being subject to the right of distribution and the right of rental under the
said Articles, refer exclusively to fixed copies that can be put into circulation as tangible
objects.” While the Conference thus clarified the intended meaning of copies, the meaning of
original may require further analysis. In the United States, an original may be deemed to apply to
thefirst fixation of awork in atangible form; however, many countries extend copyright
protection to what are sometimes termed original works without a fixation requirement.

Thistopic is particularly interesting to consider where “original works of authorship” for
purposes of U.S. law (or what are sometimes termed "origina works of the mind" under other
bodies of law) are created wholly within a global information system like the Internet, and where,
in this environment, there may be no material fixation (or copy) generated, much less distributed.
A novdl interpretation of materially fixed might include a capability that supports “fixation on
demand”; however, there would still be some inherent ambiguity about the status of such works
prior to their fixation.

The development of adigital object infrastructure may enable the expansion of copyright
protection to accommodate works that are not first fixed in a tangible medium of expression,
or, in the case of material such aslive broadcasts, that are not recorded simultaneously with their
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transmission. Introducing the notion of a structured, logical unit, i.e., a“digital object,” may
better accommodate the emerging capabilities of digital technology. These include, in particular,
the deployment of such dynamic resources as intelligent agents. It may also avoid the use of
ambiguous and oxymoronic terms such as intangible copies.

In addition to the existing requirement under U.S. law that an original work of authorship be
“fixed in atangible medium of expression” for federal copyright protection to attach, an
alternative criteriamay prove very useful in a network environment:

“an original work of authorship structured in a persistent, uniquely identifiable
medium of expression from which it may be reproduced, perceived, performed or
accessed by any device or process for a period of more than transitory duration.”

For purposes of this proposed new provision, structured may be defined to include digital objects
and other equivalent data structures.

A digital object with its unique persistent identifier thus serves much the same purpose as a
material fixation under U.S. law. Moreover, this concept may also prove of assistancein
countries that extend protection without the need for afixation. A capability of persistently and
uniquely identifying a data structure in which copyright works, or performances of works, are
embodied may encourage the development of a new marketplace for copyright worksin adigital
environment. Of course, where an original work of authorship structured as adigital object is
actually fixed in atangible medium of expression, copyright protection would subsist in
accordance with current U.S. copyright law. My proposal would simply offer an alternative basis
for protection to attach.

Should the processing and communication of bits be viewed as a distribution and/or a
performance?

Questions have been raised about the classification of new creative works like MIDI sequences
for purposes of copyright. Are they literary works? Musical works? Computer programs? Sound
recordings? Further, what happens when users access a network-based repository of such works
on an interactive basis, and the results of such access are disseminated over the Internet?
Depending on the nature of the access request, the dissemination may not represent any particular
sequence of bits that previously existed in that, or indeed, any repository. This situation is also
likely to become increasingly prevalent where complex works, such as knowledge-based
systems, are made commercially available over the Internet to provide advice and guidance on a
wide variety of topics.
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Many information resources (configured as digital objects or not) that are now accessible to the
public over the Internet may look and sound like conventional copyright works. Often, the term
multimediais applied to these capabilities, asif these resources were simple compilations of
severa traditional works, such as music, photographs, films or text, to be treated as what

might generally be called data. It may be appropriate to regard these works as a whole as either
computer programs or computer databases, or some combination thereof. However, amore
accurate, comprehensive and flexible terminology to describe this emerging areais needed that
reflects the realities of the underlying technology.

Information in digital form (whether of a purely symbolic or numeric character) is a purely
conceptual entity; however, it may be represented as areal entity in the form of symbols or
numbers fixed in amateria object, whereit isusualy considered a“literary work” for copyright
purposes. In light of the developing capabilities of digital technology, Committee No. 702 of the
American Bar Association explored whether it might be helpful to establish a subcategory of
literary works capable of behavior, to be called “digital works.” In its 1996 report, the Committee
proposed the following definition for discussion purposes: “‘Digital works' are literary works
consisting of an ordered set of symbols from a discrete a phabet, such as computer programs or
knowledge structures, that are capable of behavior when processed.”

Such a provision is particularly important where a patented process may be involved in the
performance of adigital work subject to copyright or where there may be patents involved in the
methods used for structuring data.

If a consensus can be reached on what it meansto be a*“digital work,” it may lead to a better
understanding of what occurs from a copyright, patent and communications law perspective
where information represented in some digital format is mapped into awaveform. Terms such as
digital communication or digital transmission may not be adequate to describe the situation fully.

It was the Committee’ s understanding that, strictly speaking, there are only continuous
waveforms (or analog signals) in thereal world. A “signal” is meant to be “digital” only in the
conceptual sense that it is understood to contain a sequence of discrete symbols or bits. Any
sequence of discrete symbols that corresponds to the expression of certain information may be
mapped into one or more continuous waveforms. For purposes of copyright, where this ordered
set of symbolsisviewed as a“digital work,” the mapping of the information into a waveform by
any device or process may be viewed as a performance of the work. There may be other
performances of works that take place, not just at the source, but at the point of reception and
within the network itself, where intelligent agents may be tasked with performing various
operations. Certain of these performances may be deemed exempt from copyright liability.
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Networks and network servers can generally be either active or passive entitiesin any
communications system. As passive entities, they typically serve to communicate bits without
essential change from a source to one or more destinations. As active entities, they have the
ability to process the information in arbitrary ways. When the information is encrypted at its
source, the processing options aong the communications pathways are inherently more limited,
but it is still possible to perform alimited set of functions within the network, such as
aggregation, selective filtering and disaggregation. Thus, the extent of copyright liability for any
given situation should be based upon the nature of the service being provided. There may be
classes of operations performed on digital objects that have only aminimal, if any, impact on any
underlying copyright works. While strictly speaking performances, such operations might be
deemed to encompass the “ distribution” of digital objects embodying copyright works. Complex
operations would most likely bring into play the copyright right of public performance.

There may be rules and procedures developed for access to digital objects, or repositories of
digital objects, that may overlap and impact in practice any copyright and other rights or interests
that apply to the underlying information content. In the context of a digital object infrastructure,
there has been some discussion of the notion of “access to perform stated operations on a
sequence of bits.” Whether, and under what circumstances, such operations should be
accommodated under communications laws, and how protection at the digital object level will
interact with any copyright, patent, banking, privacy, trade secret and other rights or interestsin
an object's contents, is an important area for continued discussion and experimentation. Where a
copyright work is configured as an encrypted digital object, a new set of capabilitiesis introduc-
ed having great potential for the management of rights or interestsin a network environment or
even for indicating that there are no restrictions placed on access to digital information.

In summary, this paper has introduced the digital object asalogical structure for organizing
information expressed as sequences of bits (like the book or the transmission program in other
media). It compares the characteristics of digital objects, i.e., unique persistent identifiers,
network accessibility and typed data, to the attributes of fixation in amaterial object and shows
them to be generally equivalent. In addition, it introduces a notion of adigital work as aliterary
work that is capable of behavior and discusses some of the attributes of encrypted digital objects
that may bring into play the copyright rights of distribution, as well as public performance, in a
network environment.
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The Digital Media Association ("DiMA"), pursuant to the notice published at 65 Fed.
Reg. 35673 (June 5, 2000) ("Notice™), and Section 104 of the Digital Millennium Copyright Act
("DMCA"), is pleased to submit these comments in connection with the study by the Copyright
Office and the National Telecommunications and Information Administration of two important
issues affecting electronic commerce and copyright policy: the scope of the "first sale" doctrine
in the digital environment, and exemption from infringement the making of archival copies and
temporary copies of digitally-downloaded works in the course of authorized uses (the "Study").

DiMA (http://www.digmedia.org) was formed on June 2, 1998, by seven (7) companies
leading the creation of new ways to deliver and market music and video over digital networks to
promote three core principles:

» To promote pro-consumer competitive opportunities in digital distribution,
transmission, broadcast, and retail of digital media;

» To encourage the development and use of responsible measures to protect
intellectual property rights, including the payment of fair and reasonable royalties
associated with such rights; and,

» To oppose technological and legal barriers that inhibit innovation or adoption of
new technologies, products and services.

On June 5, 1998, DiMA testified before the House Commerce Committee Subcommittee
on Telecommunications, Trade and Consumer Protection that resolving both of the issues to be
addressed in this Study was essential to growing ecommerce and Internet broadcasting. Thus,
DiMA was particularly gratified that Congress had the foresight to require in Section 104 of the
DMCA that this Study be timely conducted.



Today, just two years after DiMA's formation, our more than 50 members* believe that
extending the first sale doctrine to cyberspace and exempting temporary buffering during
streaming will promote ecommerce in copyrighted works. These last two years have witnessed a
dramatic increase in the scope and popularity of Internet webcasting of audio and video
programming; and this year promises to be a turning point for the sale of copyrighted sound
recordings and video over the Internet. Questions surrounding the legal status of webcasting or
consumer rights in digitally-purchased media, if left unanswered, will put a damper on these
promising markets and technologies. The time to resolve these issues is now.

In response to the Notice and the questions set forth therein, DiIMA's comments below
elaborate on the following three key points:

1. Extending existing limitations on the rights of copyright owners into the digital
environment is consistent with the policies underlying the Copyright Act and the WIPO treaties
implemented by the DMCA. To rapidly promote ecommerce, it would be preferable to enact
these limitations into law rather than wait for the courts to sort through the issues.

2. To create a level playing field for ecommerce in digitally-delivered audio, video
and other media, the first sale doctrine of 17 U.S.C. § 109(a) must be extended, either by judicial
interpretation or amendment, to apply to content lawfully acquired by digital transmission.
Unless consumers receive from digital media the same quality, value and convenience they
receive from physical media, ecommerce will be left stranded at the starting gate.

3. The exemption in 17 U.S.C. § 117 that legitimizes archiving and usage of
computer software should be adapted and applied to digitally-delivered performances and copies.
Specifically, temporary copies that enable the performance of digital media, including streaming
audio and video, should explicitly be exempted from the exclusive rights of copyright owners,
including the rights of reproduction and distribution. Further, consumers should retain the right
to make one archival copy of digitally-delivered media to guard against losses from technical
errors or equipment failure.

l. Extending Current Limitations Into the Digital Environment is
Consistent with Copyright Policy and International Obligations.

Two policies draw the baseline for any discussion of whether or how to adapt the
Copyright Act to the digital networked environment. First, copyright exists to promote the
public interest. Securing the rights of authors is intended to provide incentives to support the
greater public good, not to be an end in itself. See, e.qg., Feist Publications, Inc. v. Rural
Telephone Service Co., 499 U.S. 340, 349-350 (1991); Sony Corp. of America v. Universal City
Studios, Inc., 464 U.S. 417, 429 (1984). Hence, statutory changes and interpretations of

A list of DiMA's current members is attached.
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copyright law should balance the impact of the law upon the copyright owner against the
paramount public interest in the dissemination and proliferation of copyrighted works.

Second, copyright law should respond to technological progress, not hinder it. As the
Supreme Court has noted, "[f]Jrom its beginning, the law of copyright has developed in response
to significant changes in technology. Indeed, it was the invention of a new form of copying
equipment - the printing press - that gave rise to the original need for copyright protection.” 1d.,
464 U.S. at 430.2 Courts have the responsibility to flexibly interpret copyright law in light of its
implications for the public interest; but the primary responsibility for adapting copyright law
resides in Congress. Id., at 430.

Summarizing these principles a quarter-century ago, the Supreme Court wrote:

The limited scope of the copyright holder's statutory monopoly, like the limited
copyright duration required by the Constitution, reflects a balance of competing
claims upon the public interest: Creative work is to be encouraged and rewarded,
but private motivation must ultimately serve the cause of promoting broad public
availability of literature, music, and the other arts. The immediate effect of our
copyright law is to secure a fair return for an “author's' creative labor. But the
ultimate aim is, by this incentive, to stimulate artistic creativity for the general
public good. "The sole interest of the United States and the primary object in
conferring the monopoly,’ this Court has said, ‘lie in the general benefits
derived by the public from the labors of authors." When technological change
has rendered its literal terms ambiguous, the Copyright Act must be construed
in light of this basic purpose.

Twentieth Century Music Corp. v. Aiken, 422 U.S. 151, 156 (1975) (citations and footnotes
omitted); emphasis added..

Both of these fundamental principles find further support in the treaties that prompted
Congress to adopt the DMCA, namely, the 1996 World Intellectual Property Organization
("WIPQO") Copyright Treaty and WIPO Performances and Phonograms Treaty. The Preamble to
the WIPO Copyright Treaty recognizes both “the profound impact of the development and
convergence of information and communication technologies on the creation and use of literary
and artistic works," and "the need to maintain a balance between the rights of authors and the
larger public interest, particularly education, research and access to information, as reflected in
the Berne Convention." WIPO Copyright Treaty, CRNR/DC/94 (December 23, 1996).2

2 "Repeatedly, as new developments have occurred in this country, it has been the

Congress that has fashioned the new rules that new technology made necessary.” Id., 464 U.S. at
430-431 (footnotes omitted.)

3 Equivalent language is found in the Preamble to WIPO Performances and Phonograms

Treaty ("WPPT"), CRNC/DC/95 (December 23, 1996).
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Similarly, the Agreed Statements concerning the WIPO Copyright Treaty, with specific
reference to the adoption of limitations and exceptions to copyright, provide:

It is understood that the provisions of Article 10 [regarding limitations and
exceptions] permit Contracting Parties to carry forward and appropriately extend
into the digital environment limitations and exceptions in their national laws
which have been considered acceptable under the Berne Convention. Similarly,
these provisions should be understood to permit Contracting Parties to devise new
exceptions and limitations that are appropriate in the digital network environment.

Agreed Statements to WIPO Copyright Treaty, CRNR/DC/96 (December 23, 1996).

Thus, both domestic and international copyright policy embrace the need to extend
existing privileges and exemptions under copyright into the digital networked environment.

Generally, the competitive market should be given time to evolve before making "pre-
emptive" changes to copyright law. Over time, DIMA believes that existing exemptions created
for the "physical™ world likely would be adapted to the digital realm by judicial interpretation, or
justified under doctrines such as fair use. Nevertheless, the public interest and the evolution of
the marketplace often are better served by laws that clearly address and define the rules for a new
technological environment. "Because copyright law ultimately serves the purpose of enriching
the general public through access to creative works, it is peculiarly important that the boundaries
of copyright law be demarcated as clearly as possible." Fogerty v. Fantasy, Inc., 510 U.S. 517,
527 (1994). Indeed, as the Copyright Office recently noted in a similar context:

Where a statutory provision that was intended to implement a particular policy is
written in such a way that it becomes obsolete due to changes in technology, the
provision may require updating if that policy is to continue. Doing so may be
seen not as preempting a new market, but as accommodating existing markets that
are being tapped by new methods.

Report on Copyright and Digital Distance Education, at 144 (May 1999). Thus, legal certainty in
applying copyright to new digital technologies benefits the copyright owner and user alike, and
prepares the market for compelling technologies and business models. Indeed, the explosion of
webcasting since the enactment of the DMCA statutory performance license provides an object
lesson in how a stable legal environment provides the launch pad for new industries.

Given the light-speed innovation of today's digital world -- and even the speed of light
isn't all it used to be -- it would be unreasonable to expect legislation to anticipate or even keep

4 See Agreed Statement to Article 16 of the WPPT: "The agreed statement concerning

Article 10 (on Limitations and Exceptions) of the WIPO Copyright Treaty is applicable mutatis
mutandis also to Article 16 (on Limitations and Exceptions) of the WIPO Performances and
Phonograms Treaty.” CRNR/DC/97 (December 23, 1996).
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pace with all the pushes and pulls upon the copyright envelope. However, several copyright
disputes threatening digital media companies are overdue for resolution. Among them are the
two issues encompassed within this study:

» The first sale doctrine should be applied to digitally-delivered copies and phonorecords of
copyrighted works; and,

» Temporary buffer memory copies made in the ordinary operation of streaming media
software, and archival back-up copies of digitally-delivered media, should be explicitly
exempted from the right of reproduction.’

Clarifying these legal principles will promote the growth and development of electronic
commerce and the dissemination of copyrighted works. DiMA suggests below why these
privileges neither conflict with the normal exploitation of copyrighted works nor unreasonably
prejudice the legitimate interests of copyright owners.

1. The First Sale Doctrine Should Explicitly Extend into the Digital Environment.

A. A Historical Perspective

The first sale doctrine balances the economic rights of the copyright owner and the
consumer with respect to copyrighted works. The rationale underlying the first sale doctrine has
its roots in the English Common law rule opposing restraints of trade and restraints upon
alienation of personal property,® and is adopted internationally in copyright and patent law as a
principle regarding the exhaustion of the proprietor's rights upon first sale.

Copyright law secures to the copyright owner the exclusive right of first distribution, to
provide an incentive for the creation and dissemination of works. However, once the copyright
holder has been compensated for the initial distribution of the work, no further incentive is
required, so the copyright owner should be unable to extract further profits from that particular
copy of the work. After that first sale, as the Supreme Court held nearly a century ago, the "right
to vend" has been fully exercised and further limitations cannot be imposed on disposition of

> A third, equally important, issue concerns the extension of the Section 110(7) exemption

for in-store performances of music to explicitly encompass online retail. DiMA briefly addresses
this issue infra at Section IV.

° See Burke & Van Heusen, Inc. v. Arrow Drug, Inc., 233 F. Supp. 881, 883 (E.D. Pa.
1964). See also H.R. Rep. No. 987, 98th Cong., 2d Sess. 2, reprinted in 1984 U.S. Code Cong.
& Admin. News 2899.




those goods.” This doctrine has been embodied in substantially equivalent forms under both
Section 27 of the Copyright Act of 1909° and Section 109(a) of the current Act.’

These rationales apply with equal force in today's digital world. The law should not
discriminate against digital embodiments. Once the copyright holder has been justly
compensated for the initial sale of the work, the consumer should have the same right to dispose
of the copy, regardless of whether it was acquired as a physical or digital copy.

B. First Sale Remains Rational and Necessary in the Digital Environment.

Although a court justifiably could interpret the existing language of Section 109(a) to
protect digital retransmissions of digitally-acquired content, some copyright owners have
disputed this interpretation. In DiMA’s view, an unambiguous statement that the first sale
doctrine applies to digitally-acquired content will benefit all parties. DiMA therefore supports
legislative clarification of Section 109 so as to firmly establish that the first sale doctrine applies
to digital retransmissions of digitally-acquired copies and phonorecords of copyrighted works.

The first legislative initiative to recognize the necessity of the digital first sale doctrine
occurred in November 1997. Representatives Rick Boucher and Tom Campbell introduced H.R.
3048 (the “Boucher-Campbell bill””), which would have amended the first sale doctrine to
include digitally-acquired media. This bipartisan bill, subsequently co-sponsored by
approximately 50 representatives, would have added to Title 17 a new Section 109(f) that would
have permitted the operation of the first sale doctrine by transmission of the work to a single
recipient, if the person effectuating the transfer erases or destroys his or her copy or phonorecord
at substantially the same time. In its June 8, 1998, testimony before the House Commerce
Committee Subcommittee on Telecommunications, Trade and Consumer Protection, DIMA
supported both the extension of the first sale doctrine to digitally-acquired media, and the
passage of that provision of H.R. 3048:

The "first sale” doctrine should be adapted for the digital environment. Just as
consumers have the right to resell or give away a book, CD or video purchased in
a physical retail store, they should have the right to transfer ownership of copies

! Bobbs-Merrill Company v. Straus, 210 U.S. 339, 350-51 (1908).

8 Section 27 of the 1909 Act stated, in pertinent part, "nothing in this title shall be deemed

to forbid, prevent, or restrict the transfer of any copy of a copyrighted work, the possession of
which has been lawfully obtained."

’ Section 109(a) states, inter alia, "the owner of a particular copy or phonorecord lawfully
made under this title, or any person authorized by such owner, is entitled, without the authority
of the copyright owner, to sell or otherwise dispose of the possession of that copy or
phonorecord.” 17 U.S.C. § 109(a).
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received electronically. If Internet commerce is to succeed, consumers must
have the assurance that the electronically purchased copy is just as good and
valuable as the store-bought copy, and a copy that cannot be resold or given
away is a lot less valuable. Rep. Boucher's bill, H.R. 3048, would secure this
existing right for the digital environment. In the past, the argument has been made
that, in the digital environment, if that transfer of ownership is done by computer,
then a copy remains on the sender's computer even after the copy has been
transmitted. This is a flawed argument. Technology companies like Liquid Audio
and a2b music already have developed technologies for secure electronic delivery
and copying of music. They, and many others, are capable of developing software
that will ensure that the copy on the sender's computer is deleted after
transmission. But they will have no incentive to develop these technologies if the
first sale doctrine does not apply, since their technology still would be unlawful.

The passage of time has only proved these views correct, but the risks from operating
without the digital first sale doctrine are imminent. On July 24, 2000, market analysts at Jupiter
Communications released estimates that annual U.S. sales of digitally-downloaded music could
reach $1.5 billion by 2005. Without a first sale doctrine, this market may not reach its potential.
And as we have already seen in related Internet contexts, failing to capitalize on the inherent
flexibility of digital systems delays market development and entices others to illicitly provide the
convenience the consumer desires. When law and ecommerce enable the online consumer to
receive full value, quality, convenience and service, the business and the market will prosper.

The technology to secure the first sale privilege exists today. As will be explained further
below, copyrighted content can be delivered to the consumer with digital rights management
("DRM") systems that enable secure electronic transfers of possession or ownership, and that
protect against unauthorized retention of the transferred copy. Extending the first sale doctrine
to the electronic environment will provide the incentive for development of newer, more flexible,
and more efficient DRM tools. Thus, by explicitly extending the first sale privilege to digitally-
delivered works, DiMA believes that the law will simultaneously promote the interests of
consumers, copyright owners, and companies engaged in building the new ecommerce economy.

With this background, DiMA responds below to the questions posed in the Notice.

(a) What effect, if any, has the enactment of prohibitions on circumvention of technological
protection measures had on the operation of the first sale doctrine?

The impact on the first sale doctrine of Section 1201 to date has been limited, in light of
the embryonic state of ecommerce. At this stage, DiIMA can describe how the anticircumvention
provisions have had a positive impact or no impact on ecommerce; yet we also can envision
scenarios in which they would diminish or negate the operation of the first sale doctrine.



Q) Technological protection measures can support the first sale privilege.

On the positive side, encryption can facilitate practical implementations of the first sale
doctrine. Several companies have implemented technologies to electronically deliver digital
copies or phonorecords in encrypted form. Protected files (such as music, motion pictures,
photographs or text) can be copied freely, but cannot be accessed without the decryption key.
Therefore, maintaining tight technological control over the transmission of the decryption key
effectively maintains security over the digital media file. To implement first sale using
encrypted content, then, the technology would need merely to limit copying of the decryption
key, and to assure transmission of that key along with the transfer of possession of the digital
phonorecord or copy. Once the key has been permanently transmitted from the seller's machine,
any encrypted data remaining in the seller's storage media is inaccessible and valueless.

Similarly, authentication processes can be implemented so as to assure that digital copies
and phonorecords are transferred securely and permanently. For example, a software technology
could incorporate means for assuring the deletion of the content from the first owner's computer
following successful transfer of the content to the new owner. Then, when initializing the
transmission process, software on the seller's and purchaser's computers can authenticate each
other through a series of cryptographic challenges and responses, and establish a secure channel
for the transmission of the content according to the rules set forth in the software. Once this
secure transmission is completed and verified, then the software on the seller's computer can
delete or disable access to the work.

Such encryption and authentication systems may constitute access controls subject to the
provisions of Section 1201(a). In these respects, Section 1201 may be said both to be compatible
with and to enable the operation of the first sale doctrine for digitally-delivered content.

(i) Technological Protection Measures can be Irrelevant to First Sale.

Not all media is delivered electronically in a secured or encrypted format. In such
instances, Section 1201 is irrelevant to the operation of the first sale doctrine for digital media.

Thousands of files in the unprotected MP3 format are distributed with authorization of
the copyright owner and without charge over the Internet. Wide dissemination of these tracks
without restriction is generally the goal, so as to promote unknown artists or create buzz for
forthcoming recordings by current stars.

Some companies sell unprotected music with the authorization of the copyright owner.
EMusic.com (http://www.emusic.com), for example, markets and sells sound recordings for
downloading by the consumer in the MP3 format without encryption or any form of copy
protection. Companies such as EMusic view copy protection as an impediment to consumer
convenience and the popularization of electronic media. They rely on the honesty of the paying
consumer, and take no steps to enforce the operation of the first sale doctrine. In most respects,
this business model closely emulates current practice in which physical analog and digital media

-8-



are delivered without technological protections, and there is no assurance that a consumer who
resells a commercial compact disc has not made and retained a copy in another format.

(i) Technological Protection Measures should not Negate First Sale.

DiMA is concerned that Section 1201 could become a blunt instrument by which to
impede or negate the first sale doctrine. To be clear, DRM and other measures will play a
critical role in promoting ecommerce and first sale. DRM tools will fuel new business models
(such as subscription or on-demand listening, “try before you buy,” rental or downloading of
promotional recordings that will “time-out” after a specified period) in which first sale privileges
should not apply. DiMA welcomes these pro-content owner/pro-consumer opportunities as
alternatives to the purchasing of content.

However, technological protection measures applied indiscriminately to digitally-
purchased copies or phonorecords of works could prevent electronic resale or transfer of
possession. If so, the DMCA anticircumvention provisions will punish consumers that disable or
avoid those technological protection measures in order to facilitate legitimate first sale
privileges. As a result, Section 1201 could enforce a gross and discriminatory imbalance
between digital and physical media that would stifle ecommerce, to the prejudice of online
companies and consumers.

Similarly, technological protections could condition the consumer's right to access upon
unilaterally-imposed license terms that force the consumer to forego essential privileges (such as
first sale or fair use). Leveraging technological protections (and Section 1201) with
unacceptable “take it or leave it” contract clauses could significantly interfere with consumer
rights and, hence, the success of online digital distribution. As several unsuccessful Internet
enterprises already have learned, you ignore consumer rights and benefits at your peril. If online
retailers cannot secure basic consumer privileges such as first sale, then digital downloading may
remain a promotional tool rather than a dominant sales force.

(b) What effect, if any, has the enactment of prohibitions on falsification, alteration or
removal of copyright management information had on the operation of the first sale doctrine?

DiMA believes that, at this stage, these prohibitions have had no effect on the operation
of the first sale doctrine.

(c) What effect, if any, has the development of electronic commerce and associated technology
had on the operation of the first sale doctrine?

The potential impact of ecommerce on first sale — positive, negative or neutral — likely
will not be fully experienced until it is more widespread. DiMA expects that the next 12 months
will be the turning point for ecommerce, when three key elements for ecommerce converge.



1) Technology. The first element, that is, the technology to deliver music in secured
and unsecured formats, already is in place. Secured formats include:

» Liquid Audio (http://www.liquidaudio.com) enables the delivery of encrypted music
along with rules of use, such as files that become unplayable after a specified time,
files that can play only on a specified computer, files that can be burned to recordable
CD only once, or files that can be shared on multiple computers. Liquid Audio also
has spearheaded an effort to include a “Genuine Music Mark” on commercially-
released MP3 files so that even unsecured content can be authenticated by copyright
owners.

» EverAd, Inc. developed and markets the "PlayJ” technology (http://www.playj.com),
which delivers encrypted music that, when played, displays advertising that
effectively monetizes the free downloaded tracks. The advertisements change
periodically, and persist on the screen while the music plays.

* RealNetworks (http://www.real.com) provides tools to content owners who wish to
securely deliver their content for playback through software applications such as the
RealJukebox.

* Reciprocal, Inc. (http://www.reciprocal.com) provides digital rights management
services to content owners and distributors. Among its other services, Reciprocal,
using underlying digital distribution platforms of companies such as Microsoft, IBM
and InterTrust, issues permits that enable consumers to access secured content.
Depending on conditions determined by the distributor of the content, Reciprocal
issues a permit after consumers make the necessary payment, provide requested
information or without any requirement whatsoever. While the secured content file
may be transmitted by the original consumer to others (i.e. "superdistribution™),
subsequent recipients of the file must separately obtain a permit to access the content
pursuant to the usage rules established by the original distributor of the content.

All these companies participate in the recording industry-led SDMI effort to establish
specifications for secure music content. These and other technologies are becoming popularized
by content companies and online retailers that offer pay downloads of music files. Thus, this
necessary element of the infrastructure already is in place.

2. High-Speed Distribution. Second, the success of digital downloading also
relates to the pace of the rollout of broadband technology. DSL and cable modem service to the
home will speed the downloading of media, making ecommerce a faster and more enjoyable
consumer experience. To some extent, the pervasive penetration of Napster, Gnutella,
ScourExchange and other similar file-sharing services suggests that consumers will tolerate a
certain level of delay in getting music online. In this connection, a recent Yankelovich survey
co-sponsored by DiMA shows that more than 80 percent of consumers age 13-39 download
music at home, where connections are likely to be slower, than at work or at school. Beyond
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question, however, faster download speeds will make digital delivery more convenient, reliable
and desirable for the consumer.

3. Content. The third element, of course, is availability of content. DIMA
members are gratified at the initial forays by content companies into online sales through a
variety of retail outlets, but this still is no more than a toe in the water. We hope that, as content
companies gain comfort with the medium and experience successes, full catalogs of content soon
may become available to the consumer through all online retailer outlets.

With the confluence of these developments, we are reaching the end of the “chicken-and-
egg” period of ecommerce. As all three elements fall into place, the task turns now to
evangelizing online distribution to the consumer. DiIMA therefore expects that, over the next 12
months, the anticipated increases in availability of both legitimate music and faster Internet
connections will catapult ecommerce into the consumer mainstream.

However, we emphasize that consumer confidence in ecommerce will develop only if
consumers receive full value and convenience from their online transactions. Thus, the first sale
doctrine remains important and necessary to the digital legal landscape.

(d) What is the relationship between existing and emergent technology, on one hand, and the
first sale doctrine, on the other?

As noted above, DiMA believes that ecommerce will flourish only if consumers obtain
from their purchases at least the same value and flexibility that they enjoy from purchasing
physical media. Thus, amending the first sale doctrine will avert the potential for discriminatory
legal treatment for ecommerce, to the prejudice of both consumers and online business.

(e) To what extent, if any, is the first sale doctrine related to, or premised on, particular media
or methods of distribution?

The history of the first sale doctrine, described supra at II-A, was premised upon a
balance between the incentive for copyright owners and the public interest. At the time the first
sale doctrine first was embodied in legislative language, ecommerce was science fiction. Yet the
statement of the doctrine in Section 27 of the 1909 Act would have been broad enough to
accommodate ecommerce: "nothing in this title shall be deemed to forbid, prevent, or restrict the
transfer of any copy of a copyrighted work, the possession of which has been lawfully obtained."

In the 1976 amendments to the Copyright Act, the exposition of the first sale doctrine in
Section 109(a) became more specific, so as to encompass phonorecords as well as copies; and to
clarify that the first sale doctrine applied only to the specific copy or phonorecord acquired by
the consumer, not to any copies that might be made therefrom (e.g., by photocopying or home
taping). Yet, the underlying premise — that a copyright owner should not be entitled to multiple
remuneration or to restrain transfers of lawfully-acquired property — remains as sound in the
digital world as in the physical world.
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Thus, nothing in the first sale doctrine itself inherently favors physical media over digital
media, or overland distribution over electronic transmission.

(F) To what extent, if any, does the emergence of new technologies alter the technological
premises (if any) upon which the first sale doctrine is established?

The first sale doctrine itself, as noted in our response to (e) above, is not premised upon a
particular technology or technological environment. The principles underlying the first sale
doctrine are technology-neutral.

(9) Should the first sale doctrine be expanded in some way to apply to digital transmissions?
Why or why not?

For the reasons articulated above, DiMA believes that the first sale doctrine must be
expanded to permit lending and transfer of media acquired digitally by consumers.

During the 1997-98 debates over H.R. 3048 and the DMCA, content owners opposed to a
digital first sale privilege contended that a digital first sale doctrine would promote rampant
copying and redistribution of works, and that consumers could not be trusted to delete their
copies once transferred. DiMA continues to believe these concerns are misplaced, for the
following reasons:

1) As DIMA testified in June 1998, technological protections and DRM systems can
facilitate the operation of the first sale doctrine in a manner that respects the rights of both
copyright owners and consumers. Through technological processes such as encryption,
authentication and password-protection, right holders can assure that digitally-downloaded
copies and phonorecords are either deleted after transfer or disabled (such as by permanently
transferring with the content the only copy of the decryption key).

2 DRM tools implement the first sale doctrine more securely for digitally-
transmitted content than for today’s physical media. CDs and books are resold freely; yet, the
consumer/reseller may have copied these physical media using cassette or CD recorders,
scanners and photocopy equipment. Denying the first sale doctrine for digitally-delivered media
ironically would deprive consumers of traditional privileges in a far more secure environment.

3) Any extension of the first sale doctrine cannot apply only to content protected
using DRM tools. As noted above, several online businesses are successfully marketing digital
downloaded media in unprotected or open formats such as MP3. In these circumstances, the
copyright owner has consented to the distribution of such media while recognizing that it can be
freely copied and redistributed. Having elected to rely on the honesty of the consumer for the
initial distribution of the content, denying that consumer’s entitlement to the fair use privilege
would be prejudicial both to the consumer and to the “open format” business model.
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4) Finally, some may contend that the growing popularity of peer-to-peer file sharing
technologies somehow justifies their fear of a digital first sale right. Whatever the impact of
these technologies, they are irrelevant to first sale. First, most shared files arrive on the
computer ripped from a CD. The digital first sale right favored by DiMA encompasses
electronic transfers of possession only for media lawfully acquired by digital transmission.
Second, DRM systems can protect against any threat posed by file-sharing technologies. If such
files may be shared, they either cannot be accessed by the downloader, or (in the case of DRM
systems that promote paid superdistribution models) cannot be accessed without payment of a
fee. Third, as noted above, content sold without technological protections effectively
contemplated free redistribution. In such cases, the content owner anticipates a reasonable return
under that business model. There is no reason to thwart consumers that wish to lawfully resell or
permanently part with their purchases, simply because others freely trade them.

(h) Does the absence of a digital first sale doctrine under present law have any measurable
effect (positive or negative) on the marketplace for works in digital form?

Under present law, DiMA believes that a court correctly could interpret the first sale
doctrine to apply to digitally-acquired media. However, no cases have addressed this issue to
date. DiMA therefore suggests that copyright owners, ecommerce and consumers would benefit
from legislative clarification of Section 1009.

As noted above, digital delivery is only now emerging as a means to market sound
recordings, books and motion pictures to consumers. The absence of the first sale privilege has
not had a chance to affect consumers. So far, the leaders in digitally distributing music online
have been those which market the music in unprotected form, or which employ DRM systems
that enable permanent transfer of ownership. Thus, the “absence” of a first sale privilege has not
been felt in the marketplace.

Notwithstanding, DiMA believes that it would be highly detrimental to ecommerce if
consumers ever experienced the “absence” of a first sale privilege. Technologies with
seemingly great market potential can be stunted by adverse press or bad initial marketing.
Consumers will become dissatisfied with ecommerce if they cannot trade or sell via transmission
the works they acquire digitally. Denying consumers a digital first sale privilege is the
equivalent of telling consumers that, if they tire of a CD, they must throw it (and their
investment) away. The success of ecommerce depends on giving the consumer the same value,
with greater convenience and selection. Without a digital first sale privilege, consumers will not
buy in to electronic commerce.
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1. Section 117 of the Copyright Act Should Exempt Archival and Temporary Copying
for Digital Media.

A. A Historical Perspective

Section 117 of the Copyright Act creates an exemption to copyright infringement for the
owner of a copy of a computer program to make a copy of that program, as long as making such
a copy is an essential step in the utilization of the program in conjunction with a machine and is
used in no other manner, or if such copy is for archival purposes.'® This exemption ensures the
rightful owner of a copy of a particular computer program the ability to use it freely without fear
of copyright liability, while at the same time preventing a copyright owner from forcing a lawful
owner of a copy to stop using the program.**

While the legislative history of Section 117 is sparse, Congress did note that Section 117
"embodies the recommendations of the Commission on New Technological Works with respect
to clarifying the law of copyright of computer software."*? Further, courts have noted that "it is
fair to conclude, since Congress adopted its recommendations without alteration, that the
CONTU Final Report reflects the Congressional Intent."*®

The CONTU Final Report noted that as a practical matter, computer programs on disks
cannot be used without first being loaded into a computer's memory, which by definition
involves "copying." The CONTU Report stressed that "one who rightfully possesses a copy of
the program...should be provided with a legal right to copy it," i.e. "the right to load it into a
computer...".** But, the Report further stressed that the right exists only to enable use of the

10 The text of Section 117 reads, in pertinent part, "it is not an infringement for the owner of

a copy of a computer program to make or authorize the making of another copy or adaptation of
that computer program, provided: (1) that such a new copy or adaptation is created as an
essential step in the utilization of the computer program in conjunction with a machine and that it
is used in no other manner, or (2) that such new copy or adaptation is for archival purposes only
and that all archival copies are destroyed in the event that continued possession of the computer
program should cease to be rightful.”

1 See the National Commission on New Technological Uses of Copyrighted Works
("CONTU") Final Report, p. 13.

12 H.R. Rep. No. 96-1307 (Part I), reprinted in 1980 U.S. Code Congressional and
Administrative News 6460, 6482.

13 Atari, Inc. v. JS&A Group, Inc., 597 F. Supp. 5, 9 (N.D. Ill. 1983) quoting Midway Mfg.
Co. v. Strohon, 564 F. Supp. 741, 750 (N.D. Ill. 1983).

14 CONTU Final Report, p. 13.
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program by the possessor, and does not extend to other copies of the program.® Thus, the rights
granted by Section 117 do not include the right to make the copies accessible to others.*

Early case law interpreting this section noted that the literal text of the statute required
that the copy be created as an "essential step,” thus the copy must be "no more permanent than is
reasonably necessary."'” However, latter decisions tend to support a more liberal reading of
Section 117, which "is consistent with Congress's stated purpose of providing the copyright
protection necessary to encourage the creation and broad distribution of computer programs in a
competitive market."*®

B. The Focus of this Study of the Impact of Section 117

The exemption set forth in Section 117 of the Copyright Act implicates at least three
types of copying of digital media.

First, consumers should be able to make a back-up or archival copy or phonorecord of
content that they acquire through digital downloading. Anyone who uses computers recognizes
that their investments in media, like any software, can be lost in case of damage to a hard disk
drive. Similarly, consumers who upgrade their computer systems every few years need some
means of transferring their media to their new computer. DiMA believes that the principle is
important, but the means for implementation may be as varied as in the case of today’s computer
software. For example, no archival copy is necessary if (as in the case of some DRM systems)
the seller can replenish any media lost or damaged. As another example, for systems such as
Liquid Audio, the ability to burn once to CD can serve as an appropriate archival copy.

Second, temporary copies of recorded content made in the course of playback also should
be exempt from claims of infringement. This is no different than the case directly contemplated
by Section 117(a). The computing device retrieves copyrighted material from a storage medium
(such as a hard disk drive or a CD) and then loads the material into random access memory
(“RAM?”) for processing and performance or display. This issue implicates virtually all digital
devices and all media forms. Indeed, nearly every device for performing digital media
incorporates some memory to process the content so as to make it perceptible, from portable CD
players and “e-books” to high definition television sets.

15

See id.
16 See Apple Computer, Inc. v. Formula International, Inc., 594 F. Supp. 617, 622 (C.D.
Cal. 1984).
Yo Seeid.

18 See CONTU Final Report p. 27. See also DSC Communications Corporation v. Pulse

Communications, Inc., 976 F. Supp. 359, 362 (E.D. Va. 1997) ("The trend is to read Section 117
broadly").
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Third, the technical process of Internet webcasting requires that the receiving device
temporarily store a few seconds of data transmitted by the webcaster, before playing back the
audio or video to the consumer. Data transmitted over the Internet arrives in small packets that
need to be received and assembled by the receiving device. For data that is to be performed
concurrent with its reception (such as “streaming media”), that data is collected in a segment of
RAM that is allocated as a “buffer” for audio performance or display.

In the case of webcasting, the receiving device, using software such as the RealNetworks
RealPlayer, collects in this RAM buffer a few seconds of data to guard against interruptions or
delays due to line congestion or slow Internet connections. More particularly, when the user
requests transmission of webcast media, the RealPlayer software on the user’s receiving device
communicates with the transmitting server and determines, given the quality of the media and
the speed of the transmission, how many seconds of data should be stored in the receiving
device’s RAM buffer before beginning playback to the user. Higher quality media (that contains
more data) will take longer to transmit, so more data will be accumulated in the buffer; similarly,
more data will be accumulated where the user has a slow or congested Internet connection. The
data in the RAM buffer cannot be accessed for other purposes within the receiving device; it can
only be performed via the streaming media software. Once performed, the transmitted data
leaves the buffer permanently and cannot otherwise be stored in a direct digital copy on the
receiving device.™

Through use of this temporary buffer, the user experience from Internet webcasting
approximates the smoothness of performances rendered by radio or television. Effectively, the
need for a buffer is a technological accident owing to the design of Internet communications
protocols. The buffer has no use to the consumer other than to facilitate those performances.
Thus, where the performances are licensed, the use of RAM buffering has no additional impact
upon the economic rights of copyright owners.

Each of these types of temporary copying should already be deemed not to be copyright
infringement under existing copyright law, including the fair use doctrine. Notwithstanding,
DiMA long has been aware that this view is not shared by certain copyright owners. Therefore,
for the reasons set forth supra at I, DIMA believes that an explicit amendment to Section 117
could benefit all parties by clarifying the legal status of these temporary noninfringing copies.

C. Leqgislative and Regulatory Background of this Study

S. 1146, introduced by Senator John Ashcroft on September 3, 1997, would have
amended Section 117 by providing explicitly in Section 117 that it is not copyright infringement

19 In this regard, where the streaming technology features this capacity, the disabling of

direct digital copying of the data streamed during webcasting is a condition of the statutory
webcasting license. See 17 U.S.C. § 114(d)(2)(C)(vi).
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to make a digital copy that is “incidental to the operation of a device in the course of the use of a
work otherwise lawful” under Title 17.%°

The scope of the temporary copying exemption, as relevant to Internet webcasting,
reappeared on the radar screen in December 1997. Three Internet webcasters — AudioNet, Inc.
(now Yahoo!/broadcast.com), RealNetworks, Inc. and Terraflex Data Systems, Inc. (now
Spinner.com, which is owned by America Online, Inc.) — opposed the adoption of a broadly-
worded rule, jointly proposed to the Copyright Office by the National Music Publishers
Association and the Recording Industry Association of America, that could have applied the
reproduction right (and a mechanical royalty at the statutory rate) to these temporary RAM
buffer copies. Eventually, that language was withdrawn from the proposed regulation and the
issue was deferred until the next arbitration period.

DiMA directly raised this issue in its June 8, 1998, testimony before the House
Commerce Committee Subcommittee Telecommunications, Trade and Consumer Protection:

Temporary copies made on a user's PC during Internet transmission, for a
transitory period and to facilitate performance of the audio or video, should not be
considered copyright infringement. Hundreds of thousands of hours of audio and
video material now are available over the Internet. "Streaming media" technology
is essential to making these Internet transmissions sound as smooth as over the
radio. . . .

If temporary RAM copies of those few seconds of material are deemed to be
copyright infringement, and streaming media performances and technology
could therefore be deemed unlawful, audio and video over the Internet will
come to a grinding halt. H.R. 3048 addresses this problem by stating that
temporary copying incidental to an otherwise authorized performance is not
copyright infringement. We strongly support this measure as an absolutely
integral part of this bill, and as essential for the future of the Internet.

Following that testimony, DiIMA engaged with copyright owners in a series of
discussions under the auspices of then-chair of the House Internet Caucus, Rep. Rick White, in

20 The Ashcroft bill proposed a new subsection (b) to section 117:

(b) Notwithstanding the provisions of section 106, it is not an infringement to make a copy
of a work in a digital format if such copying--
(1) is incidental to the operation of a device in the course of the use of a work
otherwise lawful under this title; and
(2) does not conflict with the normal exploitation of the work and does not
unreasonably prejudice the legitimate interests of the author.

The 1997 Boucher-Campbell bill proposed the same language to address this issue.
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an effort to craft a mutually-acceptable legislative exemption for these RAM buffers. When time
ran out for those discussions, Congress incorporated into the DMCA Section 104, to study this
issue as part of the overall interaction between Section 117 and new technological uses.

With this background, DiMA responds below to the questions posed in the Notice, as
relevant to each of the three types of temporary copying identified above.

(a) What effect, if any, has the enactment of prohibitions on circumvention of
technological protection measures had on the operation of section 117?

Technological protection measures, such as the DRM tools provided by Liquid Audio
and Reciprocal, can provide consumers the means to make a "back-up™ copy of their digitally-
downloaded content, in a secure manner that also protects the rights of copyright owners.
However, technological protection measures could be applied so as to thwart the consumer's
right to make such archival copies. Thus, Section 117 should provide consumers with the
assurance that, in the ordinary course of purchasing content in a manner analogous to today's
purchases in record shops, the law will not preclude them from making their archival copy.?

Technological protection measures should not affect the consumer's ability to playback
media that the consumer has lawfully acquired. Devices licensed to perform the content will be
equipped with the technologies to decrypt or otherwise access the content for playback.

Similarly, today's protection measures do not interfere with consumers' ability to enjoy
webcast performances. Certain webcasting technologies (e.g., streaming in the MP3 format) use
no protection measures, and so are unaffected by the provisions of Section 1201. For streaming
systems that do implement protection, those protection measures have facilitated the growth of
webcasting by assuring copyright owners that their works are secure against direct digital
copying. The importance of such technological protection measures was acknowledged in
RealNetworks v. Streambox, Inc.?* There, the court issued a preliminary injunction against the
distribution of the “Streambox VCR,” a software product that circumvented authentication and
copy protection measures implemented in the RealPlayer software so as to permit a Streambox
user to record the streamed RealMedia files, against a copyright holder’s wishes. The court's
findings of fact specifically noted that a large number of copyright owners rely on RealNetworks'
software to protect their content against duplication, and that the ability to circumvent this
protection "would likely reduce the willingness of copyright owners to make their audio and
video works accessible to the public over the Internet.” 1d.  26. Thus, DiMA believes that

21 DiMA would not suggest that archiving be applied to downloads that are not equivalent

to a sale. For example, music acquired on a "try before you buy" basis or on a "pay per listen™
service would not be subject to such provisions. But, as in the case of the current section 117(a),
the owner of a digitally-downloaded copy should be able to make a back-up copy without being
deemed an infringer.

2 2000 U.S. Dist. LEXIS 1889 (W.D. Wa. Jan. 18, 2000).
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Section 1201 to date has not impeded webcasting, and that systems that implement technological
protection measures have helped make more copyrighted works available to the public.

(b) What effect, if any, has the enactment of prohibitions on falsification, alteration or
removal of copyright management information had on the operation of section 117?

DiMA believes that, at this stage, these prohibitions have had no effect on the operation
of Section 117.

(c) What effect, if any, has the development of electronic commerce and associated
technology had on the operation of section 117?

DiMA believes that the growth of ecommerce -- and the vast potential opportunities it
creates for copyright owners, technology developers and media companies -- demonstrates why
Section 117 needs to be expanded to address all forms of digital content, and not just software.

First, as noted above, the growing popularity of digital downloading necessitates that the
law continue to guarantee consumers the right to secure their investment in digital media. For
consumers to embrace digital delivery, they must first be assured that the content they acquire
will not be lost due to events such as server or hard disk crashes. Thus, Section 117 should
permit the making of an archival or back-up copy of media acquired digitally, without branding
consumers as infringers.

Second, virtually all devices that playback content recorded in a digital format must
process that content by first loading all or some portion of it into memory. All devices that
perform such digital media effectively are “computers,” including CD players, DVD players and
HD television receivers. Over the past year, consumers have begun purchasing new generation
portable playback devices, such as MP3 players. By next year, playback of digital media will
become pervasive in all handheld devices, including portable organizers, cellular phones and
even wristwatches. In this new environment, recorded digital media are in the same position as
was computer software in the 1970's -- at least some portion of these media need to be
temporarily copied into RAM in order to be performed. Thus, Section 117 should be expanded
so as to exempt the loading of all types of digital content into memory, as an essential step in
accessing the content.

Third, webcasting technology demonstrates another reason why Section 117 needs to be
updated for the digital age. The small temporary buffer memory copies used in today's
webcasting technology have no intrinsic or economic value apart from the performance. Where
the webcaster makes an authorized performance of copyrighted material, the temporary buffers
necessary to enable that performance should be exempt from any claim of copyright
infringement. In this regard, DiIMA notes that the Copyright Office appears to have reached a
similar conclusion in its study of distance education, resulting in the recommendation that the
scope of the Section 110(2) exemption should be expanded to encompass "transient copies
created as part of the automatic technical process of the digital transmission of an exempted
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performance or display.” Report on Copyright and Digital Distance Education, supra at 146-7.
The exemption from the reproduction right is all the more warranted for webcasting, where the
same copyright owners of the musical composition, audiovisual work or the sound recording
already will have authorized, and been compensated for, the performance of the works.

(d) What is the relationship between existing and emergent technology, on one hand, and
section 117, on the other?

(e) To what extent, if any, is section 117 related to, or premised on, any particular
technology?

Section 117 was adopted to deal with a specific known technology then becoming more
prevalent in the late 1970s. The basis for the exemption, as noted above, was the fundamental
principle that the lawful owner of a copyrighted work ought to have the right to use it. In the
case of computer software, the material objects that contained the computer code potentially
could be damaged, and so the need was perceived for an archival exemption. Similarly, using
the software required that all or some portion of the code be copied into temporary memory
where the code could interact with and process other data, and so the need was perceived to
exempt this temporary copying.

The result of CONTU's consideration was a limited provision that applied the principle in
the context of a particular known problem. Congress, when adopting Section 117, could not then
foresee all the potential applications of the underlying principles to future types of devices and
media. Now, however, digital media other than software programs, and computing devices other
than computers, are pervasive. Content other than computer programs is available to the
consumer, is susceptible to loss, and cannot be used by the purchaser without temporary copying
into device memory.

DiMA therefore believes that it is time to take cognizance of how the concepts
underlying of Section 117 ought to be applied to new technologies and uses. We therefore
strongly request that Section 117 be adapted and expanded to encompass the types of digital
copying that are necessary and appropriate to the uses of digital media, and to the promotion of
electronic commerce.

() To what extent, if any, does the emergence of new technologies alter the technological
premises (if any) upon which section 117 is established?

As noted above, although the language of Section 117 may have been premised upon a

particular technological environment, the conceptual justifications for the exemption were
founded on principles that have general application to the digital environment.
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V. DiMA's Views on the ""General" Questions Posed by the Study

(a) Are there any additional issues that should be considered? If so, what are they and
what are your views on them?

Another issue squarely at the intersection of copyright and ecommerce relates to the
application of Section 110(7) of the Copyright Act, the "retailer exemption" to online retailers.
Section 110(7) exempts retail record stores from paying music license fees when they perform
music in their stores "to promote the retail sale of copies or phonorecords of the work." Thus,
when a consumer hears music playing in Barnes and Noble or Tower Records, these retailers are
not required to pay performance license fees for such in-store play.

Online music retail businesses that market and sell copyrighted music (in physical form
or by digital downloading) also allow the customer to hear the music (or, more commonly, a
music sample) before buying. Most of these businesses allow the consumer to hear samples of
virtually every song available for purchase. This unique facility of electronic commerce
promotes consumer satisfaction and awareness of performing artists, as well as sales of
copyrighted music.

However, some copyright owners contend that this exemption, adopted in 1976, should
apply only to “brick and mortar” retail establishments, and does not and should not benefit online
retailers. Such an interpretation unfairly discriminates against online retailers, encumbering
ecommerce with additional license fee payments. Ironically, if it becomes expensive to provide
music samples, then electronic retailers will offer fewer samples — slowing the growth of
ecommerce, diminishing consumer welfare and potentially stifling the online music market.

To avoid prejudice to online retailers, DiMA believes that Section 110(7) should be
amended in two respects to clearly exempt online retailers and retail services for similarly
promotional performances, in two ways:

. First, the existing exemption is limited to performances in “establishments” that
are not transmitted “beyond the place where the establishment is located ... [or
beyond] the immediate area where the sale is occurring.” Section 110(7) should clarify
that online record retail sites are the equivalent of physical “establishments,” and that
the transmission between the e-tailer and the consumer is equivalent to the *'immediate
area where the sale is occurring.”

. Second, the exemption was written before Congress created a copyright covering
digital public performances of sound recordings. Therefore, the exemption should be
extended to digital public performances of sound recordings in both physical and
ecommerce record retail establishments.

(b) Do you believe that hearings would be useful in preparing the required report to
Congress? If so, do you wish to participate in any hearings?

DiMA believes that hearings might be useful for the Copyright Office and NTIA to gain a
more detailed understanding of the developing technologies and ecommerce business models and
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how they would benefit from the proposed changes to Sections 109 and 117. In particular,
hearings would afford the opportunity to receive additional input regarding new technologies and
emerging business models. DiMA and several of its members would be interested in

participating in these hearings.

Respectfully submitted,
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